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Abstract. In this paper a new multidimensional public key cryptosystem is proposed us-

ing split quaternion algebra. The proposed cryptosystem is not fully �t without Circular and

Convolutional Modular Lattice. Also in our scheme the decryption failure is reduced due to

non-commutative algebraic structure. This system is more resistant to lattice- based attacks and

more capable for protocol design.

1 INTRODUCTION

Cryptography is basically a process which relates to data communications, authentication and

authorization, integrity and privacy guarantees can be given in addition. We use it in banking or

other business sector or even in the railway reservation. Also we are using daily the cryptography

is in social work, such as an ATM card to deposit cash into your account and to get cash money.

Modern telecommunication networks especially, the Internet, mobile-phone,have extended the

possibilities of communications and information transmissions. which is a cryptographic tech-

niques. focus on being intensive research activities in the study of cryptography.

In mid-1990, a software company, which was one of the few bits of the cryptosystem needs to

be based on the system processor and the small numbers. Then three mathematicians, Jeffry

Hoffstein, Jill Pipher and Joseph Silverman [4] suggested a new cryptosystem, NTRU (Number

Theory Research Unit), which was presented in 1998 completely. NTRU is classi�ed as a lattice

based cryptosystem since its security is based on a class of arithmetic operations but it is not

based on integer factorization and discrete logarithm problem.It is very ef�ciently performed

with insigni�cant storage and time complexity [15]. This property made NTRU very suitable

choice for a large number of applications, such as mobile phones, portable devices, low-cost

smart cards, and RFID devices [5].

After identi�cation of Ntru as a secure and safe core, several researches were carried out on gen-

eralization of Ntru algebraic structure to different Euclidean rings from Z including GF (2k)[x]
and generally Dedekind domain like Z[i], Z

√
−2 and Z[w] [3, 8, 9]. Although generalization of

Ntru to GF (2k)[x] in [3] never had a desirable result and was broken soon after [9], however, it

resulted in a better understanding of the Ntru cryptosystem and suggested the idea of replacing

Ntru algebraic structure with other rings, free modules and algebras.

Ntru relies on two fundamental concepts: according to the �rst concept,this cryptosystem has ac-

quired its inherent security from intractability of the Shortest Vector Problem (SVP) in a certain

type of lattice which is assumed to be a NP-Hard problem. From this aspect, Ntru is different

from all known cryptosystems like RSA or ECC. According to the second concept that has not

been considered in the sense of algebraic generalization, is the possibility of decryption failure,

which may lead to the concept of provable security. In Ntru, decryption failure arises from the

fact that there is no well-de�ned and non-trivial homomorphism between two rings Zp and Zq
as well as the polynomial rings Zp[x] and Zq[x].
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In this paper, we present our claim about the possibility for replacing Dedekind domains by a

broader algebra and generalizing Ntru cryptosystem based on R-Algebra; which is known as

sqtru. The main difference between sqtru and those proposed in [9, 11] is that the underlying

algebra can be noncommutative. The proposed system is high chance for successful decryption.

Also the mathematical base of Ntru in such a way that one can make a similar cryptosystem

based on various algebraic structures with the goal of better security against lattice attack and

more capability for protocol design.

It is a multi-dimensional public key cryptosystem based on split quaternion algebra, which is

broader than Dedekind domain. Its security is depend on underlying algebraic structure, which

a non-commutative. Keeping the positive points of NTRU, and making it more resistant to some

lattice-based attacks.

The text of this paper is organized in the following way: a brief summarization of the NTRU

cryptosystem is presented in Section 2. Some mathematical description of the split quaternion

algebra, is discussed in Section 3. In Section 4, the algebraic structure of split quaternion algebra

is introduced. The proposed cryptosystem is described in Section 5. The performance analysis

is discussed in Section 6, and the conclusions are presented in Section 7.

2 THE NTRU CRYPTOSYSTEM

A simple description of the NTRU cryptosystem is summarized in this section. For more details,

the reader is referred to [2, 4, 7, 9, 11, 12] . The NTRU system is principally based on the ring

of the convolution polynomials of degree N-1 denoted by R = Z[x]/(xN − 1). It depends on
three integer parameters N, p and q, such that (p, q) = 1. Before going through NTRU phases,

there are four sets used for choosing NTRU polynomials with small positive integers denoted by

Lm, Lf , Lg and Lr ⊆ R. It is like any other public key cryptosystem constructed through three

phases: key generation, encryption and decryption.

2.1 Key Generation Phase:

To generate the keys, two polynomials f and g are chosen randomly from Lf and Lg respectively.
The function f must be invertible. The inverses are denoted by Fp,Fq ∈ R, such that:

Fp ∗ f = 1 (mod p) and Fq ∗ f = 1 (mod q)

The above parameters are private. The public key h is calculated by,

h = pFq ∗ g(modq) (2.1)

Therefore, the public key is {h, p, q}, and the private key is{f, Fp}.

2.2 Encryption Phase:

The encryption is done by converting the input message to a polynomial m ∈ Lm and the coef-

�cient of m is reduced modulo p. A random polynomial r is initially selected by the system, and

the cipher text is calculated as follows,

e = r ∗ h+m (mod q).

2.3 Decryption Phase:

The decryption phase is performed as follows: the private key, f, is multiplied by the cipher text

e such that,

a = f ∗ e (mod q).

a = f∗ (r ∗ h + m) (mod q)

a = f ∗ h ∗ r + f ∗m (mod q)
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a = p.f ∗ Fq ∗ g ∗ r + f ∗m (mod q)

a = p.g ∗ r + f ∗m (mod q)

The last polynomial has coef�cients most probably within the interval [−q/2,+q/2], which elim-

inates the need for reduction mod q. This equation is reduced also by mod p to give a term f ∗m
mod p, after diminishing of the �rst term p.g ∗ r. Finally,the message m is extracted after multi-

plying by Fp
−1, as well as adjusting the resulting coef�cients via the interval [−p/2, p/2).

3 A Brief Introduction to Split quaternion Algebra

In 1849, James Cockle introduced the set of split quaternions, also known as coquaternions. The

set of split quaternions is four dimensional noncommutative and associative algebra with zero

divisors. It has also nilpotent and idempotent elements. The real algebra of coquaternions is

denoted by �H [1, 13].

Some de�nition and theorem used in proposed cryptosystem:

De�nition 3.1. Split Quaternion: The set of split quaternion can be represented as

�H = {q = q0 + q1i+ q2j + q3k; q0, q1, q2, q3k ∈ R}. (3.1)

Here the imaginary units {i, j, k} satisfy the following relations:

i2 = −1, j2 = k2 = 1, ijk = 1,

ij = k = −ji,
jk = −i = −kj,
ki = j = −ik.

A split quaternion q is a sum of scalar and vector part. Sq = q0 be the scalar part and Vq =
q1i+ q2j + q3k. be the vector part. Vector part of the split quaternion is very important for mul-

tiplication rule.

Let p, q ∈ Hs, where q = Sq + Vq and p = Sp + Vp. The addition operator, +, is de�ned then,

q + p = (Sq + Vq) + (Sp + Vp)

= (q0 + p0) + (q1 + p1)i+ (q2 + p2)j + (q3 + p3)k.

The multiplication rule for split quaternions is de�ned as

qp = p1q1 + ⟨V̄p, V̄q⟩+ p1V̄q + q1V̄p + V̄p ∧ V̄q

Also, the split quaternion product may be written as

X =


p1 −p2 p3 p4

p2 p1 p4 −p3
p3 p4 p1 −p2
p4 −p3 p2 p1


Split quaternion multiplication is not commutative. It is an associative, nilpotent elements, non-

trivial idempotents and non-division ring with four basis element 1, i, j, k. In this paper i, j and

k are de�ned as i2 = a, j2 = b, k2 = −ab and ij = −ji = k, By this de�nition, a general split

quaternion algebraic system is de�ned. Assuming F is an arbitrary �eld, the split quaternion

algebra A can be de�ned over F as:

A = {a+ bi+ cj + dk|a, b, c, d ∈ F} (3.2)
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where,

i2 = a, j2 = b, k2 = −ab, ij = −ji = k. (3.3)

Clearly, if we assume that a = −1, b = 1 and F be the �eld of real numbers R, then, based on

the choice of a and b and the nature of the �eld F, the original de�nition of split quaternion is

obtained.

De�nition 3.2. Bar Conjugation in split quaternion algebra: suppose q = q0 + q1i+ q2j + q3k ∈
Hs, we say that q0, q1, q2 and q3 are the coef�cients of q. In particular, q0 be the real part of q and
q1i+ q2j + q3k be the imaginary part of q. So the bar conjugate of q is

q̄ = q0 − q1i− q2j − q3k. (3.4)

De�nition 3.3. Norm in split quaternion algebra:The norm of q is de�ned as

N(q) = q × q̄ = q̄ × q = q0
2 + q1

2 − q22 − q32. (3.5)

De�nition 3.4. Trace in split quaternion algebra: The trace of q is de�ned as,

T (q) = q + q̄ = 2q0. (3.6)

De�nition 3.5. Multiplicative inverse in split quaternion algebra: The inverse of the split

quaternion q is de�ned by

q−1 =
q∗

N(q)
if N(q) ̸= 0 (3.7)

De�nition 3.6. Real Matrix Representation of split quaternion algebra: Let A = A1+A2i+
A3j +A4K ∈Mn×n( �H), where A1, A2, A3, A4 ∈Mn×n(R).The 4n× 4n matrix

X =


A1 −A2 A3 A4

A2 A1 A4 −A3

A3 A4 A1 −A2

A4 −A3 A2 A1


is called the real matrix representation of the split quaternion matrix A and denoted by ℜA.

Theorem 3.7. Split quaternions satisfy the following properties for the elements p,q and r ∈ Hs.

(i) q∗q = qq∗

(ii) Jc= c̄J or JCJ∗ = c̄ for any complex number c,

(iii) q2 = |Re q|2 − ∥Im q∥2 + 2Re q Im q,

(iv) (qp)
∗
= p∗q∗,

(v) (pq)r=p(qr),

(vi) pq ̸= qp in general,

(vii) q∗ =q if and only if q is a real number,

(viii) q∗

N(q) is the inverse of q if q0
2 + q1

2 ̸= q2
2 + q3

2,

(ix) Every split quaternion q can be uniquely expressed as q=c1 + c2j, where c1 and c2 are

complex numbers.
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4 Algebraic Structure of Split quaternions

Consider the convolution polynomial rings R := Z[x]/(xN − 1), Rp := Zp[x]/(xN − 1), and
Rq := Zq[x]/(xN −1) that are used in Ntru. �AWe de�ne three split quaternion algebras A, Ap and
Aq as follows

A :=
( −1, 1
Z[x]/(xN − 1)

)
Ap :=

( −1, 1
Zp[x]/(xN − 1)

)
Aq :=

( −1, 1
Zq[x]/(xN − 1)

)
For simplicity, p, q and N are assumed to be prime numbers and q >> p. Since Zp[x]/(xN − 1)
and Zq[x]/(xN − 1) are �nite rings with characteristics p and q, respectively, one can easily

conclude that Ap and Aq are split quaternion algebras. Then,

Ap : =
( −1, 1
Zp[x]/(xN − 1)

)
= {f0(x) + f1(x)i+ f2(x)j + f3(x)k

|f0, f1, f2, f3 ∈ Zp[x]/(xN − 1)

i2 = −1, j2 = k2 = 1, ij = −k = ji}

and

Aq : =
( −1, 1
Zq[x]/(xN − 1)

)
= {g0(x) + g1(x)i+ g2(x)j + g3(x)k

|g0, g1, g2, g3 ∈ Zq[x]/(xN − 1)

i2 = −1, j2 = k2 = 1, jk = −i = −kj}

Now assume that q1,q2 ∈ Ap (or Aq) where,

q1 = y0(x) + y1(x)i+ y2(x)j + y3(x)k

and

q2 = z0(x) + z1(x)i+ z2(x)j + z3(x)k.

Then, addition, multiplication, norm, trace and multiplicative inverse are de�ned in the following

way

• Addition:

q1 + q2 = (y0(x) + z0(x)) + (y1(x) + z1(x)).i+ (y2(x) + z2(x)).j + (y3(x) + z3(x)).k

•Multiplication: of two split quaternions are de�ned by

q1 ◦ q2= y0(x)z0(x)− y1(x)z1(x) + y2(x)z2(x) + y3(x)z3(x)
+((y0(x)z1(x) + y1(x)z0(x)− y2(x)z3(x) + y3(x)z2(x)).i
+((y0(x)z2(x)− y1(x)z3(x) + y2(x)z0(x) + y3(x)z1(x)).j
+(y0(x)z3(x) + y1(x)z2(x)− y2(x)z1(x) + y3(x)z0(x)).k

where ◦ denotes the convolution product and split quaternion multiplication in Ap (or Aq) needs
16 polynomial convolutions and 8 polynomial addition modulo p (q), which together account for

16.N2 modular multiplications and (16N(N − 1) + 8N) modular additions.

• Conjugate:

q1
∗=q̄1=+y0(x)− y1(x)i− y2(x)j − y3(x)k
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• Norm

N(q1)=q1 × q1∗= (y0(x))
2
+ (y1(x))

2 − (y2(x))
2 − y2(x))

2

•Multiplicative inverse

N(q1) ̸= 0→ q1
−1 = q1

∗

N(q1)

=((y0(x))
2
+ (y1(x))

2 − (y2(x))
2 − (y3(x))

2 ◦ (y0(x)− y1(x).i− y2(x).j − y3(x).k

• Trace The trace of q1 is
T (q1)=q1+q̄1=2y0(x).
Thus, the following operations will be needed for calculating the multiplicative inverse of an

element in Ap or Aq then we get,

(i) Calculation of g(x) ← (y0(x))
2
+ (y1(x))

2 − (y2(x))
2 − y2(x))

2
over the ground ring(

−1,1
Zp[x]/(xN−1)

)
at the total cost of 4N2 multiplications and (3N) additions with the worth

case complexity of O(N2) [?].

(ii) Finding the inverse of g(x) over the ring
(

−1,1
Zp[x]/(xN−1)

)
with complexity of O(N2log(p2)).

(iii) Conjugation of q1 including 3N negations.

(iv) Calculation of g−1(x).q1∗ including 4N
2 multiplication and 4N(N − 1) addition modulo p

or q.

5 Proposed Scheme:

In order to obtain a full understanding of how the proposed cryptosystem works, the algebraic

structure for key generation, encryption and decryption, is designed as follows. At the beginning,

the parameters N, p, q have the property that N is an integer, p and q are relatively prime, and in

all the algorithms, the parameter m represents either p or q depending upon which one is passed

into the function.

5.1 Key Generation Phase:

To generate the public key, two small split quaternion F and G are randomly generated, such that

F = f0 + f1.i+ f2.j + f3.k, such that f0, f1, f2, f3 ∈ Lf
G = g0 + g1.i+ g2.j + g3.k, such that g0, g1, g2, g3 ∈ Lg

The split quaternion F must be invertible over Ap =
(

−1,1
Zp[x]/(xN−1)

)
and Aq=

(
−1,1

Zq [x]/(xN−1)

)
. Af-

ter generation of F and G then the inverses of F is denoted by Fp and Fq and the inverses of G is

denoted by Gp and Gq will be computed in the following way

Fq = (f0
2 + f1

2 − f22 − f32)
−1

◦ (f0 − f1.i− f2.j − f3.k) = α0 + α1.i+ α2.j + α3.k

and

Gq = (g0
2 + g1

2 − g22 − g32)
−1 ◦ (g0 − g1.i− g2.j − g3.k) = β0 + β1.i+ β2.j + β3.k

Now, the public key is calculated as follows:

H = F ◦Gq (modq) (5.1)

Here

F = F0 + F1.i+ F2.j + F3.k,
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Gq = β0 + β1.i+ β2.j + β3.k
Now

F ◦Gq = (F0 + F1.i+ F2.j + F3.k) ◦ (β0 + β1.i+ β2.j + β3.k)

= (F0 ∗ β0 − F1 ∗ β1 + F2 ∗ β2 + F3 ∗ β3)
+ (F0 ∗ β2 − F1 ∗ β3 + F2 ∗ β0 + F3 ∗ β1).j
+ (F0 ∗ β3 + F1 ∗ β2 − F2 ∗ β1 + F3 ∗ β0).k,

The split quaternions F, G, Fp and Gq will be kept secret in order to be used in the decryption

phase. It is obvious that the estimated time to generate a key for the proposed scheme is 16

times slower than that of NTRU, when the same parameters (N, p and q) are selected for both

cryptosystems. However, with a lower dimension N, we can achieve the original NTRU speed.

As already described, the new system is a four dimensional vector space over the real �eld

R of real numbers with a basis {1, i, j, k}. Hence, if one chooses the coef�cients of i, j and k to

be zeros in the commutative quaternions F and G, then the system will be completely similar to

NTRU. Moreover, this choice of zero coef�cients for j and k will produce a cryptosystem based

on complex numbers. Finally, if one of the coef�cients of i, j or k is equal to zero, then we obtain

a tridimensional scheme.

5.2 Encryption phase:

At the beginning of the encryption process, the cryptosystem initial generates a random split

quaternion which is called the blinding split quaternion. Incoming data must be converted into a

split quaternion including four small polynomials with four dimension {1, i, j, k}. Data conver-
sion into polynomials is performed exactly similar to the NTRU system. The incoming data can

be generated from the same or four different sources but transformed into split quaternion based

on a simple conversion. After the conversion of the incoming message(s) into split quaternion,

the ciphertext will be computed and sent in the following way

Let plaintext message,

M = m0 +m1.i+m2.j +m3.k,

where, m0,m1,m2,m3 ∈ Lm.

and blinding quaternion

ϕ = ϕ0 + ϕ1.i+ ϕ2.j + ϕ3.k,

where ϕ0, ϕ1, ϕ2, ϕ3 ∈ Lϕ.

Now create a random split quaternion

R = r0 + r1.i+ r2.j + r3.k,

where, r0, r1, r2, r3 ∈ Lr.

and

ψ = ψ0 + ψ1.i+ ψ2.j + ψ3.k,

where, ψ0, ψ1, ψ2, ψ3 ∈ Lψ.

Hence the encryption function is

E = p.ϕ ◦ ψ ◦H ◦R+M (5.2)

Encryption needs split quaternion multiplication including 256 convolution multiplications with

O(N2) complexity, and 4 polynomial additions with O(N) complexity. In the encryption phase,

a total of four data vectors are encrypted at once.
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5.3 Decryption phase:

After receiving the ciphertext E, the original message is constructed as follows. The private key

F and G is used to �nd B:

B = Fq ◦G ◦ E(mod q) (5.3)

The coef�cient of B should be reduced mod q into the interval (−q/2; q/2]. The next step in the
decryption process is to calculate the split quaternion D.

D = F ◦Gp ◦B(mod p) (5.4)

5.4 How Decryption Works:

B =Fq ◦G ◦ E(mod q)
= (Fq ◦G ◦ (p.ϕ ◦ ψ ◦H ◦R+M))mod q

= (Fq ◦G ◦ p.ϕ ◦ ψ ◦ (F ◦Gq) ◦R+ Fq ◦M ◦G)mod q
= (Fq ◦ F ◦ p.ϕ ◦ ψ ◦G ◦Gq ◦R+ Fq ◦M ◦G)mod q
= (p.ϕ ◦ ψ ◦R+ Fq ◦M ◦G)mod q

Since

D =F ◦Gp ◦B(mod p)
= F ◦Gp ◦ (p.ϕ ◦ ψ ◦R+ Fq ◦M ◦G)(mod p)
= F ◦Gp ◦ p.ϕ ◦ ψ ◦R+ F ◦ Fq ◦Gp ◦G ◦M(mod p)

The term (F ◦ Gp ◦ p.ϕ ◦ ψ ◦ R) will be vanish after reducing mod p, to obtain the term

(F ◦ Fq ◦Gp ◦G ◦M).

Since Fq ◦ F = 1 (mod q) and Gp ◦ G = 1(mod p), normalizing the result into the interval

(−p/2+ p/2] yields the original message M. Therefore, the decryption speed is half the encryp-

tion speed because decryption includes 32 convolutions product. This is clearly analogous to the

NTRU cryptosystem.

6 PERFORMANCE ANALYSIS:

After comparing NTRU to other cryptosystems, such as RSA and ECC, which are based on the

number theoretic problem (e.g., factorization and discrete logarithm) [10], NTRU was found to

have an advantage over them due to its fast and low space storage arithmetic operations. This

turned NTRU into a very suitable choice for a large number of applications.

6.1 Computational complexity:

For encryption, one split quaternion multiplication is needed in addition to 256 convolution

multiplication and 4 polynomial addition both with O(N) com- plexity. In the encryption phase,

any incoming data is converted into polynomial with coef�cients between −p/2 and p/2. In

other words,m0,m1,m2 andm3 are small polynomials mod q.

6.2 Security Attacks:

(a). Brute Force Attack:Compared to NTRU, to improve the privet key f, an attacker has to try

using all possible f ∈ Lf in an attempt to check if g ∗h mod q has small polynomial coef�cients

or not. Another way is to try all possible g ∈ Lg and check if f∗h−1 mod q has small coef�cients.

In proposed cryptosystem, the attacker uses the same procedure, where he knows all the public
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parameters and constant df ,dg, dr, p, q and N. The attacker needs to look in the space of large

order to be able to look in the spaces Lf and Lg, as follows:

|Lf | =
(
N

df

)4 (
N − df + 1

df

)4

= (
N !

(df )!
8
(N − 2df )!

4

|Lg| =
(
N

dg

)4 (
N − dg
dg

)4

= (
N !

(dg)!
8
(N − 2dg)!

4

The space of Lf is a bigger than the space of Lg. For this reason, it is easier for the attacker

to search in Lg. By using the brute force attack, an attacker can break a message encrypted by

proposed cryptosystem. This can be done by searching in the space Lr because E = HR +M
(mod q) is known. If the attacker has an ability to �nd the random split quaternion R then he

will be able to �nd the original message by calculating M=E-HR (mod q). It is obvious that in a

brute force attack, the security of any message depends on how hard it is to �nd R. The order of

the space Lr is calculated using the same approach of calculating the order of Lf and Lg,

|Lr| =
(
N

dr

)4 (
N − dr + 1

dr

)4

= (
N !

(dr)!
8
(N − 2dr)!

4

This comparison shows that proposed cryptosystem is more robust to this attack than NTRU.

(b). Lattice based attacks: It is known that every split quaternion is isomorphism to a matrix

called the fundamental matrix given in below:

q = q0 + q1i+ q2j + q3k ≡


q0 −q1 q2 q3

q1 q0 q3 −q2
q2 q3 q0 −q1
q3 −q2 q1 q0


The system parameters (df , dg, dr, p, q,N) are known to the attacker as well as the public key

H = F ◦ Gq = h0 + h1i + h2j + h3k. When the attacker manages to �nd one of the split

quaternions F or G, the proposed cryptosystem is broken. Note that, h0, h1, h2 and h3 are poly-
nomials of order N over Z[x]/(xN−1). We also represent those polynomials in their isomorphic

representation as vectors over ZN as follows:

H = h0 + h1i+ h2j + h3k ∼= [h0 h1 h2 h3]

where

h0 = h0,0 + h0,1.x+ h0,2.x
2 + h0,N−2.x

N−2 + h0,N−1.x
N−1,

∼= [h0,0 h0,1 h0,2 h0,N−2 + h0,N−1] ∈ ZN

h1 = h1,0 + h1,1.x+ h1,2.x
2 + h1,N−2.x

N−2 + h1,N−1.x
N−1,

∼= [h1,0 h1,1 h1,2 h1,N−2 + h1,N−1] ∈ ZN

h2 = h2,0 + h2,1.x+ h2,2.x
2 + h2,N−2.x

N−2 + h2,N−1.x
N−1,

∼= [h2,0 h2,1 h2,2 h2,N−2 + h2,N−1] ∈ ZN

h3 = h3,0 + h3,1.x+ h3,2.x
2 + h3,N−2.x

N−2 + h3,N−1.x
N−1,

∼= [h3,0 h3,1 h3,2 h3,N−2 + h3,N−1] ∈ ZN
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Since the polynomial ring Z is isomorphic to the circulant matrix ring of order N over Z, the

polynomials h0;h1;h2 and h3 can be represented in their isomorphic representation for lattice

analysis as:

h(i)N×N =


hi,0 .... hi,N−1

hi,N−1 ..... hi,N−2

.... .... ....

hi,2 ..... hi,1

hi,1 ... hi,0


where i=0,1,2,3.

With respect to the above assumptions, to describe the partial lattice attack �rst, let the

split quaternions F and G be represented by F = [f0, f1, f2, f3], and G = [g0, g1, g2, g3] where
f0, f1, f2, f3, g0, g1, g2, g3 ∈ Z[x]\(xN−1). In order to form the lattice, the vectors [u0, u1, u2, u3, v0, v1, v2, v3]
must belong to Z8N . This lattice is denoted by Lpartial and de�ned by:

λ · I4N×4N H4N×4N

04N×4N q · I4N×4N

where, I refers to the identity matrix, 0 is the zero matrix, and H is the fundamental matrix of

hi′s. Lpartial contains a vector in the form [u0, u1, u2, u3, v0, v1, v2, v3] ∈ Z8N , that satis�es

FH = G. However, there is a major difference between NTRU and SQTRU (split quaternion)

lattices, such that all points spanned by the SQTRU lattice simply includes a partial subset of

the total set of vectors satisfying G.H = F . To see this, let [u0, u1, u2, u3, v0, v1, v2, v3] denote
the vector satisfying G.H = F , then [−u1, u0,−u3, u2,−v1, v0,−v3, v2] is the answer. Also,

since iG.H = iF , therefore, Lpartial will not necessarily contain such vector. The attacker may

manage to use the lattice reduction algorithm [6, 14]to �nd a short vector satisfying G.H = F .
However, even with such promising assumption, Lpartial has a dimension that is four times

larger than the lattice dimension of NTRU with the same order N

Therefore, for any chosen parameters (N, p, q) to be used in proposed cryptosystem, the

system will be four times slower than NTRU with the same parameters. However, the SQTRU

security is four times as that offered by NTRU with the same parameters. On the other hand,

NTRU with 4N dimensions is sixteen times slower with respect to computational time than

NTRU with N dimensions. Therefore, SQTRU has a security advantage over NTRU.

7 Successful Decryption:

Probability of successful decryption in proposed scheme is calculated in the same way as NTRU

and under the same assumptions considered in [9] and [12]. Moreover, for successful decryption

in proposed scheme , all coef�cients of Fq ◦G ◦E = (p.ϕ ◦ ψ ◦R+ Fq ◦M ◦G)modq. Hence,
we obtain

B : = (p.ϕ ◦ ψ ◦R+ Fq ◦M ◦G) mod q
= b0 + b1.i+ b2.j + b3.k

where

b0= p(ϕ0ψ0r0 − ϕ1ψ1r0 + ϕ2ψ2r0 + ϕ1ψ3r0 − ϕ0ψ1r1 − ϕ1ψ0r1 + ϕ2ψ3r1 − ϕ3ψ2r1 + ϕ0ψ2r2 −
ϕ1ψ3r2 + ϕ2ψ0r2 + ϕ3ψ1r2 + ϕ0ψ3r3 + ϕ1ψ2r3 − ϕ2ψ1r3 + ϕ3ψ0r3) + fq0m0g0 − fq1m1g0 +
fq2m2g0 + fq1m3g0 − fq0m1g1 − fq1m0g1 + fq2m3g1 − fq3m2g1 + fq0m2g2 − fq1m3g2 +
fq2m0g2 + fq3m1g2 + fq0m3g3 + fq1m2g3 − fq2m3g1 + fq3m0g3

b1= p(ϕ0ψ0r1 − ϕ1ψ1r1 + ϕ2ψ2r1 + ϕ1ψ3r1 + ϕ0ψ1r0 + ϕ1ψ0r0 − ϕ2ψ3r0 + ϕ3ψ2r0 − ϕ0ψ2r3 +
ϕ1ψ3r3 − ϕ2ψ0r3 − ϕ3ψ1r3 + ϕ0ψ3r2 + ϕ1ψ2r2 − ϕ2ψ1r2 + ϕ3ψ0r2) + fq0m0g1 − fq1m1g1 +
fq2m2g1 + fq1m3g1 + fq0m1g0 + fq1m0g0 − fq2m3g0 + fq3m2g0 − fq0m2g3 + fq1m3g3 −
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fq2m0g3 − fq3m1g3 + fq0m3g2 + fq1m2g2 − fq2m1g2 + fq3m0g2

b2= p(ϕ0ψ0r2 − ϕ1ψ1r2 + ϕ2ψ2r2 + ϕ1ψ3r2 − ϕ0ψ1r3 − ϕ1ψ0r3 + ϕ2ψ3r3 − ϕ3ψ2r3 + ϕ0ψ2r0 −
ϕ1ψ3r0 + ϕ2ψ0r0 + ϕ3ψ1r0 + ϕ0ψ3r1 + ϕ1ψ2r1 − ϕ2ψ1r1 + ϕ3ψ0r1) + fq0m0g2 − fq1m1g2 +
fq2m2g2 + fq1m3g2 − fq0m1g3 − fq1m0g3 + fq2m3g3 − fq3m2g3 + fq0m2g0 − fq1m3g0 +
fq2m0g0 + fq3m1g0 + fq0m3g1 + fq1m2g1 − fq2m1g1 + fq3m0g1

b3= p(ϕ0ψ0r3 + ϕ2ψ2r3 − ϕ1ψ1r3 + ϕ1ψ3r3 + ϕ0ψ1r2 + ϕ0ψ1r2 + ϕ2ψ3r2 + ϕ3ψ2r3 − ϕ0ψ2r1 +
ϕ1ψ3r1 − ϕ2ψ0r1 − ϕ3ψ1r1 + ϕ0ψ3r0 + ϕ1ψ2r0 − ϕ2ψ1r0 + ϕ3ψ0r0) + fq0m0g0 − fq1m1g3 +
fq2m2g3 + fq1m3g3 + fq0m1g2 + fq0m1g2 + fq2m3g2 + fq3m2g3 − fq0m2g1 + fq1m3g1 −
fq2m0g1 − fq3m1g1 + fq0m3g0 + fq1m2g0 − fq2m1g0 + fq3m0g0

Now, we obtain

Pr(fi,j = 1) =
df
N
, Pr(fi,j = −1) =

df − 1

N
≈ df
N
, Pr(fi,j = 0) =

N − 2df
N

,

Pr(gi,j = 1) = Pr(gi,j = −1) =
dg
N
, Pr(gi,j = 0) =

N − 2dg
N

,

Pr(ϕi,j = 1) = Pr(ϕi,j = −1) =
dϕ
N
, Pr(ϕi,j = 0) =

N − 2dϕ
N

,

Pr(ψi,j = 1) = Pr(ψi,j = −1) =
dψ
N
, Pr(ψi,j = 0) =

N − 2dψ
N

,

Pr(ri,j = 1) = Pr(ri,j = −1) =
dr
N
, Pr(ri,j = 0) =

N − 2dr
N

,

Pr(mi,j = j) =
1

p
, i = 0, 1, 2, 3 j =

−p+ 1

2
.....

+p− 1

2
.

where

fi = [fi,0, fi,1, ...., fi,N−1] i = 0, 1, 2, 3

gi = [gi,0, gi,1, ...., gi,N−1] i = 0, 1, 2, 3

ϕi = [ϕi,0, ϕi,1, ...., ϕi,N−1] i = 0, 1, 2, 3

ψi = [ψi,0, ψi,1, ...., ψi,N−1] i = 0, 1, 2, 3

ri = [ri,0, ri,1, ...., ri,N−1] i = 0, 1, 2, 3

(7.1)

Under the above assumptions, we get E[fi,j ] ≈ 0, E[gi,j ] = 0, E[hij ] = 0, and E[mi,j ] = 0.

Therefore, we have

E[bij ] = 0 i= 0,1,2,3 j= 0........N − 1.
In order to calculate V ar[bi,j ], analogous to NTRU, it is suf�cient to write

V ar[ϕi,j .ψk,l.rm,n] =
8dϕ.dψ.dr

N3
i, k,m = 0, 1, 2, 3. j, l, n = 0, ...., N − 1,

V ar[fqi,k.mj,l.gm,n] =
dfq.dg(p+ 1)

6.N
i, j = 0, 1, 2, 3 k, l = 0, ...., N − 1.

As a result,

V ar[b0,k] = V ar[
∑
i+j=k(p(ϕ0ψ0r0−ϕ1ψ1r0+ϕ2ψ2r0+ϕ1ψ3r0−ϕ0ψ1r1−ϕ1ψ0r1+ϕ2ψ3r1−

ϕ3ψ2r1+ϕ0ψ2r2−ϕ1ψ3r2+ϕ2ψ0r2+ϕ3ψ1r2+ϕ0ψ3r3+ϕ1ψ2r3−ϕ2ψ1r3+ϕ3ψ0r3)+fq0m0g0−
fq1m1g0 + fq2m2g0 + fq1m3g0 − fq0m1g1 − fq1m0g1 + fq2m3g1 − fq3m2g1 + fq0m2g2 −
fq1m3g2 + fq2m0g2 + fq3m1g2 + fq0m3g3 + fq1m2g3 − fq2m3g1 + fq3m0g3
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Upon insertion of V ar[ϕi,j .ψk,l.rm,n] and V ar[fqi,k.mj,l.gm,n] values, we obtain

V ar[b0,k] = 64p2N2(
8dϕdψdr
N3

) + 64N(
dfqdg(p− 1)(p+ 1)

6N
)

=
64× 8p2dϕdψdr

N
) +

32dfqdg(p− 1)(p+ 1)

3

=
512p2dϕdψdr

N
+

32dfqdg(p− 1)(p+ 1)

3
.

Similarly, we have

V ar[b1,k] = V ar[b2,k]

= V ar[b3,k] ≈
512p2dϕdψdr

N
+

32dfqdg(p− 1)(p+ 1)

3
.

It is desirable to calculate the probability that ai,k lies within [−q+1

2
.....+q−1

2
], which implies

successful decryption. With the assumption that ai,k have normal distribution with zero mean

and the variance calculated as above, we have

Pr = (|bi,k| ≤
q − 1

2
)

= Pr = (−q − 1

2
≤ bi,k ≤

q − 1

2
)

= 2ϕ(
q − 1

2σ
)− 1, i = 0, 1, 2, 3. k = 0........N − 1

where ϕ denotes the distribution of the standard normal variable and σ=

√
512p2dϕ,dψdr

N + 32dfqdg(p−1)(p+1)
3

Assuming that bi,k's are independent random variables, the probability for successful decryption

in new scheme can be calculated through the following two observations:

• The probability for each of the messagesm0,m1,m2,andm3 to be correctly decrypted is

(2ϕ(
q − 1

2σ
)− 1)

N

, (7.2)

• The probability for all the messagesm0,m1,m2 andm3 to be correctly decrypted is

(2ϕ(
q − 1

2σ
)− 1)

4N

, (7.3)

8 Conclusion

In this paper the Ntru public key cryptosystem is based on the abstract algebraic concepts and

does not limited to Dedekind domain or commutative rings. These concepts can be applied to

broader algebras like split quaternions non-commutative algebra in order to create a new Ntru-

like cryptosystem.

To prove claims proposed, we have shown that the fundamental concepts behind Ntru could

be extended and generalized and then an abstract construction method have been proposed, on

the basis of which, a Ntru-like cryptosystem can be correctly implemented with an algebraic

structure broader and more complex than the polynomial rings over Dedekind domains.

Our proposed cryptosystem works based on split quaternions algebra and due to its non-

commutative nature, it can hardly be attacked by the existing lattice attack algorithms.
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