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Abstract. In this paper a new multidimensional public key cryptosystem is proposed us-
ing split quaternion algebra. The proposed cryptosystem is not fully fit without Circular and
Convolutional Modular Lattice. Also in our scheme the decryption failure is reduced due to
non-commutative algebraic structure. This system is more resistant to lattice- based attacks and
more capable for protocol design.

1 INTRODUCTION

Cryptography is basically a process which relates to data communications, authentication and
authorization, integrity and privacy guarantees can be given in addition. We use it in banking or
other business sector or even in the railway reservation. Also we are using daily the cryptography
is in social work, such as an ATM card to deposit cash into your account and to get cash money.

Modern telecommunication networks especially, the Internet, mobile-phone,have extended the
possibilities of communications and information transmissions. which is a cryptographic tech-
niques. focus on being intensive research activities in the study of cryptography.

In mid-1990, a software company, which was one of the few bits of the cryptosystem needs to
be based on the system processor and the small numbers. Then three mathematicians, Jeffry
Hoffstein, Jill Pipher and Joseph Silverman [4] suggested a new cryptosystem, NTRU (Number
Theory Research Unit), which was presented in 1998 completely. NTRU is classified as a lattice
based cryptosystem since its security is based on a class of arithmetic operations but it is not
based on integer factorization and discrete logarithm problem.It is very efficiently performed
with insignificant storage and time complexity [15]. This property made NTRU very suitable
choice for a large number of applications, such as mobile phones, portable devices, low-cost
smart cards, and RFID devices [5].

After identification of Ntru as a secure and safe core, several researches were carried out on gen-
eralization of Ntru algebraic structure to different Euclidean rings from Z including G r(2%)|x]
and generally Dedekind domain like Z[i], Zv/—2 and Z[w] [3, 8, 9]. Although generalization of
Ntru to G(2%)[z] in [3] never had a desirable result and was broken soon after [9], however, it
resulted in a better understanding of the Ntru cryptosystem and suggested the idea of replacing
Ntru algebraic structure with other rings, free modules and algebras.

Ntru relies on two fundamental concepts: according to the first concept,this cryptosystem has ac-
quired its inherent security from intractability of the Shortest Vector Problem (SVP) in a certain
type of lattice which is assumed to be a NP-Hard problem. From this aspect, Ntru is different
from all known cryptosystems like RSA or ECC. According to the second concept that has not
been considered in the sense of algebraic generalization, is the possibility of decryption failure,
which may lead to the concept of provable security. In Ntru, decryption failure arises from the
fact that there is no well-defined and non-trivial homomorphism between two rings Z, and Z,
as well as the polynomial rings Z,[z] and Z,[z].
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In this paper, we present our claim about the possibility for replacing Dedekind domains by a
broader algebra and generalizing Ntru cryptosystem based on R-Algebra; which is known as
sqtru. The main difference between sqtru and those proposed in [9, 11] is that the underlying
algebra can be noncommutative. The proposed system is high chance for successful decryption.
Also the mathematical base of Ntru in such a way that one can make a similar cryptosystem
based on various algebraic structures with the goal of better security against lattice attack and
more capability for protocol design.

It is a multi-dimensional public key cryptosystem based on split quaternion algebra, which is
broader than Dedekind domain. Its security is depend on underlying algebraic structure, which
a non-commutative. Keeping the positive points of NTRU, and making it more resistant to some
lattice-based attacks.

The text of this paper is organized in the following way: a brief summarization of the NTRU
cryptosystem is presented in Section 2. Some mathematical description of the split quaternion
algebra, is discussed in Section 3. In Section 4, the algebraic structure of split quaternion algebra
is introduced. The proposed cryptosystem is described in Section 5. The performance analysis
is discussed in Section 6, and the conclusions are presented in Section 7.

2 THE NTRU CRYPTOSYSTEM

A simple description of the NTRU cryptosystem is summarized in this section. For more details,
the reader is referred to [2,4, 7,9, 11, 12] . The NTRU system is principally based on the ring
of the convolution polynomials of degree N-1 denoted by R = Z[z]/(z" — 1). It depends on
three integer parameters N, p and q, such that (p,q) = 1. Before going through NTRU phases,
there are four sets used for choosing NTRU polynomials with small positive integers denoted by
L., Ly, Lyand L, C R. Itis like any other public key cryptosystem constructed through three
phases: key generation, encryption and decryption.

2.1 Key Generation Phase:

To generate the keys, two polynomials f and g are chosen randomly from Ly and L, respectively.
The function f must be invertible. The inverses are denoted by F),,F;, € R, such that:

F,x f=1(modp)and F, x f =1 (mod q)
The above parameters are private. The public key h is calculated by,
h = pF, * g(modq) 2.1

Therefore, the public key is {h, p, ¢}, and the private key is{f, F,}.

2.2 Encryption Phase:

The encryption is done by converting the input message to a polynomial m € L,, and the coef-
ficient of m is reduced modulo p. A random polynomial r is initially selected by the system, and
the cipher text is calculated as follows,

e =r % h+m (mod q).

2.3 Decryption Phase:

The decryption phase is performed as follows: the private key, f, is multiplied by the cipher text
e such that,

a= f*e (mod q).

a=fx(r+h+m)(modq)

a=fxhxr+ f+xm(modq)
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a=p.f*xFyxg*r+ f*m (modq)
a=p.gxr+ fxm(modq)

The last polynomial has coefficients most probably within the interval [—q/2, +¢/2], which elim-
inates the need for reduction mod q. This equation is reduced also by mod p to give a term f xm
mod p, after diminishing of the first term p.g * r. Finally,the message m is extracted after multi-
plying by Fp_l, as well as adjusting the resulting coefficients via the interval [—p/2,p/2).

3 A Brief Introduction to Split quaternion Algebra

In 1849, James Cockle introduced the set of split quaternions, also known as coquaternions. The
set of split quaternions is four dimensional noncommutative and associative algebra with zero
divisors. It has also nilpotent and idempotent elements. The real algebra of coquaternions is
denoted by H[1,13].

Some definition and theorem used in proposed cryptosystem:

Definition 3.1. Split Quaternion: The set of split quaternion can be represented as
H={q=q+aqi+q@j+sk  @aqqqekeR) 3.1)

Here the imaginary units {7, j, k} satisfy the following relations:

it =—1,72 =k =1,ijk =1,
ij =k = —ji,
jk = —i = —kj,
ki =j = —ik.

A split quaternion q is a sum of scalar and vector part. S; = ¢o be the scalar part and V, =
@1t + @27 + g3k. be the vector part. Vector part of the split quaternion is very important for mul-
tiplication rule.

Letp,q € H,, where ¢ = S, + V; and p = S, + V,,. The addition operator, +, is defined then,

q+p= (Sq""vq)"'(sp"_vp)
= (g0 +po) + (g1 +p1)i + (@2 +p2)j + (g5 + p3)k-

The multiplication rule for split quaternions is defined as
ap = p1g1 + Vo, Vo) + 01V + @V, + V, AV,

Also, the split quaternion product may be written as

b1 —p2 P3 P4
P> p1 Pa —DP3
p3  ps Pr —P2
b4 —p3 P2 Pi

Split quaternion multiplication is not commutative. It is an associative, nilpotent elements, non-
trivial idempotents and non-division ring with four basis element 1,4, j, k. In this paper i, j and
k are defined as i> = a, j> = b, k> = —ab and ij = —ji = k, By this definition, a general split
quaternion algebraic system is defined. Assuming F is an arbitrary field, the split quaternion
algebra A can be defined over F as:

A= {a+bi+cj+dkla,b,c,d € F} (3.2)
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where,
i’ =a,j> =b k> = —ab,ij = —ji = k. (3.3)
Clearly, if we assume that « = —1, b = 1 and F be the field of real numbers R, then, based on

the choice of a and b and the nature of the field F, the original definition of split quaternion is
obtained.

Definition 3.2. Bar Conjugation in split quaternion algebra: suppose ¢ = qp + q17 + @27 + @3k €
H,, we say that qo, q1, ¢ and g3 are the coefficients of q. In particular, gy be the real part of q and
q1%1 + q2j + q3k be the imaginary part of q. So the bar conjugate of q is
qd=qo— q1i — @J — k- (34)
Definition 3.3. Norm in split quaternion algebra:The norm of q is defined as
N =qgxqg=qxq=q +a’ — @ — ¢ (3.5)
Definition 3.4. Trace in split quaternion algebra: The trace of q is defined as,

T(q) = q+ 3= 2qo. (3.6)

Definition 3.5. Multiplicative inverse in split quaternion algebra: The inverse of the split
quaternion q is defined by

¢ = if  N(g)#0 G.7

Definition 3.6. Real Matrix Representation of split quaternion algebra: Let A = A; + Ayi+
Asj 4+ A4K € My (H), where Ay, Ay, A3, Ay € My (R). The 4n X 4n matrix

A —Ay Ay Ay
A Ay Ay —A3
Ay Ay A A
Ay —A; A Ay

is called the real matrix representation of the split quaternion matrix A and denoted by R 4.

Theorem 3.7. Split quaternions satisfy the following properties for the elements p,q and r € H.
(i) ¢°q=4qq"

(ii) Je= ¢J or JCJ* = € for any complex number c,

(iii) ¢* = |Re q* — |[Im q||* + 2Re q Im q,

(iv) (qp)" = p*q",
(v) (pq)r=p(qr),

(vi) pq # qp in general,

(vii) q* =q if and only if q is a real number,

(viii) R is the inverse of q if g0 + @12 # > + >,

(ix) Every split quaternion q can be uniquely expressed as g=ci + ¢»j, where c¢| and c; are
complex numbers.
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4 Algebraic Structure of Split quaternions

Consider the convolution polynomial rings R := Z[z]/(z — 1), R, := Zp[z]/(z" — 1), and
R, = Z,[x]/(xN — 1) that are used in Ntru.AWe define three split quaternion algebras A, A4, and
A, as follows

2=z 1)

A= (=)
‘%?(%MZJ—U)

For simplicity, p, q and N are assumed to be prime numbers and ¢ >> p. Since Z,[z]/(zV — 1)
and Z,[z]/(z™ — 1) are finite rings with characteristics p and q, respectively, one can easily
conclude that A, and A, are split quaternion algebras. Then,

A= (Zp[m]/(la,jj\lr— 1))
= {fo(z) + fi(z)i + fa(z)j + fr(2)k
|for f1, f2. 3 € Zpla] /(2N = 1)
i =—1,2 =k =1,ij = —k = ji}

and

o= (g )

={90(2) + g1(2)i + g2(2)j + ga(x)k
‘907.91’92793 € Zq['r]/(xN - 1)
i =—1,j" =k =1,jk = —i = —kj}
Now assume that ¢;,q, € A, (or A,) where,
a1 = yo(z) + yi(2)i + ya(x)j + y3(x)k
and
@ = zo(z) + 21(2)i + 22(x)j + 2z3(x)k.

Then, addition, multiplication, norm, trace and multiplicative inverse are defined in the following
way
e Addition:

a1+ @ = (yo(z) + 20(2)) + (1 (2) + 21(2))-i + (v2(2) + 22(2))-5 + (y3(2) + 23 (2)) .k

e Multiplication: of two split quaternions are defined by

@1 © @=yo(x)z0(x) — y1(x)21(2) + ya2(2) 2(x) + y3(x)23(x)
+((yo(x)z1(x) + y1(x)20(z) — v2(2)23(x) + y3(x)22(2)) i
+((yo(2)22(2) — y1(2)23(2) + 1a(2)20(2) + y3(2)21(2)).j
+(yo(z)23(2) + y1(x)22(2) — 2 (2)21(2) + y3(2)20(2)).k

where o denotes the convolution product and split quaternion multiplication in A, (or A,) needs
16 polynomial convolutions and 8 polynomial addition modulo p (q), which together account for
16.N? modular multiplications and (16 N (N — 1) + 8 N') modular additions.

e Conjugate:

a*=q=+yo(z) — y1(x)i — ya(z)j — y3(x)k
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e Norm

N(a)=a1 x a1*= (y0(2))* + (11(2))* = (12(2))” — 12 ()’

e Multiplicative inverse
N(g) #0— a1~ = g5

=((90(x))” + (1())* = (12(2))* = (13(2))* o (yo(x) — y1(2).i — ya(2).f — y3(x).k

e Trace The trace of ¢ is

T(q1)=q1+@1=2yo(x).

Thus, the following operations will be needed for calculating the multiplicative inverse of an
element in A, or A, then we get,

(i) Calculation of g(z) <« (yo(2))* + (11(2))* — (12(x))> — ya(x))* over the ground ring
(W) at the total cost of 4N? multiplications and (3N) additions with the worth

case complexity of O(N?) [?].

(ii) Finding the inverse of g(x) over the ring (W) with complexity of O(N2log(p?)).

(iii) Conjugation of ¢; including 3N negations.

(iv) Calculation of g~'(z).q;* including 4N? multiplication and 4N (N — 1) addition modulo p
or q.

S Proposed Scheme:

In order to obtain a full understanding of how the proposed cryptosystem works, the algebraic
structure for key generation, encryption and decryption, is designed as follows. At the beginning,
the parameters N, p, q have the property that N is an integer, p and q are relatively prime, and in
all the algorithms, the parameter m represents either p or q depending upon which one is passed
into the function.

5.1 Key Generation Phase:

To generate the public key, two small split quaternion F and G are randomly generated, such that

F=fo+ fii+ foj+ f3k, suchthat  fo,f1,f2,f3€ Ly
G:go+gll+92]+g'§ka such that 90,91,92,93 € Lg

The split quaternion F must be invertible over A, = (W) and A,= (W) . Af-

ter generation of FF and G then the inverses of F is denoted by F), and F;, and the inverses of G is
denoted by G, and G, will be computed in the following way

-1 . . . .
E,=(f+ A2 2= 7)) olfo— fii—foj—fk) =ap+ari+aj+ask
and

-1 . . . .
o(go—g1i—g.j—g3.k) =Bo+ Bri+ o+ B3k

Gy = (90" + 91> — 9> — g5°)
Now, the public key is calculated as follows:

H = F oG, (modq) (5.1)

Here
F=F+F.i+ Fz.j + F3./<J,
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Gy=Bo+ Brii+ Barj+ Bk
Now
FoGy=(Fo+ Fri+ F>.j+ F5.k)o (8o + Bi.i+ Ba.j + B3.k)

= (Fo*xfo—Fi+ 1+ Fax o+ F3% )

+ (Fo* B2 — Fi+ B3+ Fa % Bo + F3 % B1).j

+ (Fo* B3 + F1+ By — Fa + B1 + F3 % o) .k,
The split quaternions F, G, F}, and G, will be kept secret in order to be used in the decryption
phase. It is obvious that the estimated time to generate a key for the proposed scheme is 16
times slower than that of NTRU, when the same parameters (N, p and q) are selected for both
cryptosystems. However, with a lower dimension N, we can achieve the original NTRU speed.

As already described, the new system is a four dimensional vector space over the real field

R of real numbers with a basis {1, 4, j, k}. Hence, if one chooses the coefficients of i, j and k to
be zeros in the commutative quaternions F and G, then the system will be completely similar to
NTRU. Moreover, this choice of zero coefficients for j and k will produce a cryptosystem based

on complex numbers. Finally, if one of the coefficients of i, j or k is equal to zero, then we obtain
a tridimensional scheme.

5.2 Encryption phase:

At the beginning of the encryption process, the cryptosystem initial generates a random split
quaternion which is called the blinding split quaternion. Incoming data must be converted into a
split quaternion including four small polynomials with four dimension {1, 4, j, k}. Data conver-
sion into polynomials is performed exactly similar to the NTRU system. The incoming data can
be generated from the same or four different sources but transformed into split quaternion based
on a simple conversion. After the conversion of the incoming message(s) into split quaternion,
the ciphertext will be computed and sent in the following way

Let plaintext message,

M =mg+ mi.2+ my.j +ms.k,

where, mg, my,mp, m3 € L,,.
and blinding quaternion

¢ =0+ ¢1.i+ ¢2.j+ ¢3.k,
where ¢g, $1, 02, 3 € L.

Now create a random split quaternion

R=ro+rii+mr.j+rik,
where, 1o, 11,712,173 € L.

and

W =g+ V1. + g + sk,
whe'r'ea 7/’04/’1#!’2#/’3 € Lw

Hence the encryption function is
E=pgoypoHoR+ M 5.2)

Encryption needs split quaternion multiplication including 256 convolution multiplications with
O(N?) complexity, and 4 polynomial additions with O(N) complexity. In the encryption phase,
a total of four data vectors are encrypted at once.
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5.3 Decryption phase:

After receiving the ciphertext E, the original message is constructed as follows. The private key
F and G is used to find B:

B = F,0G o E(mod q) (5.3)
The coefficient of B should be reduced mod q into the interval (—q/2; ¢/2]. The next step in the
decryption process is to calculate the split quaternion D.

D =FoG,oB(modp) (5.4)

5.4 How Decryption Works:

B =F,0G o E(mod q)
= (F,0Go(pporpoHoR+ M))mod q
:(quGop.¢o1/)o(Fqu)oR—i-quMoG)modq
=(F,0oFop¢otpoGoG,0R+ F,0MoG)modq
= (p.popo R+ F,0 M o G)mod q

Since

D =F o G, o B(mod p)
=FoGpo(ppopoR+ F,oMoG)(modp)
=FoGyopgpotpoR+ FoF,o0G),oGoM(modp)

The term (F o G, o p.¢ o ¢ o R) will be vanish after reducing mod p, to obtain the term
(FoF,0G,0GoM).

Since F; o F =1 (mod q) and G, o G = 1(mod p), normalizing the result into the interval
(—p/2 + p/2] yields the original message M. Therefore, the decryption speed is half the encryp-
tion speed because decryption includes 32 convolutions product. This is clearly analogous to the
NTRU cryptosystem.

6 PERFORMANCE ANALYSIS:

After comparing NTRU to other cryptosystems, such as RSA and ECC, which are based on the
number theoretic problem (e.g., factorization and discrete logarithm) [10], NTRU was found to
have an advantage over them due to its fast and low space storage arithmetic operations. This
turned NTRU into a very suitable choice for a large number of applications.

6.1 Computational complexity:

For encryption, one split quaternion multiplication is needed in addition to 256 convolution
multiplication and 4 polynomial addition both with O(N) com- plexity. In the encryption phase,
any incoming data is converted into polynomial with coefficients between —p/2 and p/2. In
other words, mg, m1, my and m3 are small polynomials mod q.

6.2 Security Attacks:

(a). Brute Force Attack:Compared to NTRU, to improve the privet key f, an attacker has to try
using all possible f € L; in an attempt to check if g * h mod q has small polynomial coefficients
or not. Another way is to try all possible g € L, and check if f*h~! mod q has small coefficients.
In proposed cryptosystem, the attacker uses the same procedure, where he knows all the public
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parameters and constant ds ,dgy, d,, p, q and N. The attacker needs to look in the space of large
order to be able to look in the spaces Ly and L, as follows:

I£s] = (Z) (" 1)4 ) <<df>!8u]vv : 2d)1°

() C3") - G

The space of Ly is a bigger than the space of L,. For this reason, it is easier for the attacker
to search in L,. By using the brute force attack, an attacker can break a message encrypted by
proposed cryptosystem. This can be done by searching in the space L, because E = HR + M
(mod q) is known. If the attacker has an ability to find the random split quaternion R then he
will be able to find the original message by calculating M=E-HR (mod q). It is obvious that in a
brute force attack, the security of any message depends on how hard it is to find R. The order of
the space L, is calculated using the same approach of calculating the order of L¢ and L,

= @4 S 1>4 B (<dr>z8<zjvw— 2d,)!"

This comparison shows that proposed cryptosystem is more robust to this attack than NTRU.
(b). Lattice based attacks: It is known that every split quaternion is isomorphism to a matrix
called the fundamental matrix given in below:

Qo —a1 @ g3
a G G —@
@ 93 o —q1
g3 —42 41 9o

g=q+qi+qj+q@k=

The system parameters (dy, dg, d,,p, ¢, N) are known to the attacker as well as the public key
H = F oGy = ho+ hii + haj + hsk. When the attacker manages to find one of the split
quaternions F or G, the proposed cryptosystem is broken. Note that, hy, h1, h, and hz are poly-
nomials of order N over Z[z] /(2™ —1). We also represent those polynomials in their isomorphic
representation as vectors over ZV as follows:

H= ho + hli + hzj + h3k‘ = [h() hl h2 h3]
where

hoy = h070 + h071.l‘ + ho)z.l‘z -+ h07N_2.l‘N_2 + h07N_1..23N_1,

=~ [hoo hoi hoa hon—2 +hon—1]€ZN

hi=hig+higx+hoa+hy o2y 2+ by

~[ho hig hip hin-a +hin-1]€eZV

hy, = h270 + h271.IL‘ + h272.l’2 + hzvN_Q.l’Niz + h27N_1.l‘N71,

=~ [hao haoi hop hon-a +hon-1]€ZV

hy =hso+ hs1.x + h3p.a® + havoo.a 2 + by nopa L,

=~ h3o hsi hso han—a +han_1]€ZV
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Since the polynomial ring Z is isomorphic to the circulant matrix ring of order N over Z, the
polynomials hg; hi; hy and hs can be represented in their isomorphic representation for lattice
analysis as:

hio e hinoi
hini oo hin—2
Wi)wwn = | o
hi’z ..... hz,l
hi hio

where i=0,1,2,3.

With respect to the above assumptions, to describe the partial lattice attack first, let the
split quaternions F and G be represented by F' = [fo, f1, f2, f3], and G = [g0, g1, 92, 93] Where
fos f1, f2, f3, 90, 91, 92, g3 € Z[x]\ (2N —1). In order to form the lattice, the vectors [ug, u1, ua, u3, vy, v1, V2, v3]
must belong to Z3V. This lattice is denoted by Lyqrtia and defined by:

A Iynxan ‘ Hinxan

O4nxan ‘ q-lanxan

where, I refers to the identity matrix, O is the zero matrix, and H is the fundamental matrix of
hi's. Lpartia contains a vector in the form [ug, u1, ua,us, vo, v1,v2,v3] € Z%V, that satisfies
FH = G. However, there is a major difference between NTRU and SQTRU (split quaternion)
lattices, such that all points spanned by the SQTRU lattice simply includes a partial subset of
the total set of vectors satisfying G.H = F. To see this, let [ug, ui, uz, us, vo, v1, v2, v3] denote
the vector satisfying G.H = F, then [—uy,ug, —u3, u2, —v1,v9, —v3, v2] is the answer. Also,
since iG.H = ¢F, therefore, Ly,,+iq; Will not necessarily contain such vector. The attacker may
manage to use the lattice reduction algorithm [6, 14]to find a short vector satisfying G.H = F.
However, even with such promising assumption, Lpartial has a dimension that is four times
larger than the lattice dimension of NTRU with the same order N

Therefore, for any chosen parameters (N, p,q) to be used in proposed cryptosystem, the
system will be four times slower than NTRU with the same parameters. However, the SQTRU
security is four times as that offered by NTRU with the same parameters. On the other hand,
NTRU with 4N dimensions is sixteen times slower with respect to computational time than
NTRU with N dimensions. Therefore, SQTRU has a security advantage over NTRU.

7 Successful Decryption:

Probability of successful decryption in proposed scheme is calculated in the same way as NTRU
and under the same assumptions considered in [9] and [12]. Moreover, for successful decryption
in proposed scheme , all coefficients of F, o Go E = (p.¢ o ¢p o R+ F, o M o G)modgq. Hence,
we obtain

B::(p.¢o¢oR+FqOMOG)m0dq
=by+ b1t + b5+ b3k

where

bo=p(¢otboro — 11710 + P2tharo + 1310 — Po1r1 — P1ehort + Pa3ry — Pathary + ot —
G11p3ry 4+ Gobora + G311y + Pothsrs + Gribars — gahirs + d3vor3) + faomogo — faimago +
femago + faimago — faomigr — faimogr + feemagr — fgamagr + faomage — faimaga +
faemoge + famiga + faomags + faimags — faamagr + fagamogs

bi=p(dothort — G1U171 + athort + P10 + Gotiro + Pr1edoro — Pa)3ro + P30 — Pothar3 +
d13rs — dathors — p3hirs + Pobsra + dripara — dathira + d3tbora) + faomogr — famigr +
fomagr + faimagr + faomigo + faimogo — faamago + fasmago — faomags + faimsgs —
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faamogs — fgamigs + faomage + faamege — faamigs + fazmoge

bo=p(@otbors — G112 + P2thary + G132 — Poh1T3 — P1vhors + Po)3r3 — P31r3 + Potbaro —
d13ro + Gatboro + G311Te + Go3r1 + drihary — dathiry + G3bor1) + faomoege — faimags +
femags + faimsge — faomigs — faimogs + feamags — fgamags + faomago — faimago +
famogo + fazmigo + faomagr + faimagr — feamaigr + fgzmog

b3=p(Povors + ¢atpars — p1173 + G133 + Gorh1ra + Goth1ra 4 P23y + P31z — Pothary +
G11P311 — Parhort — G3hr1 + Gy + Preharo — Gathiro + G3voro) + faomogo — faimigs +
femags + faimags + faomiga + faomige + feemsge + fasmags — faomagr + faimagr —
famogr — fgsmigr + faomsgo + farmago — faamago + fqzmogo

Now, we obtain

_ 4y . _dy =1 dy . N-2d
P.fij=1)= N P.(fij=-1)= oA P.(fi; =0) = —,
d N —2d
Prlgiy =1)=Prlgiy ==1) =5 Prloi; =00 = —x—
dg N —2d,
Pr(@bi,j = 1) = Pr(dh,j 71) == W’ Pr(¢z,] — 0) — ~ ,
dy N —2dy
Pr(wi,j = 1) = PT(q;/}Z,j 71) = W’ Pr(le — O) _ ~ ,
d, N — 2d,
Pr(T'i,j:l)zpr(?"i,j—fl)—ﬁ’ PT(T’LJ _0)_ ~ ,
. , -p+1 +p-1
P(mij=j)=-, i=0,1,2,3 =5 5
where
fi = [fi0r fids s fin—1] i=0,1,2,3
9i = 9,0, 9i,1 -r Gi,N—1] 1=0,1,2,3
bi = [0i0, Pi1yonr Gi,N—1] i=0,1,2,3 (7.1)
Vi = [Vi0, V15 Vi N 1] 1=0,1,2,3
T, = [7“1"0,7“7;’1,....,7“2‘71\[71] i:07]7273

Under the above assumptions, we get E[f; ;] ~ 0, E[g; ;] = 0, E[h;;] = 0, and E[m; ;] = 0.
Therefore, we have

Elb;;] =0 i=0,1,2,3 j=0........ N —1.

In order to calculate Var[b; ;], analogous to NTRU, it is sufficient to write

8dy.dy.dr . .

Var(di; V1 rmm] = d’Nif ikym=0,1,23.  §ln=0,...,N—1,
dsg.d 1

Varlfyonmyigu) = Pr0E) 50005 k=0 N

As aresult,

Varlboi] = Var[y,, i, (p(dotboro— 19170+ datharo+ 19310 — goth171 — p1¢bort +datbsry —
31211+ Potbary — P14)31r2 + Pathora + G312+ Posrs + P1ehars — darh1r3 +P3thors) + fqomogo —
farmigo + fermago + faimago — faomigr — faimoegr + feemagr — faamogr + faomags —
faimagy + feemogs + fsmigs + faomags + faimags — feamagr + fiamogs
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Upon insertion of Var|¢; ;.0 1.7m »] and Var(fy x.m;i.gm »] values, we obtain

dygdy(p—1)(p+ 1))
6N
64 x 8p2d¢d¢dr) N 32dy,dy(p—1)(p+ 1)
- .~ 3
512p*dgdyd,  32dpady(p —1)(p+ 1)
_ L. y Plaalslr - _

8dydyd,
Varlbox] = 64p2N2(‘1;V7;/’

) -+ 64N (

Similarly, we have
Var[bl,k] = Va’l“[bz)k]

512p*dydyd, L 32dsady(p = D+ 1)

= Var(bs ] = ~ 3

It is desirable to calculate the probability that a; j lies within [%ﬂ ..... +q2_1], which implies

successful decryption. With the assumption that a; , have normal distribution with zero mean
and the variance calculated as above, we have

~1
Py = (bl < 5-)
~1 ~1
:Pr:(_qTsz,kSqT)
—oe(ily 1 =0,1,2,3.  k=0...N 1
= 20 s 17 = s 1y 4,0, — U........

where ¢ denotes the distribution of the standard normal variable and o= \/ S12p ‘dﬁ’d“’dr + 3241 ng(g—l)(pﬂ)

Assuming that b; ;,’s are independent random variables, the probability for successful decryption

in new scheme can be calculated through the following two observations:
e The probability for each of the messages mg, m1, m»,and ms to be correctly decrypted is

oty 1) (7.2)
20
o The probability for all the messages mg, mj, m; and ms to be correctly decrypted is
S C=U 3
20

8 Conclusion

In this paper the Ntru public key cryptosystem is based on the abstract algebraic concepts and
does not limited to Dedekind domain or commutative rings. These concepts can be applied to
broader algebras like split quaternions non-commutative algebra in order to create a new Ntru-
like cryptosystem.

To prove claims proposed, we have shown that the fundamental concepts behind Ntru could
be extended and generalized and then an abstract construction method have been proposed, on
the basis of which, a Ntru-like cryptosystem can be correctly implemented with an algebraic
structure broader and more complex than the polynomial rings over Dedekind domains.

Our proposed cryptosystem works based on split quaternions algebra and due to its non-
commutative nature, it can hardly be attacked by the existing lattice attack algorithms.
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