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Abstract A function f : F;, — F, is perfect nonlinear or planar if, for every nonzero b € F,,
the discrete derivative f(z + b) — f(z) — f(b) of f(z) is a bijection of F,. Perfect nonlinear
functions have a wide range of applications in Combinatorics, Coding Theory, Finite Geom-
etry, Cryptography, and Design Theory. A polynomial of the form Z c ;TP “+r" s called a
Dembowski-Ostrom polynomial (DO polynomial). In this article, we construct four classes of
perfect nonlinear functions of DO-type polynomials over finite fields Fy,.», for t = 2 and 3.

1 Introduction

Let ¢ = p™ and p be an odd prime. Let IF, be a finite field having ¢ elements. A polyno-
mial ¢ € F,[z] is a permutation polynomial of F if the map = — ¢(x) is a bijection. The
problem of determining a permutation polynomial over a finite field is nontrivial. Permutation
polynomials have been the subject of study for several years and have a wide range of applica-
tions in cryptography [24, 25], coding theory [11] and combinatorics [26]. The study of special
types of permutation polynomials is an interesting problem, for instance see [1, 16, 10, 12, 22].
Some recent development on permutation polynomials can be found in [17, 15, 21, 3]. The
polynomial ¢(zx) is called planar function or perfect nonlinear (PN) if the discrete derivative
D(¢(x)) = ¢(x + a) — ¢(x) — #(a) is a permutation polynomial of F, for every a € F;. Let
¢ : F, — F, be a function and define Ay, = max {n(v,0) : 7,6 € Fy;v # 0}, where n(v, )
indicates the number of solutions of ¢(z + ) — ¢(z) = § for every v,0 € F,,v # 0. A
function ¢ is defined as differentially d-uniform if Ay = d. Due to their optimal resistance to
differential cryptanalysis in Block ciphers, functions with low differential uniformity are given
special attention for use in cryptography [5]. The functions which are differential 2-uniform are
called almost perfect nonlinear (APN) functions over fields of characteristic 2. The differential
1-uniform functions are obviously perfect nonlinear or planar functions. The planar functions
cannot exist over finite fields IF, of even characteristic. Since if ¢ is even then both z and x + a
are solutions of ¢(z + a) — ¢(x) = b for b € F}. The planar functions initially appeared in
the article of P. Dembowski and T.G. Ostrom in 1968 [13] where they used such functions to
describe projective planes with specific properties. A polynomial of the form Z N 2?7 s
known as Dembowski-Ostrom polynomial or DO-type polynomial. It is 1nterest1ng to note that
all known classes of planar functions are of DO-type with the only exception z35-1 “ , s odd with
gcd(s,n) = 1 over finite field Fs» [9]. It is conjectured that there is no planar functlons other
than DO-type over IFj», for p > 5, [7, 20].

A commutative semifield is a nonassociative commutative ring without zero divisors and
with an identity element. A commutative presemifield is a commutative semifield with the only
exemption of having an identity element. No classification of finite commutative semifields
exists yet, and very few classes of commutative semifields are known so far [8]. Planar DO
polynomials are closely connected to commutative semifields and are used to construct new
finite commutative semifields having odd order. Let ¢(z) be a planar DO polynomial then we
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define a new operation * on F, by zxy = 1{¢(z+y)—¢(z)—¢(y)}. Now with the usual addition
and * as multiplication, (IF,, +, *) becomes a commutative presemifield. Given a presemifield, it
is possible to define a new operation  which determines a semifield (F,, 4, x) [8]. In this way,
any finite commutative semifield can be determined by a planar DO polynomial over a finite field
[4, 8]. Planar functions are also used in combinatorics for the construction of partial difference
sets of Paley type, skew Hadamard difference sets [14] and in coding theory to construct linear
and quasi-perfect linear codes [6, 18].

Two functions ¢,¢ : F, — F, are extended affine equivalent (EA-equivalent) if ¢(z) =
L(¥(li(z))) + l3(x) for bijective affine functions I, [, and I3 of F,. The functions ¢ and ¢ are
Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if the graphs of ¢ and v are affine equiva-
lent [5]. It is proved in [4] that for perfect nonlinear functions over finite fields, EA-equivalence
coincides with CCZ-equivalence. Finding new classes of inequivalent planar functions is a diffi-
cult problem. Only a handful of classes of perfect nonlinear functions are known so far [2].

As we see, perfect nonlinear functions have crucial applications in many mathematics disci-
plines. But only few classes of planar functions over finite fields of arbitrary odd characteristic
are yet known. So, there is a solid motivation to find new families of perfect nonlinear func-
tions. In this article, we find four classes of DO-type perfect nonlinear polynomials over finite
fields Fp», n = 2m and 3m for any odd characteristic p. In section 3 of this paper, we present
two classes of perfect nonlinear trinomials over quadratic extension. In section 4, we present
two families of perfect nonlinear functions over cubic extension. Moreover, in the next Section
(Section 2), we give the preliminary results required for the paper.

2 Preliminaries

Definition 2.1. Let F ,» be the extension field of F,,. A polynomial of the form £(z) = E?:_ol 8zt
0; € Fyn, is called a linearized polynomial over F».

It easily follows that linearized polynomials are additive in nature, thatis, £(z+y) = £(x)+
£(y) for all z,y € Fyn. In fact £(x) is a linear transformation from vector space Fyn to itself
with F, as field of scalars. The linearized polynomial £(z) becomes a permutation polynomial
of [Fyn if and only if O is the only root of £(z) in Fy». The polynomial £(x) + ¢ is said to be an
affine polynomial where c € [F4» is some constant.

Definition 2.2. [19] Let F» be the extension field of IF,. For any v € Fyn, Tr(v), the trace of
over F, is a function from Fy» to F, defined as Tr(y) = y 49 + -+
Trace is a linear map (linearized polynomial) from Fy~ to IF, and it is a balanced map. This
means that it takes exactly ¢"~! elements of F to a single element of F,,.
The next lemma provides characterization of linearized polyomial to be a permutation poly-
nomial in general case.

Lemma 2.3. [19] Let
R
An—1 al 5 - agnil
be a square matrix of order n, where a; € Fgn,i=0,1--. ,n—1. Then the linearized polynomial

ZZ:OI aixqi is a permutation polynomial of F o~ if and only if the matrix A is invertible .

Definition 2.4. Suppose p be a prime and m be any positive integer lying in the range 0 <
m < pt*! — 1. Express m in the power series of base p as m = 0; + 6,p + ---0;p', where
6; €{0,1,--- ,p—1}. The summation ZZ:O 0; is defined as the p-weight of m, usually denoted
by wp(m)

Definition 2.5. [23] Let ¢(z) = ¢ + ciz + -+ + ¢,z' be a polynomial over finite field .
Algebraic degree of ¢(z) is defined as the greatest p-weight of any exponent 4 such that ¢; # 0,
that is, algebraic degree of ¢(z) = max{w,(i) : 0 <4 < t and ¢; # 0}.



52 Dhananjay Kumar, Rajesh P. Singh and Rishi Kumar Jha

Example 2.6. The algebraic degree of linearized polynomial £(z) is one.

Example 2.7. The algebraic degree of Dembowski-Ostrom polynomial, that is, the algebraic
degree of polynomial of the form Zl j aijxp”“p] is two.

It is well known that every function ¢ from a finite field F, to itself is expressible as a
polynomial g over F, with deg(g) < g — 1 . Therefore every perfect nonlinear function from F,
to itself is a polynomial over F,.

Definition 2.8. Let ¢(x) be a polynomial over IF, and b € F}. Then the discrete derivative of
¢(x) in the direction of b is defined as

D(¢(z)) = ¢(z +b) — ¢(x) — ¢(b).

Lemma 2.9. [9] The discrete derivative of a Dembowski-Ostrom polynomial is a linearized poly-
nomial.

Proposition 2.10. Let 2% be a monomial with algebraic degree d over a finite field Fy,». Then its
discrete derivative in any direction is a polynomial with algebraic degree d — 1

Proof. Let 2" be a monomial with algebraic degree d then w is expressible as ¢;p°' + cp*? +
top™ with0<e; <p—land Y7 ¢ =d.

D(z") =(w
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Since Hf: I g™ = g e’ = g therefore the maximum p-weight of any exponent in the
above product is d — 1. This proves that the algebraic degree of ®(z*) is d — 1. O
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It is easy to see that the discrete derivative is additive in nature, that is, D (¢(z) + ¥ (z)) =
D(p(z)) +D(¢(x)) and D(ap(x)) = a®(¢(z)) for any polynomials ¢(x) and ¢(x) over Fyn
and for a € F}.. Therefore for ¢(z) = 3 a;a’, we have D(¢(z)) = > ;D (2"). In view of
this, the following result follows immediately.

Proposition 2.11. If ¢(x) is any polynomial of algebraic degree d over a finite field F,n then its
discrete derivative is a polynomial of algebraic degree d — 1.

Example 2.12. Consider the polynomial ¢(z) = x’ over F3.. The algebraic degree of ¢(x) is 3,

because 7 = 1-3°42.3!. The derivative of ¢(x) at any pointa € F, is az®+2a32*+2a%23 +a’2.
We see that the p-weights of exponents 6, 4, 3, 1 are 2, 2, 1, 1 respectively. Therefore, the
algebraic degree of ¢(z) is 2.

3 Families of perfect nonlinear functions over I,

In this section, we present two families of perfect nonlinear functions. Like the other known
classes, these classes are of Do-type trinomials of the form Az? 4+ Bx?"+! 4 Car’".

Theorem 3.1. The function fi(z) = —az? +2ax?" ' + (a? + a+1)z?", where o € Fym, and
a # =£1, is perfect nonlinear over Fpn with n = 2m.
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Proof. The discrete derivative of fi(z) atb € ;. is ©(fi(z)) = fi(z +0b) — fi(x) — fi(b). We
have, D(fi(z)) = 2[{—ba+t*" a}z+{ba+(a®+a+1)b?" }2P"]. As we are in the field of odd
characteristic, we can ignore the factor 2 in ©(f;(z)). So, we need to show that the linearized
polynomial D(f;(z)) = {—ba + b*" a}x + {ba + (o + a + 1)bP" }2P" is invertible. Suppose
x = wv is aroot of D(fi(x)). We are done if we show that v = 0. We have

D(fi1(v)) = {=ba+ " a}v+ {ba+ (a®> +a+ DoP" }o?" =0 (3.1)

m

D(fi(w))P" ={(a*+a+ Db+ " alv+ {ba — """ a}v?" =0 (3.2)

From D (f;(v)) — (D(f1(v))?" = 0, we obtain (a + 1)?{(bv)?" — bv} = 0, yielding

o

()P = bo. (3.3)

Substituting (3.3) in (3.1) gives

m

(a4 Do+ a(@" v+ ") =0

or equivalently
(@® + 1)bv + a{Tr(b) Tr(v) — 2bv} =0

or
(o — 1)%bv + a Tr(b) Tr(v) = 0. (3.4)

Case-11fb € F,., then (bv)?" = bv implies v € F, and from (3.4) we find that, (a+1)*bv = 0
this gives v = 0.

Case-2 Suppose b € F,om \ Fpm. Now to show that the linearized polynomial D(f;(x)) is in-
vertible, we use Lemma 2.3 and show that the determinant A; # 0, where A is given by

—ab+ « " a4+ a+ +«a "
b bP (2 l)b bP

A - m m
: ab+ (a? +a+ 1)b? ab — ab?

Solving the determinant, we obtain
A= —(a+ D2 (a® + )"~ 4 a1 + 2P D)y}, (3.5)

We claim that either " =1 = —1 or b?" =1 € F o \Fppm. If 0P~ € [F5m, then (2 L
1. This implies »**"~1) = 1 and therefore »*" ~! = —1. Hence, it follows that either b*" ~! =
—lorbr"~le IF,2m \ Fm . For convenience let us denote b?" ~! by /3 and simplifying (3.5) we
get

—A; = (a+ 1) (a+ B)(aB + 1). (3.6)

If B = —1, we see that —A; = (a + 1)?6*(a — 1)(1 — a) # 0.
Next, if 3 # —1, then 3 € F2m \ Fpm and a € Fpm therefore, o + 3 # 0 and aff # —1.
From (3.6) it follows that A; # 0. O

Theorem 3.2. The function

m

folz) = —ala+ 1) + 2a(a+ 1)az?" ! + (302 + 3a 4 1)z

is perfect nonlinear over Fpn withn = 2m and o € Fpm , 204+ 1 # 0.
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Proof. fr(z) = —a(a+ )a? +2a(a+ 1)zP" T + (302 + 3a + 1)2?" . Tts discrete derivative
D(fa(x)) = {—a(1+a)b+a(l+a)t?" }r+{a(1+a)b+(3a?+3a+1)bP" }2P" is a linearized
polynomial over IF,,». Let v be a root of ©(f>(xz)). We have

D(f2(v)) = {a(1 +a)(=b+ ") }v+ {a(l + )b+ (3% + 3o + 1P Jo?” (3.7)
and
D(f2(v)P" ={(B? +3a+ )b+ a(l +a)b?" }o + {a(l +a)(b—P")}o?".  (3.8)
Since D(f>(v)) = 0, we have D(f>(v)) — D(f2(v))P" = 0. This gives (2a + 1)%bv — 2 +
1)2(bw)P" =0
or equivalently, we have
(bv)?" = bu. (3.9)
Substituting (3.9) in (3.7) gives
(20% + 20+ Dbw + a(a+ D v+ 0P} =0
which is furhter equivalent to
(2a% 4 2a + 1)bw + a(a + 1){Tr(b) Tr(v) — 2bv} =0
or
bv + a(a+ 1) Tr(b) Tr(v) = 0. (3.10)

Case-1If b € F},., then (bv)?" = bv implies that v € Fy and from (3.10) it follows that
(2 + 1)%bv = 0 and this gives v = 0.
Case-2 Now assume b € [F o \ Fpm. We show that the determinant A, # 0, where A; is given
by
A — ala+1)(P" —b) (3a% +3a+ )b+ ala+ 1)b"

> lala+ Db+ (32 + 3a + 1" ala+1)(b—b")

Solving the determinant we have
Ay = — (2o + DHa(a+ 1) +0%7) + (20 +2a + 1)pP" 1}
=— 2a+ D2 {a(a+ 1)1 +0P""H)2 4" 1Y

Following a similar argument as in Theorem 3.1, it follows that " ~! € F2m \Fpm or bl =
—1 and we identify b*" ~! by 3.

Ay = —(2a + 120 {afa + 1)(1 4 8)* + 5}
= —2a+ 1) (B(1+a)+a)(af+a+1)

If 3= —1,then Ay = (2a+1)%b? # 0. Next, if 8 # —1, then 8 € F 2 \Fm and o € Fpm. This
gives, a + (3, € Fjom \ Fpm. Consequently, we have 5(1 +a) +a # 0and aff +a+ 1 #0,
and this concludes that A, # 0. O

4 Perfect Nonlinear functions over Fm

In this section, we propose two classes of planar functions over finite fields F .

Theorem 4.1. The function f3(z) = —axz? — 22" 1 4+ 2(a 4 1)a?"+' — az®” + 2(a +
D" 7" 4 (0% + 2a 4 2)2*™" is a perfect nonlinear function over Fpn where o € Fpm,
a#1,-2andn = 3m.
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Proof. For f3(z) = —aa? — 227"+ 4 2(a + 1)a?™ ! — az™ +2(a + 1)a? " 4" + (o +
200 + 2)x2p2m, its discrete derivative at any b € I}, is

D(f3(x)) = f3(x +b) = fa(x) — f3(b)
={—ab—t"" + (a+ D Yz +{-b—at?" + (a+ )" 1a?"
+{la+ DO+ + (2 +2a+2)0r " Ja? "

={(@®+2a+2)b+ (1 +a)(P" + 0" ")}z
+{(1+a)b—ab?" — " par"
(

m

D(f3(x))?

{1 +a)b—t"" —ab? "y
D(f3(@)"" = {—ab+ (1 + )" =" }o
{1+ a)b+ (® +2a+2)0"" + (1 + a)p? " Ja?"
+{=b+ (1 +a)" —at?" }aP"
Let v be a root of ©(f3(x)). Then we have

D(f3(v) = {—ab—b" + (a+ DB Jo+ {=b—abt?" + (a+ )b Yo"
m 2m 2m

+{(a+1D)B+P")+ (@ +2a+2)0P P =0

2m

and D(v) = D(f3(v)) + a®D(f3(v))P" +D(f3(v))? " = 0. We have
=a(a+2){ab+ " + 7" v+ (a+2){ab+t?" + 57" }oP"
+ (a+2){ab+ b + 5"}

2m. 2m

= (a+2){ab+ " + 07" Hav + 0P 40P}

D(v)

Assuming L(z) = az + a?" + 27", we have D(v) = (o4 2)L(b) L(v). Moreover, we find that

a 1 1
1 a 1|=(a—1)2(a+2)#0.
1 1 «

In view of Lemma 2.3 it is evident that the linearized polynomial L(z) is invertible and
hence L(b) # 0. Therefore, ®(f3(v)) = 0 implies v = 0. o

Theorem 4.2. The polynomial f4(z) = u3z? 4+ 2u22?" ! + (u? + u)a?" + 2ua?” " +7" 4+ 227"
is a planar function over Fyn withn = 3m if u®> + 1 # 0.

Proof. Let ®(fa(z)) = fa(z +b) — fa(z) — fa(b) for any b € F7;,.. A simple calculation gives,

2m 2m

D(fa(x)) = 2{(w®b + u®0P" )& + (u?b + 0P + ub?” + ubpzm)xpm + (ub?” + P 2P}

fa(x) is planar if and only if D ( f4(x)) is a premutation polynomial of ... Since 2 # p, without
loss of generality, we may ignore the factor 2 in D (f4(z)).
Taking p™-th and p*™-th power of D (f4(x)) we have,

D(fu(@)?" = (7" +ub”" ot (0" a2 )2 (WP P b +ub)a? " (4.1)
and
D(fu(2)”" = (WP + uPb+ ub+ ub?" )z + (P + ub)a?” + (B +uPb)a " (4.2)

The polynomial ©(f4(x)) is a linearized polynomial. Suppose « be any zero of D (fa(z)). It
suffices to show that o = 0. If possible suppose o # 0.
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Consider the polynomial S(z) = D (fi(x)) + u2D(fa(z))?" — uD(fa(z))”"". We have,

S(z) =(u’v"" + ub?" 4+ w4 u4b”2m)xpm + (ub?” + Wt u3bp2’”)xp2’”
—u(u® + 1)(ub?” + 07" )"+ (4 1) (b + 02"
Z(U3 + 1)(ubpm + bpzm)(u:vpm + xpzm)

Consider the linearized polynomial H (z) = (ua?” + 2") over [F,5m. We see that

=+ 1#£0

— 8 O
S O =
S = 2

From Lemma 2.3, it follows that H () is a permutation polynomial and consequently S(x) #

0 forall z € IF;M. However, we have a € IF;,,,L such that D(f4(«)) = 0. This implies that
S(a) = 0 and we arrive at contradiction.

o

5 Conclusion

In this article, we have obtained four classes of perfect nonlinear functions over finite fields of
arbitrary odd characteristic. Our classes, like other known classes, are DO-type polynomials.
Since the paper’s main aim is to propose four classes of perfect nonlinear functions, we have re-
frained from studying their semifields and their inequivalence with the known families of perfect
nonlinear functions. It needs further investigation in this direction.
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