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Abstract In this paper, we present a new platform for elliptic curve cryptography whose
security is based on the difficulty of solving both the factorization problem and the elliptic curve
discrete logarithm problem.

1 Introduction

For encrypted communication between two or more parties to be secure, it is necessary to ex-
change keys securely, for example, a list of keys on paper issued by a trusted authority. Achieving
this secure communication was a difficult problem. In 1976, the first key exchange protocol was
proposed by Diffie and Hellman (DH) [8] whose security is based on the Discrete Logarithm
Problem. This key exchange protocol uses I as a platform. Since then, many key exchange
protocols have been based on the Discrete Logarithm Problem and (IFP) [17, 19]. As in the case
of the Diffie-Hellman key exchange protocol, the platform group of these protocols generally
has an abelian structure.

All these systems are based on the difficulty of number theory problems. Moreover, they are
widely used but have a disadvantage, which is the advancement of quantum computing [22].
Algorithms based on Shor’s algorithm and its variants can be used to efficiently solve the (IFP)
and the Discrete Logarithm Problem as well as the elliptic curve discrete logarithm problem
on quantum computers [21]. Therefore, these public-key systems like ElGamal [11], Elliptic
Curve Cryptosystems (ECC) [4, 5], and RSA [7] will not be secure after a sufficiently powerful
quantum computer is built. It is therefore extremely important to build faster and more secure
cryptosystems and key exchange protocols that do not rely on number theory. To develop cryp-
tosystems, many attempts have been made to develop an alternative public key cryptography
(PKC) that relies on various types of problems, including:

+ (DP) the decomposition problem [24],

* (CP) the conjugacy search problem [25],

« (DLP) the Discrete Logarithm Problem on groups of invertible matrices [20],
« (WP) word problem for groups and semigroups [13], etc...

R. Odoni et al., proposed a non-commutative group as a platform for the Diffie-Hellman protocol
in [8], which was subsequently analyzed using eigenvalues and the Jordan form in [18, 23]. As
a result, the application of non-commutative groups and rings in public-key cryptography and
coding theory has received considerable attention [1, 3, 6, 9, 12, 26].

In our prior work [2], we introduced a matrix group defined over an elliptic curve, along with
its corresponding diagonal in Z/nZ, utilizing a novel matrix multiplication operation. This
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transformation shifts the focus from solving the Discrete Logarithm Problem to the elliptic curve
discrete logarithm problem, which serves as a cornerstone in elliptic curve cryptography and
matching-based cryptography. This transition effectively thwarts attempts to reduce the DLP on
the group of invertible matrices to either the DLP on finite fields or a straightforward factorization
problem, thanks to certain matrix properties such as the Cayley-Hamilton theorem, eigenvalues,
and determinant, as discussed in [10, 14, 15, 16].

In this article, we introduce a new problem (FECDLP) based on the factorization with the elliptic
curve discrete logarithm problem over a non-commutative semigroup M;(Z/nZ[M]), where M
is a set of square matrices based on an elliptic curve so that the attacks mentioned above are no
longer applicable. We then propose a key exchange protocol based on the factorization with the
elliptic curve discrete logarithm problem. Furthermore, we present an analysis of the security
and complexity of this key exchange protocol. The remainder of this document is structured as
follows: In Section 2, we introduce the group ring, while Section 3 discusses the factorization
with the elliptic curve discrete logarithm problem and its complexity. In Section 4, we propose a
key exchange protocol based on factorization with the elliptic curve discrete logarithm problem
and analyze its complexity and security.

2 Group Ring

This section focuses on defining the group ring on an elliptic curve and evaluating the effec-
tiveness of matrix multiplication in this particular group ring. First, we define the multiplicative
group denoted by M, on which we will construct the group ring.

Let’s consider ® as a point of order n on an elliptic curve E defined over F, and let G =< © >.
We define the following set:

M:{<“1 r ) | u,up € Z/nZ, S,TGG}.
S uyn

T T
LetU = “ and V = vl be two elements in M. So,
S (%) S/ v

T+T
Uy @tu Lt :
S+ 5 uy + o

UsV = U1V vT + T’ .
m S + up S’ ULV

Throughout this article, we will use the symbol m to indicate the order of M.

Remark 1. Throughout this article, multiplication by a scalar is defined and noted as follows:
for a € Z/nZ we take aT = oT for a representation 0 < a < n of a.

Proposition 2.1. The set (M, +, x) is a unitary non-commutative ring. Moreover,

B 1 (0:1:0) B 0 (0:1:0)
1M_<(0:1:0) 1 )“ndOM_<(0:1:0) 0 )

The subsequent proposition offers a description of invertible elements within M.

ul T

Proposition 2.2. Let U = (
S (%)

) € M, U is invertible iff gcd(u;,n) = 1 fori =1, 2, and

then we have,

-1 1, -1

*(—1) _ Uy —upuy T

U=l = ( Ty g ) € M.
1 Uy 2
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V1 /

Proof. LetV =
roof. (S’ o

) the inverse of U, we have:

UxV =VxU=1y

UsV — ULV] v +u T’ _ 1 (0:1:0) ’
mS + upS’ UV (0 01 0) 1

and

Vel — ULV] n T + upT’ _ 1 (0:1:0) .
28 + u S’ UV (0 01 0) 1

Thus, u;v; = 1 (mod n) fori = 1,2 and

So,

vT +wT =(0:1:0),
T4+ uT" =(0:1:0),
uS+uS = (0:1:0),
0S4+ u S =(0:1:0).

Therefore, U is invertible iff gcd(u;,n) = 1 for i = 1, 2, and then we have, v; = u;l for
i=1,2and
T = —u;'uy 'T,

S = fuz_lul_lS.
So,
—1 -1, —1
U= — U —uy uy T cM
= -1, —1 —1 :
—uy u, S U,
O
T
Lemma 1. The c-power of an element U = ( L; ) € M and c a positive integer, is given
U2

by U*¢ = ui AT , where
AS  u§

Proof. First, for ¢ = 1, we obtain that Ay = 1, so U *I' = U. Thus, assuming that \, =
Ziﬂ.:kl ullu% for ¢ > 1, we still need to prove that,

_ i 7
Aetl = g ujUy.

i+j=c

Thus,
retl) — ( uf  AreT >*< up T )
ASus S w
Then,
[rHer)) ( ui*! (uf 4+ uaAr )T ) '
(uS +utAie)S ugﬂ
therefore,

_ . c _ c i, ]
Actl = U] + usde = uj + un E ujw,.
i+j=c—1
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Thus, forallc¢ > 1,

Therefore, we can conclude the result. O

As the x-operation is not commutative, we aim to characterize the subset of matrices in M that
uy ST
kT Uuz
involves defining the centralizer of the matrix U on M, denoted as follows.

demonstrate commutativity with the given matrix: U = . This characterization

Cu(U)={VeM|UxV=VxU}

vy el

o ) € Cp(U) iff

Proposition 2.3. With the same notation as above, we have V' = (

vi=v; (modn), ifu =u (modn),
sf=ke (modn), ifu —uy;#0 (modn).

Proof. Since,

UsV — U] 8T + ujedl ’
kT +uy fT Up V)
and
Vil — U] 18T + uped .
kT +u fT Up V)
So, we have the result with comparative calculations. O

Next, we’ll define the group ring. Suppose that A is a ring and consider the multiplicative
group (M, x). The group ring A[M] is a free module given by

{Z g9 | ag € A}

geEM

Leta =3 1 Bg9.b=24cn g9 andc =37, anh be elements of A[M], then

at+b=|> Bag |+ | D ]| =D Ba+1)9

geEM geEM geEM

and

ac = Zﬁgg (Z ahh> = Z Bgah(g*h):Znee

geM heM g,heM eeM
where e = g x h and
Te = E ﬁgah = E 6gag_'e = E Beh_‘ah
gh=e g h

Example 2.1. (Matrices over the group ring Z/nZ ([M])). Let p = 107099 and consider the
point T = (32999, 14634) of order n = 107263 on E : 3* = @3 + 2z + 10[107099]. Let
x,y € Z/107263Z ([M]), and "e" denotes its multiplication identity element, such that

x = 3A; 4+ 2A4;,

y=4B| +2A, + Ay x B,.
Where,
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a4 1 (32999, 14634) o 1 (32999, 14634)
"\ (99196, 25036) 2 m 2 (17936,26766) 2

b 5 (99196,25036) \  ,, _ 3 (32999, 14634)
"\ (99196, 25036) 2 © P (32999, 14634) 4

Then from the above definition,
22 = 9A + 64, x Ay + 64, x Aj + 4452,

B 25 (54542,25619)
~\ (56261,90874) 100 ’

y+x=4B+5A; +2A; 4+ Ay x By,

B 30 (44357,10955)
— | (104303,73225) 30 '

Similarly, we can calculate zy and yz.

Let M, (Z/107263Z ([M])) be the semigroup of 2x 2 matrices over the group ring Z/107263Z ([M]).
Let Uy, U, € My (Z/107263Z ([M])) where

then

e 4o
wm:( e
r yY+x
Remark 2. All computations presented in this article were performed using the Magma calcula-
tor.

3 Factorization with the elliptic curve discrete logarithm problem

This section defines the new factorization with the elliptic curve discrete logarithm problem and
discusses its Brute complexity.
First, we will define the elliptic curve discrete logarithm problem.

Definition 3.1. Let E/IF, be an elliptic curve, and let T' € E (F,) be a point of order k. Given
S € (T), the elliptic curve discrete logarithm problem aims to determine the integer n, 0 < n <
k — 1, verifying S = nT.

This problem is a specific instance of the Discrete Logarithm Problem, where the cyclic group
is represented by the subgroup (T") comprised of points on an elliptic curve. The ECDLP holds
significant cryptographic relevance due to its perceived computational complexity, serving as the
foundation for the security of elliptic curve cryptography.

Next, in the following definition, we will define the factorization search problem, denoted (FP)

Definition 3.2. Let x be an element of M and T', E subgroups of M. The (FP) therefore consists
of finding two elements ¢ € T" and e € F verifying t.e = x.

Therefore, we introduce a new factorization with the elliptic curve discrete logarithm problem
from the two previous issues.

Definition 3.3. (FECDLP). Consider a,b € M where (M, ) is a finite non-abelian semigroup.
Sofind s € Zand r € M such that a = b*r. Note that in our case, we have M = M y2(Z/nZ[M]).
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3.1 Brute force complexity of the Factorization with the elliptic curve discrete
logarithm problem

Consider the non-commutative semigroup M = M2 (Z/nZ[M]) = {c1,¢2, ..., s } Withm is
the order of Z/nZ[M]. Letr € M ands € {0, 1,...,n—1} such that for given a,b € M, a = b°r.
Since a, b,r € M, they can be expressed as a = ¢;,b = cj,r = ¢, with k, 7,3 € {1,...,m*}.

On the other hand, we have m* and n possibilities for 7 and s, respectively. Therefore, the brute
force attack to solve the factorization with the elliptic curve discrete logarithm problem requires
O(m*n) steps, which grows exponentially in the bit size of m*n, i.e.,

4 log, m*n

4 : 4
m*n =e elog, 2logy m™n _ d.size (m*n)

where d = log, 2.

We will show in the following example that even by using small values of m and n, the size of
M = M,y >(Z/nZ][M]) grows reasonably fast.

Examples 1. Consider the group ring Z/5Z[M| of order m = 25 and let x € Z/5Z[M]. So,

5
x = E v,
=1

where u; € Z/5Z and v; € M. Hence, the semigroup M = My, (Z/5Z [M]) of 2 x 2 matrices
has (25)* = 390625 elements.

We show the size of M, (Z/nZ [M]) for different values of m in the following table.

m =16 m = 32 m = 81 m =243
(16)" = 65536 | (32)" = 1048576 | (81)" = 43046721 | (243)" = 3486784401

Thus, even for small sizes of m, the complexity of the factorization with the elliptic curve dis-
crete logarithm problem over My (Z/nZ[M]) is significantly high.

4 Key exchange protocol based on the factorization with the elliptic curve
discrete logarithm problem

This section presents a key exchange protocol based on factorization with the elliptic curve dis-
crete logarithm problem and provides an interesting numerical example and an analysis of its
security and complexity.

4.1 Key exchange protocol

Let H = (¢ Ac M where A= Z; be a subsemigroup of the finite non-commutative

semigroup M = My, (Z/nZ [M]).

Let ¢ be a power of a prime number p and E/F, be an elliptic curve. The following paragraphs
describe a key agreement protocol between Alice and Bob. They own the public data (p, T, B),
where B € M and T' € E(F,) has order n.

First Alice selects a matrix A; € M \ Cj;(B) and publishes Cjs(A;), similarly, Bob selects
amatrix B, € M \ Cj/(B) and publishes Cp/(Ba).

A B
Alice selects private keys, c € N* and T' = ( ! ) such that A, € Cps(By) \ Car(B),

0 A
and transmits the matrix 7, = Z;;(l, Affl*j (B)A} to Bob.
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B B
Bob selects private keys, t € N* and F = ( ! ) such that By € Cpr(41) \ Car(B),

0 B
and transmits the matrix E; = Zf;& B~'""(B)Bj to Alice.

Next, Alice and Bob separately calculate the matrices:

c—1

Alice :E, = > A{/7'E, A (4.1)
7=0
t—1

Bob :T,; = Z BI='T,.B; (4.2)
=0

We have, By € Cp;(A;) and A; € Cp(B), then

t—1

t—1 c—1

i— —i— c—1—j j 7

T..=Y B{""'T.B; =) B I(E AS J(B)A;) B;
i=0 j=0

=0

— c—1t—1

:Zi tzlAcl] AJBZ ZZACJIBtlz( )BéA%

i=0 j=0 7=0 =0

c—1 t—1 el
Y (Z BT”(B)B%> A=) ATTEA = By

j=0 i=0 7=0

Thus, both Alice and Bob compute the same shared secret, ¢ =T, = E} ..

4.2 Numerical example

Alice and Bob select a prime number p = 107099 and a point T' = (5896, 6763) over the elliptic
curve £ : y? = 23 + 2z + 10[107099] of order n = 107263.
First Alice selects two matrices from M,

B 1 (5896, 6763) A 1 (5896, 6763)
(101629, 69640) 2 © T (22874,70293) 2

and proceeds to publishes the pair (A, Cys(A;)), similarly, Bob selects two matrices from M,

B 5 (101629,69640) \ 3 (5896, 6763)
— | (101629, 69640) 2 © 72\ (5896, 6763) 4

and proceeds to publishes the pair (B, Cps(By)).

Alice selects a private key, » = 56 and

2 (5896, 6763)
= € Cy(By).
g ( (5896, 6763) 3 ) w(B2)
She calculated
56—1 ) ,
Tss = > A% (A + B)AS (4.3)
=0
[ 432345564227567610 (59708, 42145) )
B (21745,77289) 2093390531821211772702334340 '
B 7666 (59708, 42145) “5)
—\ (21745,77289) 12558 '
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and sends it to Bob.
In turn, Bob selects a private key, t = 34 and

1 (101629, 69640)
= ' € Cyp(Ay).
1 ( (77210, 79507) 3 ) w(4r)
He calculated
34—1 '
Bu= Y By )y 46
i=0
[ 50031545098999704 (99786,64341) @7
N (91468, 81265) 1180524911990612637148 '
B 64291 (99786, 64341) 4.8)
N (91468,81265) 19173 '
and sends it to Alice.
Next,
Alice calculates the matrix:
Uy (69853,39203)
E3y56 =
’ (106326, 69275) Uy
with,
uy = 4632654778292424869085 = 14764 (mod 107263),
up = 10034144166652023329505464075205 = 72722 (mod 107263),
Bob calculates the matrix:
V1 (69853,39203)
T56,34 =
’ (106326, 69275) v
with,
v = 63923637454821955144 = 14764 (mod 107263),
vy = 3706257961194528374326146 = 72722 (mod 107263).
Hence, E34,56 = T56,34. S0,
14764 69853, 39203
o= ( ) . 4.9)
(106326, 69275) 72722

4.3 Complexity and Security

Addressing both spatial and temporal complexities is crucial in our cryptographic protocol.
While spatial complexity relates to handling a substantial private centralizer, temporal com-
plexity primarily affects the protocol’s speed and efficiency.

The centralizer, encompassing elements interacting with the private element, may expand
considerably based on the cryptographic operations and algorithms utilized. Dealing with a
large centralizer poses significant challenges in spatial complexity, entailing the storage and
manipulation of numerous elements throughout protocol execution.

Increasing the number of exchanged elements strengthens security by making decryption
more difficult for adversaries. This increased protection proves beneficial in scenarios where
robust safety is a priority, even at the cost of increased spatial complexity.

However, in the subsequent discussion, we estimate the computation time required for run-
ning the factorization with the elliptic curve discrete logarithm problem.
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» Suppose we have e—operations for the elliptic curve law, and ¢ is a natural number. There-
fore, §e operations are required to multiply two matrices of order 2.

+ Computing A? involves de log(n) bit operations.

+ Determining T, = >_5_

F(]) AS™17T B AJ thus necessitates 2cde(log(n) 4 1) operations.

« Consequently, calculating T, ; = ZE;& BI™""'T, Bj requires 2d¢t(c + 1)(log(n) + 1) op-
erations.

+ Therefore, to compute ¢ we need O (2d¢t(c + 1)(log(n) + 1)) bit-operations, which is pro-
portional to O (2det(c + 1) log(n)).

In our protocol, keys take the form of 2 x 2 matrices over Z/nZ [M]. Deriving the shared
key involves multiplying five matrices of this type, resulting in computational complexity for
key generation of O (2*t(c + 1) log(n)). Conversely, the complexity of exhaustive search scales
proportionally with O(nn), where 1 denotes the cardinality of the semigroup May» (Z/nZ [M]).
On the other hand, the Diffie-Hellman protocol is based on the I platform, with the keys resid-

ing in F*, and the complexity of the key calculation is O ((log2 q)3> . Also, as outlined in Section

4, the protocol’s security hinges on the complexity of a computational problem. Specifically, it
assumes the challenge of computing the shared key using the publicly available information B,
T., and F;. This computational assumption underpins the protocol’s security, with a stronger
variant known as the decisional assumption. The decisional assumption posits that discerning ¢
from a random element M; BM, is also a challenging task.

In the subsequent security analysis, we scrutinize the protocol’s resilience against various
attacks documented in existing literature [9, 10, 18, 23]. First, we delve into, Elliptic Curve
Discrete Logarithm Problem Attacks. Several techniques exist for solving the elliptic curve
discrete logarithm problem, such as Baby-Step Giant-Step, and Pollard Rho methods. However,
without altering this protocol, the adversary cannot directly apply these methods because, in
such approaches, they possess knowledge of an element 1" and its power 7. Contrastingly, in
our scenario, Af and Ag remain concealed, as exemplified by T, = Z;;é Affl*j (B )A;

For the Attacks by group ring decomposition, M. Eftekhari [10] proposed an analysis of key
exchange protocol using group rings as a platform. This cryptanalysis aims at reducing the
Discrete Logarithm Problem on M, (F,[S,]) to the Discrete Logarithm Problem on block
matrices on [Fy,.

This attack is not realistic for our protocol since we need to know the public key N, M such as
N = M in this cryptanalysis, instead, we use the secret parameters ¢, k, A; and A, with the
existing elliptic curve discrete logarithm problem as in Sec. 4. Therefore, we have no advantage
over our protocol for this type of cryptanalysis.

Finally, we have an Explanation with the Random Oracle Model. In the framework of the
Random Oracle Model, elliptic curve operations are treated as abstract mathematical processes,
akin to the behavior of the random oracle itself. Within this model, the computation of S’ from
A% B is viewed as a straightforward mathematical procedure. However, the challenge posed by
the Full Domain elliptic curve discrete logarithm problem arises from the inherent difficulty in
efficiently computing s and B given S and A°B, even when equipped with knowledge of the
curve parameters. Here’s the underlying reasoning:

» Random Oracle Operation for Multiplication: In this context, the multiplication A°B can
be likened to an interaction with a random oracle that generates points on the elliptic curve.
The oracle takes AB and applies a random transformation a certain number of times to
produce S. Each invocation of this random oracle yields a matrix within a set A/, mirroring
the behavior of random value generation in other cryptographic settings.

 Unfeasibility of Oracle Reversal: The difficulty of the FECDLP lies in the impracticality
of reversing the oracle to determine s and B. This challenge arises from the inherently
random and unpredictable nature of the transformations enacted by the oracle. No efficient
algorithm is known to effectively reverse this process, necessitating a brute-force search
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through all possible values to find s and B, which becomes computationally unfeasible for
large elliptic curves.

5 Conclusion

This article presents a novel factorization with the elliptic curve discrete logarithm problem along
with its complexity analysis under different security parameters. Building upon the factorization
with the elliptic curve discrete logarithm problem, a Diffie-Hellman key exchange scheme is
proposed for M,y (Z/nZ[M]), and the security and complexity of the proposed system are
thoroughly examined. These findings contribute to the development of secure key exchange
protocols and highlight the importance of analyzing the security and complexity of such systems.
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