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Abstract Cryptography is the science of secure communication and continues to evolve to
meet the growing demands of modern information security. In this paper, we propose a new en-
cryption technique based on the Sawi and Elzaki integral transforms. These transforms, rooted in
mathematical theory, have unique properties that make them suitable for cryptographic use. Our
method uses the Sawi and Elzaki transforms to encrypt messages and their inverse transforms
for decryption, offering strong resistance to common cryptographic attacks. We also provide
a security analysis of the proposed method and evaluate its computational performance using
JavaScript. The results show that our approach is both secure and efficient, with a total execu-
tion cost of 18.930 milliseconds (ms), making it a promising tool for secure data communication.

1 Introduction

Cryptography stands as a cornerstone in the realm of information security, playing a critical role
in safeguarding sensitive data from unauthorized access or manipulation. Over the years, cryp-
tographic techniques have evolved significantly to address the ever-growing challenges posed by
cyber threats and advancements in computing technologies such as IoT [13, 14]. In this study,
we have focused on secret-key cryptography, also known as symmetric key cryptography. This
encryption method uses the same key to encrypt and decrypt the data. To communicate securely,
both the sender and the recipient must share a secret key. However, the two parties must ex-
change this key through specific channels to ensure its confidentiality. Key exchange protocols
are well-known and widely used cryptographic tools for this purpose [12, 15].

In recent years, there has been a increasing interest in exploring new ways for encrypting and
decrypting data in a secure and efficient manner. Use of mathematical transforms has became a
promising technique for developing robust cryptographic schemes [11, 16]. Among the integral
transforms commonly used in cryptanalysis for encryption and decryption are Laplace, Elzaki,
and Natural.

In this study, we explore the field of cryptographic innovation by using the Sawi and Elzaki
integral transforms [1, 10]. We use these transforms to develop a new cryptographic technique
that increases data security and resilience. In addition, we presented a new cryptographic scheme
that combines these transforms with a meticulously designed encryption key to increase security
measures and deter malicious adversaries. As we explore the intersection of mathematics and
cryptography, we aim to highlight the potential of the Sawi and Elzaki integral transforms to
revolutionize data protection paradigms and find the way for a new era of enhanced security in
digital communications and information systems.

1.1 Previous Work

Data security and privacy have always been the top priorities for any system regarding safe
communication. Numerous cryptographic-based mathematical security techniques have been
suggested previously. In 2004, Buchanan et al. [4] introduced the basics of cryptography. In
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2011, Elzaki et al. [1] developed a novel integral transform, the Elzaki transform, which has been
used to solve linear ordinary differential equations with constant coefficients. In 2021, Jafari et
al. [2] introduced a general integral transform in the class of Laplace transform. Meftin et al.
[3], Huma et al. [5], and Hiwarekar et al. [8] gave a cryptographical model based on combining
two different mathematical transforms. Aggarwal et al. [9] explained dualities between some
useful integral transforms and the Sawi transform. In 2023, Kumar et al. [11] also gave a new
encryption scheme based on Legendre’s transform.

In subsequent works, Gupta et al. [15] developed an encryption—decryption technique based
on planar graphs and self-invertible matrices, offering structural advantages in key generation.
Panchal et al. [16] presented a public key scheme leveraging generalized Fibonacci matrices,
introducing algebraic strength and efficiency. Khalat et al. [17] contributed a method utilizing
matrix decomposition and the Abaoub Shkheam transform, where encryption and decryption are
performed using hyperbolic functions and triangular matrices. More recently, Thakur et al. [18]
introduced a robust encryption framework combining the Anuj Transform with the congruence
modulo operator, demonstrating enhanced computational efficiency, encryption accuracy, and
resistance to cryptanalytic attacks.

1.2 Road map of paper

The remaining part of the work is structured as follows: We will discuss both transform prelimi-
naries in section 2. The encryption and decryption method will be explained in section 3. To give
a better understanding, a numerical example has been provided in section 4. Furthermore, the
proposed scheme has been generalized in section 5. The security analysis and experimental setup
with source code are presented in sections 6 and 7, respectively. Finally, the paper concludes in
section 8.

2 Preliminary

2.1 Sawi Integral Transform

M. Mohand [10] presented the Sawi transform to ease the process of solving partial and ordinary
differential equations. For functions of exponential order, we discuss a transform known as the
Sawi transform, which is applied on a functions in the set A defined by:

A={f():3 M K0, 15 > |f(1)|e™if e (=1) x [0,00)} @.1)

The constant M for any function in the set A must be a finite number, but K| and K, may
be infinite or finite. Sawi transform, denoted by the operator S and is defined by the integral
equations,

1 [ —t
SUF()) = f(5) = /0 Ft)exp dt. 2.2)
‘We have,
St = n! n—1 S at] __ 1 dS_l nl __ thH S—] 1 __ _at
[t"] =n!s"!, [e]—man [s]—m, Lmas)]—e.

2.2 Elzaki Integral Transform

The Elzaki transform was presented by Tarig Elzaki [1] as a way to address ordinary and partial
differential equations in the given time domain. It comes from the traditional Fourier integral
and is defined for functions of exponential order in the set A.

A={f(t):3M, K, K, > If(D)e®,if te (~1) x 0,00)}. 2.3)

For a function belonging to the set A, the constant M must be a finite number, but K and K,
may be finite or infinite. The Elzaki transform denoted by the operator E defined by the integral
equation,

E{F()} = f(v) = v /0 b F(t)exp @ dt. (2.4)
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We have,

E[t"] =nl""? E [e"] = v and E~! [v"] = "= B! v = e,
’ 1—av (n—2)V" 1—av

3 Proposed Cryptographic Scheme

3.1 Encryption Scheme

(i) A shared key { R, } must be established between sender and recipient before encryption can
begin.

(i1) Plain text is encoded as a defined series of numbers, thatis, A=0,B=1,C=2, .......
and Z = 25.

(iii) Let F(t) be a polynomial of degree n, evaluated at a term from a specified sequence.
(iv) Determine the Elzaki Integral transform for the polynomial given above.
(v) Proceed by taking the Sawi Integral transform of the resulting polynomial from the prior

step.

n

(vi) Compute the remainders {F’} such that F, = P, mod (26). The values of remainder

{F,;} will give the encrypted message.
(vii) Compute the keys {R,,} such that

P,—F
n_n_p 3.1
%6 R (3.1

3.2 Decryption Scheme

(1) Consider the encrypted data along with the key R,, transmitted by the sender.

(i) Map the cipher text to it’s associated finite sequence of numbers using the equation (3.1)
and given key R,,.

(iii) Find the inverse Sawi transform of the given function.

(iv) Then, the inverse Elzaki transform is applied on the resultant polynomial obtained from the
previous step.

(v) By mapping the numbers in the given finite sequence to letters,the original plaintext is
revealed.

4 Numerical Examples
In this technique, the message to be encrypted is represented as a coefficient of F(¢), numbered
from 0 to 25 in alphabetical order: A=0, B=1, C=2, D=3, E=4,...,Z=25.

t
Let F(t) = Fnﬁ and plain text be WO R L D. Hence, Fy =22, F| = 14, F, = 17, F53 =

11,F; =3. Now F(t) = F,
F,=0,Vn>5.

U SRt Then F(1) = 22t + 1482 + 1763 + 1144 + 385,
1—t 0

4.1 Encryption Process

(a) First Iteration

We have E{F(t)} = E{F,t""'}, where F,, =0,V n > 5. Hence, E{F(t)} = 22 x 1! x
ud + 14 x 2! x ut + 17 x 3! x v’ + 11 x 4! x ub 4+ 3 x 5! x .
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(b) Second Iteration
Apply Sawi transform on F { F'(t)}, we get:
S{E{F(t)}} = 22x1!x3!xs*+14x2!x 4! x s> +17x 3! x5! x s* + 11 x4!x 6! x 5743 x5! x 7! x 5°.

Now the coefficients P,,, where n =0 to 4 are given by P, : 132, 672, 12240, 190080, 1814400.
If ), =P, mod(26), then

Fy =132 = 2 (mod26), F, = 672 = 22 (mod26), Fy = 12240 = 20 (mod26),

F; = 190080 = 20 (mod26), and F, = 1814400 = 16 (mod26).
Hence, the encrypted message or cipher text is C W U U Q with key R,,: 5, 25, 470, 7310,

P, - F . . -
69784, where R,, = T . The encryption process with code show in Figure 1.
o 15 let quot;
main.js 16 let depth = s.length;
1 console.time("Execution Time"); 17' for(iet 1:0;1»dept2;1€()1 /{\ .
2~ function fact(n) { 12 fg[:tfilzc;(iii)a*lte;p?[(1) o
3+ if(n===0 || n===1 '
n ( ot n‘1 A 20 rem = f0*fact(i+3)%26;
return 1; ‘ .
: 1 —— 21 quot = fO*fact(i+3)/26;
| 22 key.push(quot. toString().split(".")[0]);

6 return n* fact(n-1); 23 v.push(ren):
Tl 2% }
8 } 25 let ans = "";
9 let's = "WORLD"; 26+ for(let i of v){
10 letv=[]; 27 ans+=String. fromCharCode(i+65);
11 let key = [1; 28 )}
12 let f0; 29 console.log(ans);
13 let ftl; 30 console.log("Key : " key);
14 let rem; 31 console. timeEnd("Execution Time");|

Figure 1. Encryption Code

4.2 Decryption Process

The encrypted data is received through a non-secure channel from the sender [19]. In this case,
the encrypted text is CWUUQ, and the key is R,,: 5, 25, 470, 7310, 69784. According to the
key, the received cipher text is converted into its equivalent finite numerical sequence for further
processing.

{CWUUQ} ={2,22,20,20,16} = F,. Now, P, = 26R,, + F,, n =0to 4 and P, = 0 for
n > 5. So we have,

Py=26x5+2=132,P, =26 x25+22 =672, P, =26 x 470 + 20 = 12240,
P; =26 x 7310 4+ 20 = 190080, P, = 26 x 69784 4+ 16 = 1814400.
‘We have

4
Zans”“:Poxsz—i—P] XS +Pxst+Pyxs + Py xst;
0
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or

4
Z P, x s"? = 132s% + 6725 + 12240s* + 190080s° + 1814400s°,
0
where P,, =0 forn > 5.

(a) First Iteration

Taking Inverse Sawi transform of the above equation, we get:

4

4 3
-1 ) . u u

w’

u® u’
50 + 19OOSOa + 1814400ﬁ’

or

4
S-! {Z P, x s”+2} = 2243 + 28u* + 102> + 264u° + 360u”.
0

(b) Second Iteration

Taking the Inverse Elzaki transform of the equation obtained from first iteration:

4
g {s—‘ {Z P, x s"”}} = B~ {2207 + 28u* + 102u° + 264u° + 360u’ }
0

or

4
E7! {5—1 {Z Py x s"+2}} =220+ 1487 + 176 + 11t + 3¢
0

Upon closely examining the polynomial coefficients, we observe that they correspond to the F},
t
and f(t) = 3} Futnt! = Fog— where F,, =0V n > 5.
The numbers in the bounded sequence can be translated into their corresponding characters

to reveal the original transmitted message W O R L D. The decryption process with code show
in Figure 2.

15 let rem;
main.js 16 let depth = s.length;
1 console. time("Execution Time"); 17~ for(let i=0;i<depth;i++) {
2+ function fact(n) { 18 let temp = s.charCodeAt(i) - 65;
Jv if(n=== n===1) { 19 f0:key[i]‘26+temp;
4 return 1: 20 ft1=f0/fact(i+3);
o } else { 21 ft2=ft1/fact(i+1);
6 return n* fact(n-1);
7 } 2 v.push(ft2);
8 } 3}
9 let s = "CWUQ": 24 let ans = "";
10 letv=[]; 25~ for(let i of v){
11 let key = ['5','25','470",'7310",'69784']; 26 ans+=String. fromCharCode(i+65);
12 let f0; 27 }
13 let ftl 28 console. log(ans);
14 let ft2 29 console. timeEnd("Execution Time");

Figure 2. Decryption Code
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5 Generalization
. J
We generalize our result on F},

to F, i where j € N.

t [
11—t 1-—
e Encryption Process

Taking Elzaki transform in first iteration we have coefficient ¢, = F,(n + j)!. In the second
iteration, we take Sawi transform, and then we get the coefficient as P,, = F),(n+j)!(n+j+2)!.
Now convert given plaintext F;, into Fn with

’ Pn B FTIL
F,=F,(n+j)!(n+j+2)! =P, (mod 26) andkean:T.

o Decryption Process

We have received encrypted message FT; and key R,,.
Consider the function

Z P,s"*>*1 where P, = 26R,, + F,.
n=0

On taking the inverse Sawi Transform of the above function, we get:
Pou (n+3+3)
G = Yo Bt

On taking the Elzaki Transform of above function, we get:

P, (n+143)
G0 = 300 i T
The plaintext F,, is given by

F Pnt(n+l+j)

n (n+3+j)!(n+1+5)!"

6 Security Analysis

This section uses the following attacks to examine the security of our suggested encryption
and decryption strategy. We know that achieving CIA, where C stands for confidentiality, I for
Integrity, and A for authentication, is the basic security objective for any cryptographic system.
We demonstrate that our scheme is secure against the following attacks and meets the security
objectives of CIA using the following attacks.

» Man In Middle Attack: In this attack, the attacker intercepts the message or key passed
between two parties through a secured channel. In our approach, the sender encrypts the
content and includes an enhanced key, R,,. Our plain text is encrypted using the Sawi and
Elzaki Transform in stacked phases, and the key is strengthened with modular property,
making it hard for an attacker to guess the key and defeat the method. As a result, our
proposed scheme is protected from Man in the Middle assaults.

» Known Plaintext Attack : The attacker can access the encrypted text and its equivalent
plaintext to perform known plaintext attacks. He aims to figure out the secret key (or keys)
or develop an algorithm to let him. While the Sawi and Elzaki transform-based crypto-
graphic scheme presents an innovative approach to encryption, its resistance to known-
plaintext attacks is contingent upon the secrecy and complexity of the key, as well as the
unpredictability of the encryption process. Enhancements in randomness, key variability,
and cryptographic strength are essential to fortify the scheme against such attacks.

7 Experimental Setup

We selected the plaintext [WORLD] to evaluate the proposed encryption algorithm. The imple-
mentation was carried out in JavaScript on an HP desktop running Windows 11 (version 23H2),
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equipped with an AMD Ryzen 5 5500U processor (with Radeon Graphics, 2.10 GHz) and 8.00
GB RAM (7.33 GB usable). The experiment was conducted using a fixed plaintext of length 5
to analyze the performance and correctness of the algorithm. The execution cost incurred by the
program is illustrated in Figures 3 and 4. The overall computation cost for the proposed scheme
is summarized in Table 1.

Output
node /tmp/T9d6uFPsokK. js
cwuuqQ
Key : [ '5', '25', '470', '7310', '69784' ]

Execution Time: 11.468ms

Figure 3. Encrypted message and Key with execution cost in milliseconds (ms)

Output

node /tmp/Zgh2SAKMsL . js
WORLD
Execution Time: 7.462ms

=== Session Ended. Please Run the code again ===

Figure 4. Decrypted message with execution cost in milliseconds (ms)

Encryption Time(ms) | Decryption Time(ms) | Total time(ms)
11.468 7.462 18.930

Table 1. Total computation cost for the proposed scheme in milliseconds (ms)

8 Conclusion

This study demonstrates the effectiveness and advantages of using Sawi and Elzaki integral
transforms in cryptographic applications. These mathematical transforms have shown strong
potential for securely converting plaintext into ciphertext, thereby enhancing data confidentiality
and integrity. The proposed method introduces a novel cryptographic strategy that utilizes the
structural properties of these transforms to perform secure encryption and decryption operations.
One of the key strengths of the scheme is its use of a highly complex and dynamic key structure,
which significantly increases its resistance to cryptanalysis, brute-force attacks, and tracing at-
tempts. Furthermore, the algorithm maintains a balance between security and efficiency, making
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it suitable for real-time secure communication. The implementation and performance analysis
of the scheme, demonstrated using JavaScript, further validate its practicality in modern data
protection scenarios.
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