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Abstract Data privacy is a vital issue in today’s digital communication landscape, playing
a key role in areas such as secure messaging and cloud storage. Secret sharing plays a funda-
mental role in this context by dividing a confidential secret into multiple shares, such that only
authorized subsets of participants defined by an access structure can reconstruct the secret. In
a typical (k,n)-threshold scheme, at least k out of n shares are required for recovery, ensur-
ing confidentiality against smaller coalitions. Coding-theoretic approaches, particularly those
based on linear codes, offer efficient constructions for such schemes. However, identifying
minimal codewords remains a computational challenge. To address this, we propose a perfect
secret-sharing scheme based on linear complementary dual (LCD) codes, which feature disjoint
intersections with their duals, simplifying decoding and enhancing security. Additionally, we
incorporate a cryptographic one-way hash function to authenticate participants during the recon-
struction phase, facilitating cheater detection and ensuring data integrity. Our analysis shows
that the scheme balances efficiency and robustness, making it suitable for secure, scalable, and
practical implementations.

1 Introduction

Over the past few decades, coding theory has played a pivotal role in various areas of modern
cryptography, particularly in public-key cryptosystems and a wide range of applications such
as e-cash systems, electronic voting, distributed authentication, and secure cloud storage. One
of the persistent challenges in public-key infrastructure is efficient and secure key management.
Verifying that private keys are safely shared and stored is key to keeping these systems secure
and trustworthy.

Secret Sharing Schemes (SSSs) were developed as cryptographic methods that allow a dealer
to split a secret s into multiple pieces, known as shares, and distribute them among a set of
participants P = {P}, P5,..., P,}. The central idea is that only specific, authorized groups of
participants-referred to as access structures-can come together to reconstruct the original secret.
Unauthorized groups, on the other hand, gain no information about it.

In 1979, two pioneering secret-sharing methods were introduced separately by Blakley [7]
and Shamir [33]. Shamir’s scheme is based on algebra, using Lagrange interpolation over finite
fields, while Blakley’s method takes a geometric approach involving hyperplane intersections.
Both are classified as perfect schemes because they ensure complete secrecy from any unautho-
rized subset.

Secret sharing has since found applications in diverse domains, including secure multiparty
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computation, protection of cryptographic keys in ad hoc networks, control over access to finan-
cial and military systems, and fault-tolerant data recovery. The classical (¥, n)-threshold scheme
is a specific type of SSS where the secret is distributed among n participants in such a way that
any subset of size at least k can recover the secret, a subset of fewer than k participants cannot.

In practical situations, it is commonly necessary to distribute several secrets at once rather
than just one. Need led to the development of Multi-Secret Sharing Schemes (MSSSs), where
several secrets are shared among the same group of participants. A robust MSSS ensures that
an authorized subset can recover all or some of the secrets while maintaining the privacy of the
missing ones. Various MSSSs have been presented over the years [2, 3, 5, 9, 10, 11, 12, 13, 14,
15, 16, 17, 34], offering improved efficiency, enhanced security, and support for general access
structures.

In 1993, Massey [27, 28] pioneered the application of linear codes to the construction of
secret-sharing schemes by linking minimal codewords of a linear code to the access structures of
such schemes. Later, Massey [29] expanded this approach by exploring the application of dual
codes in cryptography. Building on this, Ding et al. [22, 23] introduced sufficient conditions to
identify minimal codewords of specific linear codes, which are crucial in defining the authorized
access sets.

Subsequent research brought several innovations: Dougherty et al. [25] used self-dual codes
and combinatorial techniques to explore access structures. Bai [5, 6] designed a threshold MSSS
based on matrix projection techniques. Das and Adhikari [21] employed one-way hash functions
to construct multi-secret sharing schemes (MSSSs) with general access structures, facilitating
verification by participants and the combiner. Chum and Zhang [20] presented an ideal and
perfect threshold scheme incorporating cryptographic hash functions and herding techniques.

Later, Calkavur and Solé [8] introduced an MSSS based on error-correcting codes, where
secret reconstruction relied on bounded distance decoding. Pilaram and Eghlidos [31] proposed
a lattice-based MSSS built on lattice problems, enabling selective recovery of secrets across
multiple stages. Ding et al. [24] leveraged dual Golay codes and design theory to develop an
MSSS with explicitly determined minimal access structures.

These works highlight the critical role of coding theory in enhancing the security and func-
tionality of secret-sharing schemes. In particular, linear codes offer error detection and correc-
tion capabilities, which can be put to improve robustness against cheating and ensure secure
reconstruction.

Motivated by these advancements, this article introduces a novel (k, n)-threshold MSSS con-

4

structed using Linear Complementary Dual (LCD) codes over the ring R = > «‘F,, and en-
i=0

hanced by the incorporation of a cryptographic one-way hash function. The LCD codes ensure

structural properties conducive to efficient error detection and low-complexity implementation,

making the scheme suitable for resource-constrained environments such as embedded systems.

An aspect of the proposed scheme is its inherent cheater detection mechanism, made possible
by the collision-resistant nature of the hash function. Only authorized participants can effectively
contribute to the secret reconstruction, while any dishonest behavior is readily detected by the
dealer.

The rest of this article is structured as follows: Section 2 and 3 provides necessary pre-
liminaries on hash functions, linear codes, LCD codes, and the general of secret sharing. In
Section 4, we detail the construction of the proposed scheme and provide a concrete example.
Section 5 presents a thorough security and performance analysis. Finally, we conclude our work
and outline future directions in Section 6.

2 Preliminaries

Let IF,, be a finite field with p elements, where p is a prime number. Define the indeterminate
u such that w5 = 0. The ring R is then defined as: R = F,, + uF, + v’F, + «’F,, + v*F, =
Z?:o u'F,,, where addition and multiplication are carried out modulo v’ = 0.

Each element € R can be uniquely written as:

r=ag+ aju + aru® + azu’ + asut, where a; € F,. 2.1
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This ring R is a finite commutative local ring with unity. It is a finite chain ring, meaning
that its ideals are linearly ordered by inclusion. The maximal ideal is generated by the nilpotent
element u, and we have the following chain of ideals:

R D uR D u*R D u*R D u*R D> {0}. (2.2)
The cardinality of R is:
4
R=> u'F,|=p. (2.3)
=0

This ring is widely used in coding theory due to its rich algebraic structure, particularly for
constructing linear codes with desirable properties such as LCD (linear complementary dual)
codes and self-dual codes.

Let IF,, be a finite field with p elements, and define the finite commutative chain ring R =

4 . . . . .
> iou'Fp, where v’ = 0 and u is an indeterminate. Each element 7 € R can be uniquely
expressed as:

r=ag+ aju + aru® + azu’ + aqut, where a; € Fy.

2.1 Gray Map over R = Z;‘:O u'F,

The Gray map is a linear and distance-preserving map from R = Z?:o u'FF, to IFZ defined
component-wise. Specifically, the Gray map ® : R — Ff, is given by:

D(r) = P(ag + aju + aru® + azu® + a4u4) = (ag,a1,a2,a3,a4). 2.4)
This map can be extended naturally to vectors in R™ by applying & component-wise:

DR F, D((r1,12,...,10)) = (R(r1), P(r2), ..., P(rn)). (2.5)

2.2 Gray Images of Codes over R = Z;‘:O uiIF‘p

Let C be a linear code of length n over the ring R = Z?:o u'F,. The Gray image of C, denoted
®(C), is the image of C' under the Gray map:

P(C) ={P(c) | ce C} CF)".

The Gray image ®(C) is a linear code over [F,, of length 5n, and it preserves many structural
properties of the original code C, including its Hamming distance. In particular, if C' is an
LCD code over R = Z?:o u'F,, then ®(C') inherits useful properties that can be exploited in
cryptographic applications such as secret sharing and authentication.

Remark 2.1. The Gray map is especially useful in transforming ring-based constructions into
field-based counterparts, enabling the application of classical linear code theory over finite fields.

4
3 Codes over the Ring R = ) u'F, and Their Role in Secret Sharing
1=0

4
Let R = Y u'F, be a finite commutative chain ring with unity, where v> = 0 and F, is a
i=0
4
finite field with p elements, for a prime p. The ring R = > u'F, is a local principal ideal ring

=0
of characteristic p, with maximal ideal (u) and residue field R/(u) = F,. Let n be a positive
integer. An R-linear code C' of length n is defined as a submodule of the free R-module R".
That is, C C R™ such that C is an R-submodule. The code C is called an [n, k, d]-linear code

4
over R = Y u'FF, if the rank of C as an R-module is k, and d denotes the minimum Hamming
=0
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distance between any two distinct codewords in C. The Hamming weight of a codeword ¢ =
(c1,¢2,...,¢,) € C, denoted by wt(c), is defined as the number of non-zero coordinates in c,
i.e.,

wt(c) =|{i € {1,2,...,n} | ¢; #0}]. (3.1)
Let A; denote the number of codewords in C' having Hamming weight exactly i. Then the vector
A = (Ap, Ay,. .., Ay) is referred to as the weight distribution of C, and the set of non-zero

indices is defined as:
S={ie{0,1,...,n} | A; # 0}. (3.2)

The dual code C* of C is defined with respect to the standard inner product on R": (z,y) =
S wiy;, forz,y € R™ Then

L ={zeR"|(z,y) =0forally € C}. (3.3)
The dual C+ is also an R-linear code of length n.

A code C is said to be a Linear Complementary Dual (LCD) code over R = Z u'F, if:

C'NC+ = {0}. This condition implies that the code and its dual share only the tr1V1a1 Codeword
LCD codes offer resistance to certain types of attacks in secure communication systems and are
suitable for constructing cryptographically secure protocols. Let GG be a generator matrix for C
of size k x n, and let H be a generator matrix of C* of size (n — k) x n. Then, the orthogonality
conditions imply: GHT =0 and HGT = 0, where GT and HT denote the transposes of G

4
and H, respectively. A necessary and sufficient condition for a linear code C over R = > u'F,,
i=0
4
to be LCD is that the matrix GG” is invertible over R = 3 u'F,, [27, 32]. Moreover, the block
i=0
matrix

G
D= (H) (3.4

is invertible if and only if C' is LCD. These algebraic properties of LCD codes are crucial in
designing efficient and secure secret sharing schemes.

4
3.1 Secret Sharing Concepts over R = ) uiIFp

1=0
Secret sharing is a cryptographic protocol in which a secret is divided into multiple shares and
distributed among participants. The scheme ensures that only authorized subsets of participants
can collaboratively reconstruct the secret, while unauthorized subsets gain no information about
it. Such schemes are defined by a triplet (P, I,.S), where P denotes the set of participants, I
represents the access structure, and S is the secret. The fundamental components of a secret
sharing scheme include the following: Shares, which are elements of R? (typically with ¢ > 1)
distributed to participants by the Dealer based on a specific coding method; the Dealer, who is a
trusted entity responsible for generating the secret and assigning shares by the access structure;
and the Access Structure I, which consists of all qualified subsets of participants that can jointly
reconstruct the secret. A subset is called a minimal access set if any participant from it results
length of the secret
length of the share’
quantifies its efficiency-higher values indicate more storage-efficient schemes. A Perfect Secret
Sharing Scheme ensures that every unauthorized subset of participants has zero mutual informa-
tion with the secret, meaning they have no probabilistic advantage in guessing it. Furthermore,
a Perfect Scheme is said to be Ideal if its information rate is p = 1, i.e., each share is the same
size as the secret.

in an unauthorized set. The Information Rate of a scheme, defined as p =

3.2 Hash Functions and Their Role

To verify the authenticity of shares during the secret reconstruction phase, a cryptographic hash
function H : {0,1}* — {0,1}¢ is in the scheme. The function H satisfies the following security
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properties:

1. Preimage Resistance: Given a hash output h, it is computationally infeasible to find an
input x such that H(x) = h.

2. Second Preimage Resistance: Given an input z, it is hard to find a distinct input 2’ # x
such that H(z') = H(x).

3. Collision Resistance: It is computationally infeasible to find two distinct inputs = # 2’
such that H (z) = H(2/).

Example 3.1. Suppose a dealer wants to distribute a secret using a secret-sharing scheme and en-
sure that the shares received by participants are authentic. Let s be the secret and let s, s, . . ., Sy,
be the shares given to participants P;, P, ..., P,,. For each share s;, the dealer computes a hash
value h; = H(s;) and publicly publishes the tuple (P;, h;). During the reconstruction phase,
each participant submits their share s;. The dealer (or any verifier) checks the validity of each
submitted share by computing H (s}) and verifying whether it matches the corresponding pub-
lished hash value h;. If H(s};) = h;, the share is considered authentic; otherwise, it is rejected as
tampered or invalid. This mechanism allows the detection of incorrect or maliciously modified
shares without revealing any information about the secret itself, leveraging the cryptographic
strength of the hash function H. These properties ensure the integrity and authenticity of the
shares and play a pivotal role in detecting malicious behavior during the reconstruction phase of
the secret sharing protocol.

4
4 Construction of the Proposed Secret Sharing Scheme over R = ) u'F
=0
In this section, we present a novel multi-secret sharing scheme utilizing the algebraic structure

of linear complementary dual (LCD) codes defined over a finite commutative chain ring. Specif-
4
ically, we consider the ring R = Z u'F,, withu’ = 0, which is a local principal ideal ring

of characteristic p and nilpotency 1ndex 5. This ring is well-suited for constructing robust codes
and cryptographic primitives, particularly in secret-sharing schemes with enhanced structural
and combinatorial properties.

4 .
Let C be an [n, k, d] linear code over R = Y u'F,, that is LCD, meaning C N C*+ = {0},
i=0
where C denotes the dual code of C' under the standard inner product over R".

Assume that G € R¥*™ is a generator matrix of C, and let the code parameters satisfy the
inequality n > 2k — 3, which ensures sufficient redundancy to enable accurate secret reconstruc-
tion and integrity verification. A property of LCD codes used here is that the matrix product

4

GG7 is invertible over R = Y '[F,,, which guarantees both the security and correctness of the
i=0
scheme [1, 26].

Define the transpose of the generator matrix as:
T =GT e R™¥F. 4.1)

Since G has full row rank k, the matrix 7 also has full column rank k. This allows the com-
putation of a projection matrix 7* associated with the column space of 7, which is defined
as:

=T(T"T)"'T". 4.2)

Projection matrices play a central role in our construction by facilitating linear transformations
that preserve algebraic structures, and they are highly advantageous in designing secure linear
operations in cryptographic protocols [5].

Let s € RF be the secret vector that needs to be securely distributed among the participants.
The dealer encodes this secret as a codeword of C' by computing:

x=sG eR". 4.3)
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This codeword z embeds the secret in a linear transformation that benefits from the error-
detecting capabilities of the code C.

Next, the dealer constructs a square matrix M € R™*™ whose purpose is to blend the secret
and a set of orthogonal redundancy vectors to form a recoverable structure:

(i) The first row of M is the encoded secret x = sG.
(ii) The remaining n — 1 rows are selected as codewords ci, ¢, ..., cp_1 € C*.

Since C'* is orthogonal to C' under the inner product, each codeword ¢; € C* satisfies:
cGT =0, foralll <i<n-—1. 4.4

This orthogonality ensures that these vectors do not interfere with the embedded secret and that
their inclusion serves a purely protective function.

To prepare for secret reconstruction and future verification, the dealer computes the difference
between the matrix M and the projection matrix 7 *:

N=M-T" 4.5)

The matrix A is securely stored and used during the reconstruction phase to recover the original
matrix M through a re-computation of the projection matrix from authenticated shares.

This construction not only integrates the LCD structure of the code but also utilizes projection
theory and hash-based verification (as detailed in the next section) to provide confidentiality,
integrity, and participant authentication. It lays the foundation for a robust multi-secret sharing
scheme that can resist cheating and information leakage even when implemented over a ring
with a nontrivial nilpotent structure.

4.1 Secret Distribution Phase

In this phase, the dealer prepares and distributes the secret shares to the participants in such a way
that only authorized subsets will be able to reconstruct the original secret, while any unauthorized
subset obtains no information. The scheme leverages the algebraic structure of the LCD code

4
over the ring R = 3~ u'F,, and the security properties of cryptographic hash functions.
=0

To initiate the distribution process, the dealer randomly selects n distinct column vectors:

z; € RF*Y for1<i<nmn, (4.6)

4
such that any k of them form a linearly independent set over the ring R = Y u'F,. This

=0
condition ensures that, later, a projection matrix constructed from any k& of these vectors will
be of full rank, which is critical for successful secret reconstruction. The selection of such
vectors relies on techniques from module theory over local rings [16] and requires a source of
cryptographic randomness [17].

For each z;, the dealer computes a corresponding share vector using the previously defined
transpose of the generator matrix:
v, =Tz, € R", “4.7)

where 7 = GT and G is the generator matrix of the LCD code C. These vectors v; constitute
the actual shares to be distributed to the participants. Each v; encodes linear information derived
from the code structure and contributes to the eventual reassembly of the projection matrix in the
reconstruction phase.

To ensure the authenticity and verifiability of each share, the dealer employs a cryptographic
hash function H (-) that satisfies standard properties such as preimage resistance, second preim-
age resistance, and collision resistance. For each computed share v;, the dealer computes a
corresponding hash function:
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Finally, the dealer securely transmits to each participant P; the ordered pair:
(U,’, hz), (49)

where v; is the participant’s private share, and h; is a public digest used later for verification
during the secret reconstruction process.

This combination of algebraic encoding with cryptographic hashing provides structural sound-
ness and protection against dishonest participants for submitting forged or modified shares. It
also allows the dealer (or verifier) to detect such tampering efficiently without requiring storage
of the original shares.

4.2 Secret Reconstruction Phase

This phase involves the recovery of the original secret by an eligible subset of participants. A set
of at least k participants say F;,, F;,, . . ., P;, , must collaboratively submit their shares to recover
the secret. The security and correctness of this process are grounded in the algebraic properties
of the LCD code over R and the integrity guarantees of the cryptographic hash function.

Let the submitted shares be denoted by v;,, v;,, ..., v;, € R™.

1. Linearly Independent Shares Verification: The dealer begins by verifying that the col-
4

lection {v;,, vs,, ..., v;, } forms a linearly independent set over the ring R = > u'F,. This
i=0

condition ensures that the column space of the matrix formed from these vectors spans a k-

dimensional submodule of R"™, which is necessary for computing a valid projection matrix.

Techniques from module theory over chain rings can efficiently check linear independence

in this context.

2. Weight Validation: For each share v;;, the dealer checks whether its Hamming weight
wt(v;; ) lies within the support set S of the LCD code C, which is determined from the
code’s weight distribution:

S={ie{0,1,...,n} | A; # 0}. (4.10)
This verification step ensures that each submitted share corresponds to a valid codeword
structure.
3. Authentication Using Hash Values: The dealer computes the hash of each submitted share
and compares it with the previously stored hash values:

H(Uz‘j)éhw forj=12,....k. 4.11)

The share is considered authentic if the weight check and hash match pass successfully.
This step helps detect cheating or tampering by malicious participants, relying on the cryp-
tographic properties of the hash function.

4. Matrix Construction and Projection: The dealer constructs the matrix
Q= [v;, viy, -+ v, ] € R™F, 4.12)
and computes its associated projection matrix:
Q" =9(Q"9) Q" (4.13)

This matrix projects any vector in R™ onto the column space of Q, which, due to the linear
independence of the Vi, has full rank %.

5. Invariance Property: By the invariance theorem of projection matrices [6], which states
that if two projection matrices project onto the same submodule, then they are equal, we
conclude:

Q =T, (4.14)

since Q and 7 span the same k-dimensional subspace of R".
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6. Matrix Reconstruction: The dealer then reconstructs the original matrix M using:
M=N+Q =N+T7, (4.15)

where N was previously stored in the setup phase.

7. Retrieving the Codeword: The first row of the reconstructed matrix M corresponds to the
codeword p; € C that originally encoded the secret:

p1 = sG. (4.16)

8. Recovering the Secret Vector: Assuming p; = s'G for some s’ € R, the dealer recovers
the secret by solving:

s = (mGT)(GGT) . (4.17)
4

Since GGT is invertible over R = Y u'F, by construction, this computation yields a
=0

unique solution for s’.
9. Correctness: Given that x = sG = s’G and that G has full row rank, it follows that:
s=1s, (4.18)
confirming the correctness and integrity of the reconstructed secret.

As aresult, any authorized subset of & participants is qualified to reconstruct the secret uniquely
and successfully. Unauthorized subsets, lacking sufficient linearly independent shares, cannot
form a valid projection matrix and cannot recover the secret.

Example 4.1. Let p = 2 and consider the ring R = F, + uF, + u’F, + ©’F, + u*F, where
u® = 0. Let C be an [5,3,3] LCD code over R with generator matrix:

1 00 1 u
G=101 0 «* 1
001 u u

and parity-check matrix:

o 1 w2 v 10 .
w1 ou 0 1
The index set of the weight distribution is S = {3,4,5}. Let T = G”. Then the projection
matrix is:

0 2 uw 1 0
W 0 uw 0 1
T =T7TT"T) " 7T"=|u w 1 1 1
1 0 1 «2 1
0 1 1 1 2

Let the secret be s = (1,0,u) € R?. Then the encoded secret is:

z=sG = (1,0,u,u,0) € C.

Construct the matrix M as:

I 0 w uw O

1 01 o 1
M=|uv 0 u v u
w0 w1 P

01 1 1 wu
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Then compute:

I «> 0 «» 0
u 0 w u O
N=M-T"=10 v «* u u?
u 0 uw u wu
0O 0 0 0 1
Now, the dealer selects five distinct random vectors:
1 0 0 1
z1=10|, z2=|ul, 2z3=|0 |, m=|1], z5=
0 0 u? U u?
The dealer computes v; = T z; as follows:
v = (170707 1>u2)T7
Uy = (O,U,O, 17U)T7
v3 = (0707u27 17 I)Tv
vg = (1,1,u,1,1)T,
vs = (1,u,u%,1,0)T.

The dealer uses a one-way hash function H (-) to compute:

hi:H(Ui), fOI'ngSS,
and sends the pair (v;, h;) to each participant P;.

Reconstruction phase. Assume participants P;, P», and P, collaborate. Their shares are vy,

vy, and vg. Compute:

wt(vy) =3, wt(v2) =3, wt(w) =5€5.
Verify hash values:

H(v;) =h; forj=1,24.

Form the matrix:

Q = [v) vy vy] € RS,

Compute the projection matrix:

Q" =9(Q"Q)"'o".

By the invariance theorem of projection matrices, we have Q* = 7*. Then reconstruct:

M=N+Q*=N+T*=M.

Compute:

=l el e e

1
0
0
0
0

Thus, the first row of M is p; = (1,0,u,u,0) € C. Since p; = aG for some a € R?,

recover:
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a=pGT(GGT)™ = (1,0,u).

Hence, the secret is recovered correctly as s = (1,0, u).

Example 4.2. Let R = Fg + uFg + u’Fg + v’ Fg + u*Fg be a finite chain ring where «°> = 0, and
let Fg be the field with 8 elements defined by the irreducible polynomial o 4+ a + 1 = 0.

4
Let C be a linear complementary dual (LCD) code of parameters [9,4, 5] over R = > u'Fg

=0
with generator matrix:

1 000 a o2 0 1 &
01 00 a2 1 & 0 «a
G= 2 3
001 0 1 «a o « 1
0001 & a 1 a2 0

Let 7 = GT € R°** and define the projection matrix:
T = T(T"T) ' 77,
Let the secret vector be s = (1,a2,0,a%) € R*. The dealer encodes the secret as:
x=sGeC.
Suppose the codeword is:
z=(1,0%0,0% a,1,0% a°,0).

The dealer constructs the matrix M € R°*° such that the first row is z, and the remaining 8
rows are selected from C+ (satisfying ¢;GT = 0). The matrix A is computed as:

N=M-T*
Next, the dealer selects 9 random vectors in R:
(1707070)T7 Ty = (O,O{,O,O)T,
=(0,0,a%,0)T,  z4,=1(0,0,0,1)7,
zs = (1,0°,0,0)7, z = (a,0,02,0)7,
( (
(

z7 = (1,1,1, )7, zg = (0,0, 1,1)7,

Then, the dealer computes:
vi="Tx; €R?, hy = H(v;),
and sends the pair (v;, h;) to participant P; fori = 1t0 9.
Reconstruction Phase: Suppose participants P;, P, Ps, and Py collaborate. They send their

shares vy, v, vs5, v9 to the dealer.

4 .
« The dealer verifies that {v;, v,, vs, vy} are linearly independent over R = > u'Fs.
i=0

+ Confirms that wt(v;) € S forall j € {1,2,5,9}.
« Verifies hash matches: H(v;) = h; for all j.
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Then constructs:
Q= [v mvs v € R7*, Q"= 0(07Q) 107,
Using the invariance property:

Q=T

<
I

=
+
Q

Now,

S O O O O O O X
S O O O O O O X
SO O O O O O O X

Q
~
|
cC oo oo o o oK

(e}
(e}
(=}

The first row of M corresponds to p; = x = sG, and since G has full row rank, the secret is
recovered as:
s =pGT(GGT)™ ' = (1,0%,0,0%).

Thus, the original secret is correctly reconstructed.

Example 4.3.

5 Assessment of Scheme Security and Operational Performance

5.1 Examination of Scheme Security

This subsection evaluates the security properties of the proposed (k,n) multi-secret sharing
scheme (MSSS), which is constructed using linear complementary dual (LCD) codes over the

4
finite commutative chain ring R = 3" u'F,,, with the nilpotent condition u’ = 0.
i=0
Theorem 5.1. The proposed construction realizes a valid (k,n)-threshold multi-secret sharing
scheme.

Proof. The scheme allows the dealer to generate and distribute n distinct share vectors from
R™ using a carefully selected rank-k generator matrix derived from an LCD code. These shares
are linear combinations of the secret, designed so that any group of at least k participants can
collaboratively reconstruct the secret.

More formally, for any authorized set of k participants, the corresponding share vectors span
a full-rank matrix @ € RF*", ensuring that the secret can be recovered using a decoding al-
gorithm or by computing an appropriate projection matrix Q*. Conversely, any subset of fewer
than £ participants results in a rank matrix strictly less than k, rendering the projection and the
reconstruction of the secret infeasible. This is any partial information about the secret from being
inferred when the shares are insufficient. Therefore, the scheme satisfies the threshold condition
and qualifies as a valid (k, n)-threshold MSSS. O

Theorem 5.2. The proposed MSSS is a perfect and asymptotically ideal scheme.

Proof. A multi-secret sharing scheme is said to be perfect if every authorized subset of partic-
ipants can reconstruct the secret without error while every unauthorized subset gains no infor-
mation about the secret. This condition is firmly upheld in our construction by two integrated
mechanisms: linear algebraic constraints and cryptographic authentication.

During the reconstruction phase, each participant submits a shared vector v; € R™ accom-
panied by a corresponding hash value h; = H(v;), where H : {0,1}* — {0, 1}¢ is a secure
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cryptographic hash function. The dealer performs two verification steps: first, a weight test,
where the Hamming weight of each share is checked against a predefined index set S asso-
ciated with the weight distribution of the LCD code; and second, a hash check, ensuring that
H(v;) = h; holds for each submitted share.

Due to the preimage resistance and collision resistance, it is computationally infeasible for
an adversary to forge a valid share or manipulate existing ones without detection. Consequently,
unauthorized subsets cannot bypass the verification phase, ensuring the scheme maintains perfect
secrecy.

From a performance standpoint, the information rate p-which measures the efficiency of the
length of the secret
length of the share
output has a fixed length £. Each participant’s share the pair (v;, h;), with total length n + £.
Therefore, the information rate becomes:

scheme-is defined as: p = . Assume the secret has length n, and each hash

(5.1)

As n grows (i.e., in systems with many participants or secrets), the denominator becomes in-
creasingly dominated by n, and the information rate approaches 1. This shows that the scheme
is asymptotically ideal-it achieves near-optimal efficiency while preserving robust security guar-
antees.

The proposed scheme satisfies the dual goals of perfect secrecy and high efficiency, making
it secure and practical for real-world applications involving multiple secrets. O

5.2 Detection and Identification of Malicious Participants

A significant advantage of utilizing linear codes over the ring R = Z u'F,, where u’ =0, is the

built-in capability for detecting dishonest behavior during the reconstructlon phase of the secret
sharing process. In the proposed scheme, each participant’s share is a valid codeword from a

4
carefully selected LCD code over R = > u'F,, which enables structural consistency checks.
i=0

To improve this integrity check, the scheme incorporates a cryptographic one-way hash func-
tion H : {0,1}* — {0, 1}¢, which plays a critical role in verifying the authenticity of the sub-
mitted shares. During reconstruction, each participant submits a codeword v; € R" along with
its corresponding hash value h; = H (v;), which was precomputed during the distribution phase
by the trusted dealer.

Suppose an adversarial participant (a cheater) submits a forged share v, such that its Ham-
ming weight satisfies wt(v.) € S (where S is the allowed weight set determined by the LCD
code). Even if v, structurally appears legitimate, the dealer performs an authentication check by
computing H (v.) and verifying whether it matches any previously distributed hash value h; for
1 < i < n. Due to the preimage resistance and collision resistance of the hash function, it is
computationally infeasible for the cheater to construct a codeword v, such that H(v.) = h; for
some legitimate 7 unless v, is the same as the original v;.

Hence, if the computed hash H (v.) does not match any known value in the dealer’s hash reg-
istry, the dealer can confidently reject the forged share and identify the cheater. This verification
process improves the scheme’s robustness and safeguards the integrity of secret reconstruction,
even against malicious participants.
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Table 1. Assessment of Existing Multi-Secret Sharing Approaches

H Scheme H Participants H Secret Size H Information Rate (p) H Perfect H
Calkavur and Solé [8] n q* 1 Yes
Ding et al. [22] n q* - i I Yes
Massey [28] n—1 q 1 Yes
Pang and Wang [30] n q n No

n—p—t+1
Yang et al. [19] n g1 k-1 Yes
Proposed Scheme n p* i Yes
n+¢&

5.3 Analysis of Computational Efficiency

4

The security of the proposed scheme relies on the use of an LCD code over the ring R = 3 u'F,,,
i=0

where the security parameters such as p, n, and k play a crucial role in determining the overall
strength and flexibility of the scheme. With sufficiently large values of n and p, there are numer-
ous possibilities for selecting the generator matrix G and the parity-check matrix H that satisfy
the LCD property, allowing for a wide range of code configurations. This flexibility is beneficial
for adapting the scheme to different use cases and security requirements. Moreover, the scheme
is suitable for deployment in embedded systems, enabling highly efficient execution of arithmetic
operations over finite fields. As a result, the computational cost of the proposed scheme is lower
compared to alternative schemes that rely on interpolation techniques, making it more efficient
in terms of both time and resource usage. The operations required during the setup and the secret
reconstruction phases are optimized for efficiency, ensuring the scheme is practical and scalable
for real-world applications. The system’s overall complexity is primarily controlled by the prop-
erties of the cryptographic hash function used and the error-detection features of the underlying
code C. Table 1 provides a comparative analysis with existing threshold schemes, underscoring
the relative benefits of our approach. Notably, our scheme allows the dealer to verify the validity
of authorized participants during the secret reconstruction phase, ensuring that only legitimate
participants contribute to the reconstruction process. Additionally, the cryptographic properties
of the hash function enable the detection of dishonest or cheating participants, providing a ro-
bust mechanism for maintaining security. Furthermore, the proposed scheme stands out for its
dual capability to function as both a multi-secret sharing scheme (MSSS) and a perfect scheme,
combining strong security guarantees with high efficiency, making it an attractive solution for
practical applications.

6 Conclusion

In this work, we have presented a novel construction of a (k,n)-threshold multi-secret sharing
scheme (MSSS) based on 1inear complementary dual (LCD) codes defined over the finite com-

mutative chain ring R = Z u'F,, with the integration of a cryptographic hash function. The

scheme is designed to securely distribute multiple secrets among n participants such that only
qualified subsets of size at least k can recover the original secrets, while unauthorized subsets
gain no information. A detailed security analysis has been conducted, showing that the security
of the proposed scheme relies fundamentally on the selection of parameters n and p, as well as
the robustness of the employed hash function. While larger values of n and p enhance security
and resistance to attacks, they may also incur increased computational costs during arithmetic
operations. However, since all operations are over finite fields and rings, efficient implementation
techniques can be harnessed-especially in hardware-oriented or embedded systems. Addition-
ally, we have demonstrated the scheme’s ability to detect and identify dishonest participants dur-
ing the secret reconstruction phase, thanks to the cryptographic properties of the one-way hash
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function. Each participant’s share is verifiable, ensuring the integrity of the reconstruction pro-
cess. To assess the practical effectiveness, we conducted a comparison between our scheme and
existing linear code-based secret-sharing schemes. The results show that our approach achieves
an information rate close to Table 1, indicating minimal redundancy and high efficiency. As a
result, the scheme qualifies as a perfect-since unauthorized participants learn nothing ideal-since
the share sizes match the secret size (or nearly so). Therefore, the proposed scheme offers a
secure, efficient, and scalable solution for multi-secret sharing applications, making it suitable
for secure communications, distributed systems, and cryptographic protocols requiring secrecy
and integrity.
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