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Abstract Computer networks have transformed modern society by enabling unprecedented
connectivity and information sharing across various platforms and regions. This comprehensive
analysis examines the fundamental concepts of computer networks, their operational mecha-
nisms and their significant impact on contemporary society. While networks offer substantial
economic, educational, and social benefits, they also introduce new vulnerabilities such cyberat-
tacks, malware threats, and privacy concerns. This study uses an e-epidemic model to analyze the
behavior and defense strategies against infected malware within networks. Initially, the model is
assessed to determine the basic reproduction number, which indicates the presence of malware
within network environments and provides insights into behavior and mitigation strategies that
influence malware spread. The theoretical findings are validated through numerical simulations
using real parameter values, offering valuable insights into the model’s dynamics. This analysis
helps in controlling infections and guides the development and prediction of effective network
security measures.

1 Introduction

The empire of internet services is witnessing a remarkable panic onward in the number of users.
Computer systems now house millions of records about various sectors, including commerce,
healthcare, banking, defence, and personal data [1]. This vast array of information is vulnerable
to misuse for fraudulent activities or alteration for harmful intents. The presence of malicious
software, commonly called malware, is a major threat not only to online services such as e-mail
and web browsing, but also to critical infrastructures such as transportation, health, and electric-
ity, all of which increasingly depend on the Internet. One of the most pressing dangers to both
the Internet and computer networks is the threat of malware attacks [2]. Malicious code encom-
passes any alterations made to a software system—whether through addition, modification, or
deletion—intended to inflict damage. Although the issue of malicious code has been prevalent
for many years, recent high-profile attacks and certain economic trends indicate that it is swiftly
evolving into a major concern for industries, governments, and individuals alike [3]. The clas-
sic types of malicious code are Trojan Horses, worms, and viruses. In the connected world of
today, malicious code frequently spreads via a variety of channels, such as the sneaker net, to
compromise networks [4]. One of the many ways a computer system can be hacked is through
the introduction of malware, such as viruses and worms. A malicious object is code that infects
a computer system. Different types of malicious objects include worms, viruses, exploits, denial
of service (DoS), floods, sniffers, spoofers, and Trojans, which vary in their attack methods and
malicious actions. Historical examples have shown that such malicious software can effectively
disable the internet. Today, email serves as a primary vector for distributing viruses, worms, and
Trojans. Malware is embedded within a program or file, making it easier to spread from one
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computer to another while leaving a trail of infection [5]. This malware can damage hardware,
software, or files on your system. Although viruses have existed since the DOS era or even
earlier, they became a significant threat after the 1990s, largely due to the widespread use of the
Internet and removable storage devices. The transmission of malicious objects across computer
networks is epidemic in nature. Mathematical models are used to understand node behavior and
network dynamics concerning malware transmission. These models also provide suggestions for
control strategies, predicting infections, and assessing the effectiveness of control measures in
networks.

Many researchers have focused on controlling malicious objects in networks. In this paper,
the authors used an automated mitigation process for the Internet’s new worm with the help of
a mathematical model. They took the network delay factor into account for worm mitigation
[6]. The authors implemented an SEIRS-NIMFA model incorporating a latency period for the
dissemination of malware infections in IoT networks [7]. They introduced a worm propagation
model characterized by a saturation incidence rate. This saturation rate represents a nonlinear
incidence rate, which is considered more rational compared to bilinear and standard incidence
rates. The model also examines the interaction dynamics between computers and removable
devices through a vaccination strategy [8]. Additionally, this article develops a model for the
epidemic spread of malicious codes in Wireless Sensor Networks (WSNs), including a graded
infection rate and two time delays. The results analyze the time delay needed for the recov-
ery of infected and quarantined sensor nodes. They suggest that WSN administrators should
implement strategies to delay or manage the onset of Hopf bifurcation to effectively mitigate
malicious objects [9]. This research explores how malware viruses spread in mobile device
networks, focusing on categorizing malware as either hostile or malicious. It also considers
quarantining infected devices [10]. This model demonstrates ways to detect vulnerabilities and
evaluate antivirus effectiveness. To prevent rapid worm proliferation within computer systems,
effective antivirus software must be used [11]. The authors also focus on worm spread in wire-
less sensor networks, developing an enhanced stochastic SVEIR model that includes both white
noise and Lévy noise, along with a general incidence rate, for more accurate analysis of worm
propagation influenced by randomness [12]. Another study introduces a stochastic diffusive SIS
model with an innovative numerical method for solving both deterministic and stochastic differ-
ential equations (PDEs). The method discretizes only the time-dependent parts of the PDEs [13].
The authors proposed simplifying the network by dividing nodes into higher-degree and lower-
degree categories, then approximating their degrees to reduce the network’s complexity. They
developed an epidemic model for computer virus spread in these simplified scale-free networks
[14]. This study also includes a comprehensive control analysis of the model, incorporating
carrier devices to simulate malware propagation and reduce infections. Control strategies like
recovery and vaccination are evaluated using the SUIQR model to optimize the propagation ra-
dius in wireless sensor networks [15]. An improved malware propagation model was created to
enhance control measures like recovery and vaccination [16]. Incorporating interconnection net-
work frameworks into epidemiological models offers valuable insights for epidemiologists to de-
sign containment strategies, leveraging network information dissemination principles [17]. The
authors also addressed botnet attacks on critical infrastructure using a mathematical model, with
anti-botnet software eliminating DDoS attacks [18]. Using supervised adaptive neural networks
and the Levenberg-Marquardt algorithm, they examined interactions between computer viruses
and defenses within the nonlinear SIC model [19]. A fractional epidemic model called SEIQR
was used to calculate the basic reproduction number and communication radius of sensors to as-
sess malware control effectiveness [20]. The performance of networks was evaluated using the
DM mechanism, which helps identify and address information breaches [21]. Additionally, the
SVIQRS model described cholera dynamics in both stochastic and deterministic settings, analyz-
ing how vaccination and treatment reduce disease [22]. In another chapter, the authors discusses
the use of fractional derivatives in malware propagation models and their stability analysis [23].
Özdemir et al. examined the dynamical analysis of fractional order model for computer virus
propagation with kill signals. [24]. There have been a number of illustrative studies that recenlty
performed mathematical modelling of real-life problems [25, 26, 27, 28, 29, 30, 31, 32, 33, 34].
Although much research has explored the dynamics of related models, they often do not ex-
amine the effects of stable vaccination (patches) influenced by the network. To address this,
we introduce vaccination and quarantine nodes as control strategies in the network. Antivirus
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patches are among the most effective methods for preventing malware spread. The distribution
of patches is more advantageous than centralized methods, mainly because it reduces bandwidth
demands. Within a distributed patching system framework, a new malware propagation model
called SEIVQR, including vaccination and quarantine effects, is introduced. The model consid-
ers vaccination, quarantine, and treatment of malware-affected nodes, making it more realistic
and closer to real-world scenarios of malware removal in networks. This approach can assist
antivirus developers in practical network situations.

The following sections make up the organization of the paper. The model’s assumption and
formulation are presented in Section 2. Section 3 elaborates basic terminologies. The existence
and positivity of the model’s unique solution are examined in Section 4. The equilibrium points
and the basic reproduction number were derived in Section 5. In contrast, the stability analysis
is covered in Section 6. The discussion of the model’s numerical results is distorted in Section
7. Section 8 provides the model’s future scope and closing thoughts.

2 Mathematical Assumptions and Formulation of the Model

To avoid network crashes in computer networks, the entire network of system nodes can be seg-
regated into six types of sub-nodes: vaccinated, Susceptible, exposed, Infectious, quarantined,
and recovered nodes. The new nodes are entered into the network at the rate A that becomes sus-
ceptible. Some of the nodes in the network have been vaccinated through the auto-installation
of protection, and nodes enter the vaccinated state at a rate B. The susceptible nodes increase
as vaccinated nodes become vulnerable at a rate γ. The entire system, due to a network prob-
lem, may experience a natural crash of the hardware or software at the d1. The infectious nodes
increase based on the progression of the exposed nodes to active infection at a rate σ. The in-
teraction between the exposed nodes and infected nodes becomes infectious at the rate σ. The
nodes decrease due to malicious objects in the network at a rate d2. Quarantined or isolation of
the nodes increases based on the filtration of the infected nodes at the rate ε. The progression
of the anti-malware software causes the isolated nodes to recover at a rate of θ. Assuming the
network displays a diagram and is regulated by a nonlinear set of ordinary differential equations.

Figure 1. Schematic diagram of the model.
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Notation Description
S(t) The number of devices that are not yet protected or infected with mal-

ware.
E(t) The Number of malware-connected but non-infected device nodes
I(t) The Number of systems that are actively infected and capable of spread-

ing malware
V (t) The number of device nodes that have been patched, secured, and hard-

ened.
Q(t) Through patches, the infected nodes are isolated.
R(t) The Number of device nodes recovered after treatment of anti-malware

software
A The recruitment of new nodes occurs within susceptible nodes on a per

capita basis through the network.
B The rate at which nodes enter the vaccinated nodes.
α The ratio of susceptible nodes that become infected.
σ The ratio of exposed nodes that become infected.
ε The ratio of infected nodes that become isolated.
θ The ratio of isolated nodes that become recovered.
γ The ratio of vaccinated nodes becomes susceptible
d1 Failure of nodes caused by hardware and software issues
d2 Failure of nodes due to a malware attack in the network.

Table 1. Description of the variable and parameter of the malware model

3 Basic terminologies



dS
dt = A− αSI − d1S + γV
dV
dt = B − d1V − γV
dE
dt = αSI − σE − d1E
dI
dt = σE − d1I − d2I − εI
dQ
dt = εI − d1Q− θQ
dR
dt = θQ− d1R

(3.1)

From system (3.1), all nodes are positive with respect to their initial conditions, i.e.,

S(t) > 0, V (t) > 0, E(t) > 0, I(t) > 0, Q(t) > 0, R(t) > 0

In this part, we examine the positive invariant of the region and the presence of solutions.

4 Analysis of the model propagation model

In this part, we examine the positive invariant of the region and the presence of solutions.

Invariant Region and Positivity

Theorem 4.1. All the solutions of system (3.1) with non-negative initial conditions are bounded,
i.e., the set of regions {∆ = S(t) > 0, V (t) > 0, E(t) > 0, I(t) > 0, Q(t) > 0, R(t) > 0 : ∆ ∈
R6

+} is positively invariant.

Proof. It is clear that the sum of all nodes in the region is N, and in the absence of any infection
of the system or the network, it is dN

dt = A+ B − d1N − d1I − d2I Since there is no infection
in the network, I = 0. Then dN

dt = A+B − d1N .
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The total number of nodes of the system is represented as N(t) ≤ N(0)e−d1t+ A+B
d1

(1− e−d1t),
when N(0) ≤ A+B

d1
, then N(t) ≤ A+B

d1
The region ∆ is positively invariant. Therefore, the

solution enters the region in finite time. Hence, the solution is to attract all the nodes in the
region. The malware model of (3.1) is mathematically meaningful.

For the positivity of model (3.1), the nodes meet the initial condition
From the first equation of model (3.1)

dS

dt
= A− αSI − d1S ≥ 0

This can be solved by the standard form of the differential equation we have

d
dt

S(t)e

{
t∫

0
αI(ω)dω+d1t

} ≥ 0

⇒ S(t) ≥

S(0)e

{
t∫

0
αI(ω)dω+d1t

} ≥ 0,∀t > 0

Using this procedure, the rest of the nodes are derived as positive.
Therefore, all nodes are positive and invariant in the region ∆.

5 Existence of equilibrium points and Basic Reproduction Number

This section covers the two equilibrium points and their stability analysis. The analytical and
stability analyses of the model (3.1) determine this equilibrium point.

The stability analysis gives insight into the conditions under which the malware captures
or can be controlled in the networks. By understanding these dynamics, the researchers and
policymakers can target the interventions more effectively.

In case of malware-free equilibrium points, the infected, quarantined, and recovery nodes are
treated as zero. So, we can analyze model (3.1). that we have in the region ∆MFE,

∆MFE = (S0, V0, 0, 0, 0, 0) , ∆MFE =
(

A(d1+γ)+γB
d1(d1+γ) , B

(d1+γ) , 0, 0, 0, 0
)

The endemic equilibrium point is ∆∗
MEE = (S∗, V ∗, E∗, I∗, Q∗, R∗)

Where

S∗ =
A(d1 + γ) + γB

(d1 + αI∗)(d1 + γ)
,

V ∗ =
B

(d1 + γ)
,

E∗ =
(

αI∗[A(d1+γ)+γB]
(d1+αI∗)(d1+γ)(d1+σ)

)
,

Q∗ =
εI∗

(d1 + θ)
,

R∗ =
θεI∗

(d1 + θ)
.

Calculation of Basic Reproduction Number
The basic reproduction number is important in network analysis because it decides whether

malware will remain or disappear within the network. This number can be calculated using
next-generation matrix methods, where the infected nodes are evaluated at the malware-free
equilibrium. It can be inferred from model (3.1) by examining two nodes, such as exposed and
infectious nodes.(

dE
dt
dI
dt

)
=

(
αSI

0

)
−

(
σE + d1E

d1I + d2I + εI − σE

)
From the transmission matrix F and the transition matrix as V, where

F =

(
0 A(d1+γ)+γB

d1(d1+γ)

0 0

)

V =

(
(σ + d1) 0

−σ (d1 + d2 + ε)

)
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The basic reproduction number is the dominant eigenvalue of FV-1, which can be obtained as
R0 = ρ(FV −1) = ασ[A(d1+γ)+γB]

d1(d1+γ)

6 Analysis of Stability

Stability analysis aims to identify the conditions that enable controlling or removing malware
from the network. Understanding these dynamics helps policymakers and anti-malware compa-
nies target their efforts more effectively.

In this section, we will examine the stability of the equilibrium points both locally and glob-
ally. To assess the local stability of both the malware-free equilibrium and the endemic equilib-
rium, we can apply the concept of eigenvalues and the Routh-Hurwitz criterion.

Theorem 6.1. The System (3.1) is locally asymptotically stable around its malware-free equi-
librium point ∆MFE= ({S0, V0, 0, 0, 0, 0}), when all the roots of the Jacobian matrix JMFE are
negative real parts, iff A1A2>0. Otherwise unstable.

Proof. Model (3.1) is linearized at the malware-free equilibrium point ∆MFE = (S0, V0, 0, 0, 0, 0)

JMFE (S0, V0, 0, 0, 0, 0) =



−d1 γ 0 −αS0 0 0
0 (−d1 − γ) 0 0 0 0
0 0 (−σ − d1) αS0 0 0
0 0 σ (−d1 − d2 − ε) 0 0
0 0 0 ε (−d1 − θ) 0
0 0 0 0 θ −d1



⇒ JMFE (S0, V0, 0, 0, 0, 0) =



−d1 γ 0 −αA(d1+γ)+γB
d1(d1+γ) 0 0

0 (−d1 − γ) 0 0 0 0
0 0 (−σ − d1) αA(d1+γ)+γB

d1(d1+γ) 0 0
0 0 σ (−d1 − d2 − ε) 0 0
0 0 0 ε (−d1 − θ) 0
0 0 0 0 θ −d1


Then

det(λ− JMFEI) = 0

det



−d1 − λ γ 0 −αA(d1+γ)+γB
d1(d1+γ) 0 0

0 (−d1 − γ)− λ 0 0 0 0
0 0 (−σ − d1)− λ αA(d1+γ)+γB

d1(d1+γ) 0 0
0 0 σ (−d1 − d2 − ε)− λ 0 0
0 0 0 ε (−d1 − θ) 0
0 0 0 0 θ −d1 − λ


= 0

The eigenvalues of the matrix above are
λ1 = −d1, λ2 = −d1, λ3 = (−d1 − γ), λ4 = (−d1 − θ). All four eigenvalues are negative,

and the other two can be found by solving the quadratic equations.
λ2 +A1λ+A2 = 0, Where
A1 = σ + 2d1 + d2 + ε > 0
A2 = (σ + d1)(d1 + d2 + ε)− ασ[A(d1+γ)+γB]

d1(d1+γ) > 0
⇒ A2 = (σ + d1)(d1 + d2 + ε)−R0 > 0

It follows that the differential inequality R0 < 1, so the malware-free equilibrium point is
locally asymptotically stable.
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Local Stability at Endemic Equilibrium

Theorem 6.2. The endemic equilibrium point ∆∗
MEE = (S∗, V ∗, E∗, I∗, Q∗, R∗) is locally stable

when R0 > 1.

Proof. At the endemic equilibrium point, linearize model (1.1). We have

JMEE (S∗, V ∗, E∗, I∗, Q∗, R∗) =



−αI∗ − d1 γ 0 −αS∗ 0 0
0 −d1 − γ 0 0 0 0

αI∗ 0 −σ − d1 αS∗ 0 0
0 0 σ −d1 − d2 − ε 0 0
0 0 0 ε −d1 − θ 0
0 0 0 0 θ −d1


The three eigenvalues λ1 = −d1, λ2 = −d1 − θ, λ3 = −d1 − γ. The other three eigenvalues

can be determined from the cubic equation
λ3 +B1λ

2 +B2λ+B3 = 0. Where
B1 = (αI∗ + 3d1 + d2 + ε) > 0

B2 =

(
(αI∗ + d1)(σ + d1) + (αI∗ + d1)(d1 + d2 + ε)

+(σ + d1)(d1 + d2 + ε)− ασS∗

)
> 0

B3 =

(
(σ + d1)(αI∗ + d1)(d1 + d2 + ε)

+(αI∗ + d1)ασS∗ + α2I∗σS∗

)
> 0

Since B1.B2 − B3 > 0, so as per the Routh-Hurwitz principle R0 > 1, the system is locally
stable at the endemic equilibrium point.

Global Stability of Endemic Equilibrium Point

Theorem 6.3. The endemic equilibrium point of the system is globally stable when R0 > 1.

With the help of the Lyapunov function, it is possible to derive the stability of the equilib-
rium point. The endemic equilibrium points were proved by the authors using the following
approaches [35].

Proof. Consider the Lyapunov function L : ∆ ∈ R6
+ → R+ is defined by

L = 1
2

{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}2

Taking the derivative of both sides, we have

dL
dt =

{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}
d
dt (S + V +E + I +Q+R)

dL
dt =

{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}
((A+B)− (S + V +E + I +Q+R) d1 − d2I)

dL

dt
≤

{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}{
(S + V +E + I +Q+R)−

(A+B)

d1

}

dL
dt ≤

{
(S − S∗) + (V − V ∗) + (E − E∗)

(I − I∗) + (Q−Q∗) + (R−R∗)

}{
(S + V +E + I +Q+R)−
(S∗ + V ∗ +E∗ + I∗ +Q∗ +R∗)

}
dL
dt ≤ −d1

{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}

dL
dt ≤ −d1

{
(S − S∗) + (V − V ∗) + (E − E∗)

+(I − I∗) + (Q−Q∗) + (R−R∗)

}2
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Figure 2. Dynamic Behavior of nodes. Numerical simulation of the SVEIQR model over 100
days (generated using ode 45 RK 45 methods). Behavior of nodes under assumed as (S=4, V=3,
E=2, I=1, Q=0, R=0), A = 0.29, B = 0.00006, α = 1.5, σ = 0.02, ε = 0.00025, θ = 0.002, γ =
0.01, d1 = 0.011, d2 = 0.001

The differentiable function is negative semi-definite, i.e L ≤ 0. Then a differentiable function
dL
dt ≤ 0. As per Lasalle’s invariance principle, the largest invariant set of the network is globally
stable at the endemic equilibrium point [36].

7 Result Discussion

In this section, we perform a numerical validation of the theoretical results for both suitable and
actual parametric values. This process helps identify which parameters most significantly in-
fluence malware spread, guiding targeted intervention strategies. A model has been developed
to analyze malware propagation within a network domain. MATLAB is used to solve system
(3.1), demonstrating its dynamic behavior, as shown in Figure 2. It is clear from this figure that
the system exhibits asymptotic stability. Additionally, Figure 2 highlights key nodes that can be
targeted for infection control, isolation, or patch deployment within the network. Figure 3 shows
that nodes in the exposed class E reach their peak during specific time periods, indicating the
best times to run anti-malware software to protect these nodes. The effect of Q on infected nodes
over time is analyzed and displayed in Figure 4. Figure 5 presents three-dimensional visualiza-
tions of vaccination and recovery nodes over time, highlighting the importance of patches in a
proactive security strategy to mitigate malware threats. Lastly, Figure 6 compares isolation and
infectious nodes over time, demonstrating that once a malware threat is detected, contaminated
(infectious) nodes are isolated for a set period to enable quick response and control measures.
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Notation Description Values (Assumed)
S(t) The number of devices that are not yet

protected or infected with malware
4

E(t) The Number of malware-connected but
non-infected device nodes

3

I(t) The Number of systems that are actively
infected and capable of spreading malware

2

V (t) The number of device nodes that have been
patched, secured, and hardened

1

Q(t) Through patches, the infected nodes are
isolated

0

R(t) The Number of device nodes recovered after
treatment of anti-malware software

0

A The recruitment of new nodes occurs within
susceptible nodes on a per capita basis through

the network

0.29

B The rate at which nodes enter the vaccinated
nodes

0.000006

α The ratio of susceptible nodes that become
infected

1.5

σ The ratio of exposed nodes that become
infected

0.02

ε The ratio of infected nodes that become isolated 0.00025
θ The ratio of isolated nodes that become

recovered
0.002

γ The ratio of vaccinated nodes becomes
susceptible

0.01

d1 Failure of nodes caused by hardware and
software issues

0.011

d2 Failure of nodes due to a malware attack in the
network

0.001

Table 2. Parametric values and their descriptions
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Figure 3. Effect of exposed and recovered nodes over the 1000 days with parametric values ( ode
45 RK 45 methods), A = 0.29, B = 0.00006, α = 1.5, σ = 0.02, ε = 0.00025, θ = 0.002, γ =
0.01, d1 = 0.011, d2 = 0.001

Figure 4. Effect of infected in quarantined nodes over the 1000 days with parametric values
(using ode 45 RK 45 methods), A = 0.29, B = 0.00006, α = 1.5, σ = 0.02, ε = 0.00025, θ =
0.002, γ = 0.01, d1 = 0.011, d2 = 0.001
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Figure 5. Effect of 3D form of infected and recovered nodes over the 100 days (using ode 45
RK 45 methods), A = 0.29, B = 0.00006, α = 1.5, σ = 0.02, ε = 0.00025, θ = 0.002, γ =
0.01, d1 = 0.011, d2 = 0.001

Figure 6. Effect of 3D form of infected and quarantined nodes over the 100 days (using ode
45 RK 45 methods), A = 0.29, B = 0.00006, α = 1.5, σ = 0.02, ε = 0.00025, θ = 0.002, γ =
0.01, d1 = 0.011, d2 = 0.001
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8 Concluding Remarks and Future Scope

The spread of malware has become a major global concern, with outbreaks occurring world-
wide. Predicting these transmissions is essential for developing effective control strategies, and
mathematical modeling is recognized as a valuable tool for this purpose. This study focuses on
the dynamic transmission of malware within a network, using a nonlinear system of differen-
tial equations. First, a quantitative analysis is performed on the model to verify its positivity and
boundedness. The analytical solution reveals two equilibrium points, which are key for assessing
the system’s stability. Stability is examined through linearization and Lyapunov functions. The
basic reproduction number is analyzed to evaluate the sensitivity of various parameters. This
research highlights the importance of targeted interventions, such as optimizing recovery and
vaccination (patch) strategies, in controlling malware outbreaks. The existence or non-existence
of malware within the system affects the fundamental reproduction number. The effectiveness of
vaccination and quarantining infected nodes an important indicator for eradicating or controlling
malware. The proposed model provides practical insights for prompt responses to malware out-
breaks, combining theoretical and sensitivity analyses. Numerical simulations, along with the
impact of actual parameter values on malware transmission, show positive indicators for mal-
ware spread speeds alongside vaccination and quarantine efforts. Quarantine and surveillance,
including vaccinations, are crucial for managing malware within networks. Our model demon-
strates that quickly identifying and isolating infected nodes can significantly reduce secondary
transmissions. Public awareness campaigns are crucial for controlling the spread of malware
and reducing infection rates. Implementing integrated quarantines, timely system updates, and
education on malware risks and prevention can greatly help reduce transmission and protect the
public network. Future work will employ fractional multi-order and delay differential equations
to improve modeling accuracy and validate the model.
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