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Abstract Technology has seen remarkable growth over the past few decades, accompanied
by a significant rise in the use of multimedia devices. This widespread adoption of digital de-
vices has led to an explosion in the circulation of multimedia data. Since, the volume of digital
content continuously increasing, so there is a need for robust security measures to protect this
valuable data from unauthorized access and malicious threats. A lot of data is communicated in
the form of images over open networks. Effective encryption algorithms are essential for safe-
guarding image data and ensuring its confidentiality and integrity. In response to this growing
demand for enhanced image security, this paper presents an efficient image encryption algorithm
based on the ElGamal cryptosystem combined with Chen’s hyper-chaotic system and 2D Hénon
map. The Chen’s hyper-chaotic map is used for diffusion of image pixels, whereas 2D Hénon
map is utilized to introduce confusion. The Chen’s hyper-chaotic system provides high level of
unpredictability and complexity to the image data. It provides an added layer of security when
combined with 2D Hénon map. Our approach has been rigorously tested through simulations
and the results demonstrate the efficiency and effectiveness of the proposed scheme. Further,
a comprehensive security analysis along with comparison with some existing encryption tech-
niques supports the robustness of the algorithm. These analyses confirm that our approach not
only meets the current security requirements, but also provides a reliable solution for protecting
digital media data in today’s technologically advanced landscape.

1 Introduction

In past few decades, the technology has grown rapidly and usage of multimedia channels has
been increased widely. A lot of multimedia data is being circulated in the form of images and
videos. Since, this digital data is communicated through some open network channels, therefore,
the security of communicated digital data has been a great concern in various domains such as
social media, medical imaging, satellite imaging, digital transactions, etc. In order to protect
secrecy in this fast pace changing technological era, several image security algorithms have been
introduced. But due to rapid technological advancement in hardware and software, algorithms
gets outdated and are not capable of protecting data, which may attract several threats to the
secret data. Thus, there is strong demand to construct some novice data encryption algorithms.

Research advancements in image security have been received using DNA coding [11, 27, 36,
45,46], RSA cryptosystem [25,32], wavelet transform [7,16,23], cosine transform [21,39], frac-
tional Fourier transform [19, 20] and many more. Several researchers have used spatial domain
encryption which comprises of scrambling and sequence encryption. In [47], a novel scheme
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for encryption and decryption of multiple colour images is proposed by combining bit-level ex-
tension with discrete wavelet transform (DWT). Additionally, chosen-plaintext and differential
attacks are mitigated by generating secret keys with SHA-512 hash function. Authors in [44]
proposed an image encryption algorithm using DNA coding and a compound-coupled chaotic
system (CCCS) to enhance level of security in image encryption. In [37], Vaish have intro-
duced an error free and key sensitive color image encryption scheme using Sine powered map
and Arnold transform in Stockwell domain. In [12], authors introduced an adaptive sparse ba-
sis compressive sensing (ASB-CS) model using singular value decomposition (SVD) and a new
fractional-order Hopfield neural network with parametric deformed exponential rectified linear
unit (PDE-ReLU) memristor. In [15], an image encryption scheme combining Arnold’s cat
map for pixel shuffling, elliptic curve cryptography for encryption, and a genetic algorithm to
optimize key generation and enhancing security, is provided. In [33], Song et al. presented a par-
allel image encryption algorithm using intra bitplane scrambling. In [42], Xu et al. introduced
dynamical analysis of an improved FitzHugh-Nagumo neuron model with multiplier-free imple-
mentation. In [35], Sun et al. provided dynamic analysis of HR-FN-HR neural network coupled
by locally active hyperbolic memristors and encryption application based on Knuth-Durstenfeld
algorithm.

Several public key cryptosystems such as RSA, ElGamal, RC4, Paillier are popular in this
domain. The authors in [9] have applied ElGamal cryptosystem for image security. The authors
in [17] proposed a medical image encryption scheme utilizing improved ElGamal cryptosystem.
In [28], researchers have used ElGamal crytosystem and Arnold map to encrypt an Electronic
Patient Record (EPR) and then further embedded it for additional security. The ElGamal method
generates distinct ciphertexts for the same plaintext message with each encryption operation.
This feature improves security by ensuring that even if a hacker intercepts different ciphertexts,
they cannot readily interpret the original message. It has scalablility, high computational com-
plexity, higher security, low space consumption. It also performs better than some other public
key cryptosystems [30] as it is not based on factorizing substantial prime numbers.

Due to the unpredictable nature of chaos-based schemes, it becomes a good candidate for
several cryptographic schemes. The chaotic systems ensure higher security, creating resistance
to brute-force attacks. Chaotic systems are popular in image encryption techniques because they
possess ergodicity, robustness, pseudo-randomness, complexity, high sensitivity to initial values,
and adjustable parameters. There are mainly two types of chaotic maps [1], one or 2-dimensional
and multidimensional chaotic maps. The multidimensional chaotic system entails more time for
execution due to its complicated structure and the methodology of finding solutions. In disparity,
one- or two-dimensional chaotic maps have a more straightforward design and are executed effi-
ciently in recent MATLAB versions and require less computational time. In view of this result,
we employed a combination of lower-dimensional chaotic maps instead of a single multidimen-
sional chaotic system. Niu et al. presented an image encryption scheme based on improved
four-dimensional chaotic system and evolutionary operators [29]. Kocak et al. introduced an
image encryption algorithm based on key optimization by using the particle swarm optimiza-
tion (PSO) algorithm and a novel modular integrated logistic exponential (MILE) map, which
provides enhanced chaotic performance, faster processing, and strong resistance to cryptanaly-
sis [14]. Çelik et al. [5] introduced an encryption scheme by applying affine and substitution
techniques along with an extended one-dimensional chaotic map to enhance encryption strength.
The authors in [24] have developed a public key image encryption technique based on modified
approach of Vigener cipher combined with the Arnold and Baker maps. Zhou et al. [48] pro-
posed a novel image encryption scheme based on chaotic signals with finite-precision error. In
[4], Bahaddad et al. presented an image steganography technique based on bald eagle search
optimal pixel selection with chaotic encryption. In [34], Su et al. provided a three-dimensional
(3D) space permutation and diffusion technique for chaotic image encryption using Merkel tree
and DNA code. In [6], authors introduced a symmetric cryptosystem for RGB image encryption
combining a 3D hybrid chaotic system, a novel pixel shuffle operator, and cellular automata.
Vijayakumar et al. [38] proposed an encryption technique by combining S-boxes, cellular au-
tomata (CA) along with using a 4D memristive hyperchaos to enhance randomness, uncertainty,
and ergodicity. Li et al. [18] proposed an image encryption algorithm using a 6D chaotic system
and DNA encoding. The image is diffused and shuffled by chaotic sequences at both pixel and
DNA encoding levels, producing a highly secure encrypted image. Two chaotic maps, namely
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logistic and Hénon maps are used in [13] to generate encryption keys. The 2D Hénon map in
[22, 31] exhibits high sensitivity of its parameter values, non-linearity and unpredictable nature.

In recent years, researchers have investigated hyper-chaotic system because it has more than
one positive Lyapunov exponent, larger key space, better sensitivity, high security and more
complex dynamical characteristics. An image cryptosystem based on hyper-chaotic map has
been proposed in [10]. Chen’s hyper-chaotic system is recently utilised in [2, 8, 40] as it’s com-
putation time is shorter than that of other chaotic systems. In [43], Yu et al. presented dynamics
analysis, FPGA realization and image encryption application of a 5D memristive exponential
hyperchaotic system.

By reminiscing the ideas above and considering the urge of the image security in defence sec-
tor, medical and smart devices, we are disseminating a novel image encryption algorithm which
is highly secure and robust over open networks. In the proposed algorithm, the ElGamal cryp-
tosystem is combined with multi-dimensional Chen’s hyper-chaotic system for diffusion and 2-
dimensional Hénon map for confusion. A comprehensive analysis of our algorithm is provided,
addressing key challenges such as key sensitivity, computational efficiency, and resistance to
cryptographic attacks. Through experimental validation, we demonstrated that our algorithm
offer a viable and potent alternative to remaining image encryption methods, paving the way for
more secure and efficient image data protection strategies.

The structure of the paper is as follows: Section 2 provides preliminaries required for this
paper, whereas Section 3 introduces structure of proposed scheme for encryption and decryption
of images. Section 4 presents the simulation results for the given scheme. Section 5, Section 6
and Section 7 are devoted to the statistical results, security analysis and quality measures respec-
tively. Section 8 compares the proposed scheme’s results with some of the existing techniques.
At last, Section 9 presents the conclusion of the paper.

2 Preliminaries

In order to construct the proposed algorithm, it is required to ponder over the following prelimi-
naries:

2.1 ElGamal cryptosystem

The ElGamal cryptosystem introduced by T. Elgamal in 1985, is an asymmetric key cryptosys-
tem based on discrete logarithm problem which requires to find the exponent 0 < x < ϕ(p) of the
equation rx ≡ y (mod p) for the given positive integers r, y and p [3]. The Elgamal cryptosystem
is described below:

• First, select a large prime p and a positive integer r such that r is a primitive root of p.

• Select a random positive integer k such that 2 ≤ k ≤ p− 2.

• Compute s ≡ rk (mod p).

• (r, s, p) are public keys and k is private key.

• For encryption, select a positive integer l such that 2 ≤ l ≤ p− 2.

• Compute e ≡ sl (mod p) and f ≡ rl (mod p).

• Next, compute c ≡ m ∗ e (mod p) where m is the plain message.

• For decryption, compute m ≡ c ∗ f−k (mod p).

For instance, let us take the prime number p = 269 and the primitive root r = 3. Now,
choose the integer k = 9 which lies between 2 and 267. Next, compute s ≡ 39 (mod 269) ≡
46 (mod 269). So, public keys are (r, s, p) = (3, 46, 269) and private keys is k = 9. Next, choose
the random integer l = 37 which lies between 2 and 267. Next, compute e ≡ 4637 (mod 269) ≡
230 (mod 269). For encryption of message m = 131, multiply m with e to obtain c ≡
131 ∗ 230 (mod 269) ≡ 2 (mod 269). For decryption of ciphered message c, calculate f ≡
337 (mod 269) ≡ 122 and our message m ≡ 2 ∗ 122−9 (mod 269) ≡ 2 ∗ 200 (mod 269) ≡
131 (mod 269).
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2.2 Chen’s hyper-chaotic system

The Chen’s hyper-chaotic system is extensively used in image encryption algorithms as it takes
less time to generate sequences due to the presence of two positive Lyapunov exponents [8].
This system is represented as follows:


ẋ = α(y − x),

ẏ = δx− xz + γy − h,

ż = xy − βz,

ḣ = x+ κ,

(2.1)

where α, β, γ, δ, and κ are secret key parameters. The system (2.1) becomes a hyperchaotic for
−0.7 < κ < 0.7, α = 36, β = 3, γ = 28, and δ = −16. It is utilized to create four hyper-chaotic
sequences using famous Runge-Kutta method of order four. It provides better security compare
to other chaotic systems [8, 40].

2.3 2D Hénon map

The Hénon map is proposed by M. Hénon as a simplified version of the Poincaré section of the
Lorenz model [41]. The two dimensional invertible discrete Hénon map is given by:{

xi+1 = 1 − ax2
i + yj (mod n),

yj+1 = xi + b (mod n),
(2.2)

where n is the order of the image matrix, and a, c are the key parameters which lies in the finite
cyclic group of order n. Also, (xi, yj) and (xi+1, yj+1) are the respective pixel positions of the
old and new images. The inverse of the above map is given by:{

xi = yj+1 − b (mod n),

yj = ax2
i + xi+1 − 1 (mod n).

(2.3)

3 Proposed scheme

3.1 Image encryption algorithm

In the proposed scheme first we apply ElGamal encryption scheme to diffuse the image pixels
and then Chen’s hyper-chaotic map is applied to diffuse the pixels of partially encrypted image.
In the next round, we implement 2D Hénon Map to confuse pixels of the image data obtained
from previous step. Three color component images red component (NR), green component
(NG), and blue component (NB) are segregated from an RGB image (NRGB). We apply the
ElGamal cryptosystem on these component images for the first stage of partial encryption to get
images (NR1), (NG1) and (NB1). As discussed in Section 2.1, for the above partial encrypted
images, use keys kR for (NR1), kG for (NG1) and kB for (NB1). To improve the encryption
quality, different key parameters are used for all three color plates. Next, with the help of Chen’s
hyper-chaotic system, we construct an image matrix of sizes n × n with random entries using
parameter κR. Similarly, using the parameters κG and κB we constructed image matrices for
(NG1) and (NB1), respectively. These random image matrices are XORed with (NR1), (NG1)
and (NB1) to get new encrypted image matrices (NR2), (NG2) and (NB2). For the third stage
encryption and to decrease correlation among the pixels, exploit Hénon map with parameters
aR, bR for (NR2), aG, bG for (NG2) and aB , bB for (NB2) to get final encrypted image matrices
(NR3), (NG3), and (NB3). Concatenating these component images to produces the final ciphered
image C. The block diagram for the proposed encryption algorithm is summarize in Figure 1.
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Figure 1: Block diagram for proposed technique

Generation of Random matrix using Chen’s hyper-chaotic system

To increase the performance and to resist statistical attacks in image cryptography; the hyper-
chaotic maps play crucial role in image ciphering schemes. The Chen’s hyper-chaotic system
will be used in the proposed algorithm to generate random matrix of entries from 0 to 255.

With the help of the Runga-Kutta method of order four, hyperchaotic sequences < uj >,<
vj >,< zj >, and < wj > are generated. These sequences are further used to generate a random
matrix. The prediction time for Chen’s setup is low than that of other chaotic systems. Also, due
to higher security of Chen’s system compared to other chaotic systems, it is implemented in the
proposed algorithm.
The following steps are followed to generate the random matrix:

• Transform the above hyper-chaotic sequences < uj >,< vj >,< zj >, and < wj > into
sequences < u∗

j >,< v∗j >,< z∗j >, and < w∗
j > of integers from 0 to 255 as follow:

u∗
j = |fix((uj − fix(uj))× 1014)| (mod 256),

v∗j = |fix((vj − fix(vj))× 1014)| (mod 256),
z∗j = |fix((zj − fix(zj))× 1014)| (mod 256),
w∗

j = |fix((wj − fix(wj))× 1014)| (mod 256),

(3.1)

where fix(k) gives integer nearest to k towards zero.

• With the help of sequences defined in system (3.1), a hyper-chaotic sequence P = {I1, I2, I3, ..., In2}
is created as follows

Ij =



u∗
j if 0 ≡ w∗

j (mod 3),

v∗j if 1 ≡ w∗
j (mod 3),

z∗j if 2 ≡ w∗
j (mod 3),

(3.2)

for j = 1, 2, 3, ..., n2.

• Rearrange the elements of sequence {Ij} to form a matrix I of size (n× n).



ENCRYPTION ALGORITHM USING CHEN AND ELGAMAL 1003

Figure 2: Flow chart of the proposed encryption algorithm

The step by step execution of the proposed algorithm is described as follows:

Step 1: Take the secret keys (kR, kG, kB) for the ElGamal cryptosystem.

Step 2: Consider the 2-D Hénon map’s secret parameters (aR, aG, aB) and (bR, bG, bB).

Step 3: Apply Chen’s hyper-chaotic map to obtain the matrix I of size n × n whose entries
are ranging from 0 to 255 (Please refer to Figure 2).

Step 4: Extract the component color images ( viz, red (NR), green (NG) and blue (NB)) from
the plain image (NRGB).

Step 5: Consider the color component NR.

Step 6: Employ the ElGamal cryptosystem to the component image NR, which produces first
stage partial ciphered image NR1

NR1 = mod(NR × sl, 256).

Step 7: Take bitXOR of image NR1 and the square matrix I obtained in Step 3 to obtain
second stage partial encrypted image NR2 as

NR2 = NR1

⊕
I.

Step 8: Apply 2-D Hénon map to image NR2 to produce final encrypted component image
NR3 .

Step 9: Repeat Step 7 to Step 9 for other two color component images NG and NB to produce
their respective encrypted components NG3 and NB3 .
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(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

Figure 3: (a-e) show the experimental images for proposed algorithm. (f-j) show the encrypted
images corresponding to the experimental images. (k-o) show the decrypted images correspond-
ing to the encrypted images.

Step 10: Concatenate the obtained images in Step 9 and Step 10 to produce final colored
cipher image (C)

C = cat(3, NR3 , NG3 , NB3).

3.2 Proposed scheme for image decryption

The process of decryption is reverse to that of encryption. We perform the all the above steps in
reverse order starting from Step 11 to all the way to Step 4 to recover the original image (NRGB)
back from the ciphered image (C).

4 Simulation results

For the simulation of results of proposed image encryption algorithm, the different RGB images
of size 256×256 are chosen randomly from the USC-SIPI database (https://sipi.usc.edu/database/).
The algorithm is executed in MATLAB R2023b software using an Apple M1 chip with 8GB
RAM system. The visual encryption results of different experimental images are given in Figure
3.

5 Statistical Analysis

5.1 Histogram analysis

A histogram of an image is a visual representation that shows the distribution of different bright-
ness values in the image. It plots the frequencies of pixels for each possible brightness value,
which typically ranges from 0 to 255 for an 8-bit grayscale image. Here, Figure 4 :(a-e) rep-
resent original image, (f-j) represent histogram of original image, (k-o) represent histogram of
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(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

(p) (q) (r) (s) (t)

Figure 4: (a-e) show the experimental images for proposed algorithm; show the histogram of
(f-j) original images. (k-o) encrypted images corresponding to that of the original images. (p-t)
decrypted images corresponding to that of the encrypted images.

encrypted image, (p-t) represent histogram of decrypted image which is exactly same as his-
togram of original image which shows that our method is efficient.

5.2 Chi-square test

The image of the histogram provides a visual representation of the distribution of pixel intensity
values. However, the chi-square test can be employed to interpret the histogram statistically.
Mathematically, χ2 is defined as:

χ2 =

∑256
i=1(Oi − E)2

E
, (5.1)

where Oi is the observed pixel intensity value, and E = p×q
256 is the expected pixel intensity

value of encrypted image of size p× q.

It is demonstrated seen in the Table 1 that the values of chi-square test are less than the
theoretical values 293.2478 with 255 degrees of freedom, at significance level of 5% and hence
the proposed algorithm satisfy the null hypothesis which means that the pixels are uniformly
distributed in encrypted images.
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Table 1: Analysis of different encrypted images for Chi-square test

Images χ2
test

R G B Average

House 253.6328 249.2891 229.5312 244.1510
Kobi 233.4375 248.1562 262.8594 248.1510

Baboon 286.9453 261.1641 240.5234 262.8776
Airplane (F-16) 257.3438 283.8281 282.0156 274.3958

Peppers 274.9453 283.7891 229.6875 262.8073

5.3 Correlation analysis

Correlation analysis of an image involves examining the relationship between different neigh-
bouring pixel values of an image. It is generally observed that the neighbouring pixels of the
plain image are highly correlated, i.e., there correlation coefficient is very near to 1 [24]. An
encryption algorithm is good if the neighbouring pixels of the encrypted image are not corre-
lated, in other words, the correlation coefficient is very near to zero. The correlation for two
neighbouring pixels sequences {oi}Mi=1 and {pi}Mi=1 of an image is given by:

Cop =

∑M
i=1(oi − o)(pi − p)√

(
∑M

i=1(oi − o)2)× (
∑M

i=1(pi − p)2)
, (5.2)

where o and p are respective mean of the data {oi}Mi=1 and {pi}Mi=1.

It is clear from the results, presented in Table 2 that the correlation in plain images (in all
three directions viz, diagonal, vertical and horizontal) is very near to 1 whereas for encrypted
images (in all three directions) the value of correlation is very near to 0. Also, the graphical
interpretation of correlation of the image House in Figure 5 and 6 shows that pixel values of
encrypted image are evenly distributed throughout the image and hence, it verifies the proposed
algorithm’s robustness and efficiency.

Table 2: Analysis of different encrypted images for correlation analysis

Images Correlation in plain images Correlation in ciphered images
DC VC HC DC VC HC

House
R 0.9126 0.9353 0.9671 -0.0044 -0.0020 0.0023
G 0.9320 0.9474 0.9805 -0.0059 -0.0032 0.0001
B 0.9625 0.9749 0.9820 -0.0017 0.0002 -0.0011

Kobi
R 0.8156 0.9166 0.8750 -0.0031 0.0012 0.0006
G 0.8372 0.9261 0.8899 0.0034 -0.0002 -0.0007
B 0.8685 0.9389 0.9122 0.0009 -0.0011 0.0078

Baboon
R 0.9034 0.9208 0.9474 -0.0013 -0.0003 0.0021
G 0.7925 0.8380 0.8728 -0.0026 0.0068 0.0007
B 0.8763 0.9139 0.9216 -0.0010 -0.0023 0.0061

Airplane (F-16)
R 0.8738 0.9239 0.9389 0.0018 -0.0026 -0.0056
G 0.8814 0.9343 0.9309 0.0047 0.0058 -0.0017
B 0.8800 0.9089 0.9503 0.0085 -0.0022 0.0049

Peppers
R 0.9369 0.9680 0.9646 -0.0056 0.0003 -0.0021
G 0.9466 0.9750 0.9698 -0.0031 0.0042 -0.0004
B 0.9263 0.9636 0.9570 0.0056 0.0031 0.0065



ENCRYPTION ALGORITHM USING CHEN AND ELGAMAL 1007

(a) (b) (c)

(d) (e) (f)

(g) (h) (i)

Figure 5: show the horizontal, vertical and diagonal correlation of (a-c) red component of House
image. (d-f) green component of House image. (g-i) blue component of House image.
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(a) (b) (c)

(d) (e) (f)

(g) (h) (i)

Figure 6: (a-c) show the horizontal, vertical and diagonal correlation of red component of en-
crypted House image. (d-f) show the horizontal, vertical and diagonal correlation of green com-
ponent of encrypted House image. (g-i) show the horizontal, vertical and diagonal correlation of
blue component of encrypted House image.

6 Security analysis

6.1 Key space analysis

The key space refers to the complete collection of all valid and different keys which are used in
a specific cryptographic algorithm.

A substantial key space is crucial for a robust cryptographic algorithm to resist brute force
attacks, as it hinders hackers from accurately determining the specific key parameters. The El-
Gamal private key parameters kR, kG, kB play a critical role in determining the key space of
the proposed algorithm. In addition to this, the Hénon parameters aR, aG, aB , bR, bG, bB ∈ Zn

contribute a substantial impact on the size of the key space. Further, the numbers of iterations
τR, τG, τB also enhances the keyspaces. The total key space for the proposed algorithm is 2250

(approx.) which is more than the minimum required value 2100. Therefore, the proposed algo-
rithm is able to provide resistance against different cryptanalytic assaults.

6.2 Key sensitivity

The key sensitivity analysis validates the crucial role of secret keys, parameters, and their con-
figuration in any image encryption algorithm. This analysis ensures the algorithm’s robustness,
offering protection against potential breaches. For an efficient encryption algorithm, high key
sensitivity is critical, ensuring that even a slight change in the value (or a random arrangement)
of key parameters denies the retrieval of the original image. Furthermore, even with all keys and
parameters are correct, but fails to adhere to the correct decryption order cannot return the origi-
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nal image. Our results show that the proposed algorithm exhibits exceptional sensitivity to keys,
parameters, and their arrangement. The key sensitivity analysis is performed on the encrypted
House image and the results are shown in Figure 7. The Hénon parameters aR, aG, aB , bR, bG, bB
with their proper arrangement, along with the iteration numbers τR, τG, τB , are the sensitive keys
in the proposed scheme.

(a) (b) (c)

(d) (e) (f)

Figure 7: shows decrypted image of House by slightly changing (a) key parameters k of ElGamal
cryptosystem. (b) key parameters κ of Chen’s hyper-chaotic map. (c) initial conditions of Chen’s
hyper-chaotic map. (d) key parameters a and b of 2D Hénon map; (e-f) shows decrypted image
of House by changing the order of decryption.

7 Quality measures

7.1 Mean square error

The mean square error represents the mean of the squares of the difference of two respective
image pixels. It is calculated with the help of the expression:

MSE =
1
mn

m∑
x=1

n∑
y=1

[I1(x, y)− I2(x, y)]
2
, (7.1)

where I1 and I2 are the original and encrypted image matrices of size m× n. The higher values
of MSE show high robustness of the algorithm. Table 3 and 4 provides the proposed scheme’s
MSE values and clearly indicates that the algorithm is highly efficient and robust.
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Table 3: Analysis of different encrypted images for mean square error

Images MSE

R G B Average

House 6904.6298 8642.5626 9596.5877 8381.2600
Kobi 10747.2634 9190.0162 8025.8169 9321.0322

Baboon 8400.2585 7388.0189 9062.5517 8283.6097
Airplane (F-16) 9820.8879 10481.4407 10360.8077 10221.0454

Peppers 7917.4194 11120.9976 11060.1131 10032.8434

Table 4: Analysis of different decrypted images for mean square error

Images MSE

R G B

House 0 0 0
Kobi 0 0 0

Baboon 0 0 0
Airplane (F-16) 0 0 0

Peppers 0 0 0

7.2 Peak signal to noise ratio

The peak signal to noise ratio is a quality metric that quantifies the difference between a plain
image and corrosponding encrypted image. It can be obtained by:

PSNR = log10

[
(Pv)2

MSE

]10

, (7.2)

where Pv is the peak pixel value in the image matrix, i.e., 255 and MSE is calculated using
Equation (7.1). If the values of PSNR is less than 10 decibels, then the algorithm is considered
as good scheme [24]. Table 5 and 6 displays the experimental findings of peak signal-to-noise
ratio (PSNR) for the proposed technique using various test images. It is evident from Table 5
and 6 that the proposed technique is robust and efficient.

Table 5: Analysis of different encrypted images for peak signal to noise ratio

Images PSNR

R G B Average

House 9.7394 8.7644 8.3096 8.9378
Kobi 7.8178 8.4976 9.0859 8.4671

Baboon 8.8879 9.4455 8.5583 8.9639
Airplane (F-16) 8.2093 7.9266 7.9769 8.0376

Peppers 9.1450 7.6694 7.6932 8.1692
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Table 6: Analysis of different decrypted images for peak signal to noise ratio

Images PSNR

R G B

House ∞ ∞ ∞
Kobi ∞ ∞ ∞

Baboon ∞ ∞ ∞
Airplane (F-16) ∞ ∞ ∞

Peppers ∞ ∞ ∞

7.3 Structural similarity index measure

The structural similarity index measure is again a quality metric that quantifies the similarities
between a plain image and corrosponding encrypted image. It can be computed as:

SSIM(I1, I2) =
(2µ1µ2 + C1)(2σ12 + C2)

(µ2
1 + µ2

2 + C1) + (σ2
1 + σ2

2 + C2)
, (7.3)

where µ1 and µ2 represent the average of pixel values of I1 and I2 respectively, σ1 and σ2 repre-
sent the variance of pixel values of I1 and I2 respectively, σ12 represents the covariance of pixel
intensity values of I1 and I2, C1 = (t1Pv)2 and C2 = (t2Pv)2 are stabilizing parameters with
t1 = 0.01 and t2 = 0.03 and Pv is the peak pixel value of I1 and I2, i.e., 255 [24]. The SSIM
values for the proposed encryption scheme are provided in the Table 7. It can be observed that all
the SSIM values are very near to zero, which shows that the original and encrypted images are
structurally totally different. Hence, the proposed algorithm is very secure and robust scheme.

Table 7: Analysis of different encrypted images for structural similarity index measure

Images SSIM

R G B

House 0.0083 0.0101 0.0111
Kobi 0.0092 0.0108 0.0118

Baboon 0.0084 0.0075 0.0110
Airplane (F-16) 0.0097 0.0106 0.0093

Peppers 0.0105 0.0072 0.0070

7.4 Entropy analysis

Shannon’s global entropy reflects the level of randomness or uncertainty in the source informa-
tion. The entropy E of an 8-bit image is determined by using:

E =
255∑
k=0

p(lk )̸=0

p(lk)log2

(
1

p(lk)

)
, (7.4)

where p(lk) represents the probability of occurrence of pixel value k in the image matrix [24]
and these summation runs over all the pixel values for which p(lk) ̸= 0.

The more uniform distribution of pixel values within the image data will result in a higher
global Shannon’s entropy. The higher entropy value for the encrypted image indicates a more
secure image encryption algorithm. An ideally encrypted image should have an ideal entropy
value of 8. Table 8 provides the global Shannon’s entropy values for the five original images
and their corresponding encrypted images across the R, G, and B colour planes for the proposed
algorithm. The global Shannon entropy values for the encrypted images are nearly 8, indicating
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a random distribution of pixels within the encrypted images. Therefore, the proposed algorithm
is sufficiently robust to counter the statistical attacks.

Table 8: Analysis of different encrypted images for entropy analysis

Images Entropy of the original images Entropy of the encrypted images

R G B R G B Average

House 6.4311 6.5389 6.2320 7.9972 7.9971 7.9974 7.9972
Kobi 7.3951 7.4470 7.3182 7.9971 7.9969 7.9972 7.9971

Baboon 7.6058 7.3581 7.6665 7.9971 7.9972 7.9971 7.9971
Airplane (F-16) 6.7255 6.8253 6.2078 7.9971 7.9973 7.9970 7.9971

Peppers 7.3009 7.5570 7.0929 7.9970 7.9965 7.9972 7.9969

7.5 NPCR and UACI analysis

A differential attack is a technique that assists attackers in decrypting images. The attacker uses
two images differing by a single bit and applies the same encryption scheme with the same
keys to both images. The attacker then attempts to establish a relationship between the two
images to deduce the secret keys. An algorithm resists differential attacks well when every bit
in the encrypted image is affected by a one-bit change in the original image. The evaluation of
differential attacks involves employing two widely used metrics: the number of changing pixel
rates (NPCR) and unified averaged changed intensity (UACI). The equations for calculating
NPCR and UACI between two cipher images of the same size m× n are calculated as follows:

NPCR =

m∑
i=1

n∑
j=1

S(i, j)

mn
× 100, (7.5)

where

S(i, j) =

{
0, if R1(i, j) = R2(i, j)

1, if R1(i, j) ̸= R2(i, j)
,

and

UACI =
1
mn


m∑
i=1

n∑
j=1

|R1(i, j)−R2(i, j)|

255

× 100, (7.6)

where R1 and R2 are two encrypted images: one obtained by directly encrypting the plain image
and the other obtained after making a minute change to the image. Table 9 below lists the NPCR
and UACI values for five test images for each R, G and B colour plane.

Table 9: Analysis of different encrypted images for NPCR and UACI

Images NPCR(%) UACI (%)

R G B Average R G B Average

House 100 100 100 100 44.6744 13.6673 44.8687 34.4035
Kobi 100 100 100 100 48.8663 49.7822 48.3450 48.9978

Baboon 100 100 100 100 19.4286 46.8392 19.4654 28.5777
Airplane (F-16) 100 100 100 100 22.6998 24.9245 41.6796 29.7680

Peppers 100 100 100 100 12.8082 15.1527 23.6194 17.1934
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7.6 Occlusion attack

Network congestion, malicious interference, or intruders may cause data loss or alter pixels in
specific areas when transmitting an encrypted image over a channel. Occlusion attack analysis
evaluates the encryption algorithm’s ability to recover data when losses occur during transmis-
sion. An encryption algorithm is effective if it can recover critical information from an encrypted
image even if some data is lost. In this analysis, different portions of the encrypted house image
are occluded, and the corresponding decrypted images are obtained. Figure 8: (a-d) shows the
encrypted house image with occlusions in various portions, whereas Figure 8: (e-h) shows the
corresponding decrypted image. It may be observed from Figure 8 that the decrypted images
remain recognizable and preserve most of the valuable information of the original image. The
occlusion attack analysis confirms that the proposed algorithm successfully decrypts occluded
encrypted images while preserving most of the valuable information. Therefore, the algorithm
effectively counters various occlusion attacks.

(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 8: (a-d) shows the encrypted image of House with 10%, 25%, 50%, 75% cropped.
(e-h) shows the corresponding decrypted image of House with 10%, 25%, 50%, 75% cropped.

7.7 Run’s test for randomness

Run’s test is a non-parametric statistical method that assesses the likelihood of randomness in
an event. The run’s test applied to the cipher image yields a value of 0 if the pixel values are
randomly distributed; otherwise, the test results in a value of 1. The proposed algorithm’s run’s
test is analyzed using Matlab software, and the results are presented in Table 10, indicate that
the encrypted images exhibit strong statistical randomness in image data. The Run’s test results
confirm that proposed algorithm efficiently resists the brute force attacks.

Table 10: Analysis of randomness using runs test

Images Results for runs test Randomness

House 0 pass
Kobi 0 pass

Baboon 0 pass
Airplane (F-16) 0 pass

Peppers 0 pass
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7.8 Encryption time analysis

The computational time of an algorithm is crucial as it dictates its practical relevance in real-
world situations. Table 11 below, presents the encryption time calculated for different test images
for the proposed image encryption algorithm. It is clear that the proposed algorithm consumes
lesser time for encryption of various test images, which verifies the faster encryption through the
proposed algorithm.

Table 11: Analysis of different images for encryption time

Images Size Encryption time (in seconds)

House 256 × 256 × 3 1.126473
Kobi 256 × 256 × 3 1.158652

Baboon 256 × 256 × 3 1.327679
Airplane (F-16) 256 × 256 × 3 1.429406

Peppers 256 × 256 × 3 1.234877

8 Performance comparison with some existing techniques

This section shows a performance comparison of the proposed encryption algorithm with several
recently established algorithms [1], [43], [26] for images of size 256× 256. Table 12 and Figure
9 shows that the proposed algorithm requires significantly less encryption time than others. The
encryption time can also be further reduced by employing suitable hardware and software on
high-end computers. The lesser time for executions highlights the efficiency of the proposed al-
gorithm. These improved speed attributes enhance security and minimise computational power.

Table 12: Comparative analysis of different methods for encryption time

Techniques Encryption time (in seconds)

Proposed Scheme 1.2
[43] 1.38
[1] 15
[26] 47.367

Figure 9: Bar graph encyption time
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9 Conclusion

In this paper, an efficient multilayer image ciphering algorithm is presented with the help of the
ElGamal public key cryptosystem, Chen’s hyper-chaotic system, and 2D Hénon map. The in-
frangiblity of solving discrete logarithm problem provides high security in the ElGamal encryp-
tion algorithm. The random matrix generated through Chen’s hyperchaotic system is XORed
with the partially encrypted image. The final tinct of confusion is achieved by exploiting the 2D
Hénon map which provides randomness in pixel values and produces highly unbreakable algo-
rithm. The simulation results demonstrate the encryption versatility of the proposed algorithm
across various images. From the statistical analysis presented in Section 5, it is clear that the
values of entropy highly resemble with the corresponding ideal values. The security analysis in
Section 6 declare the that security of the proposed scheme depends not only on keys and param-
eters, but also on their order at every stage of encryption and decryption. The results (average
values) obtained in terms of SSIM = 0.0095, MSE = 9247.9581, PSNR = 8.5151, and
Entropy, E = 7.9971 declare the efficiency and security of the proposed algorithm. Hence, the
proposed technique for image encryption provides extra layers of image security and is capable
of preventing the hackers against brute-force attacks and encounters differential attacks.

10 Future Research Scope

In the current times, tremendous amount of digital data is transmitted over the internet. Re-
searchers have proposed numerous image encryption schemes in the literature. A key concern
is ensuring the secure and rapid transmission of digital data. In future, we aim to reduce the
overall computational cost by employing more effective tools and mathematical methods. Addi-
tionally, we will investigate other chaotic maps to develop efficient and secure image encryption
algorithms. We will concentrate on the small devices to identify secure encryption methods tai-
lored for these devices. Further, our aim is to investigate more efficient and reliable methods for
managing security of 3-D images.
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