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Abstract Palmprint recognition has gained increasing attention as a reliable biometric modal-
ity due to the richness and stability of its structural patterns, including principal lines, wrinkles,
and fine textures. Compared to other biometric traits, palmprints exhibit strong discrimina-
tive capability and reduced sensitivity to environmental variations, making them well suited for
secure authentication systems. At the same time, the growing use of remote biometric verifi-
cation introduces significant security challenges related to the confidentiality and integrity of
transmitted biometric data. This paper proposes a mathematically grounded palmprint recogni-
tion framework that combines multiscale signal analysis with quantum-secure communication.
Palmprint images are first enhanced using contrast-limited adaptive histogram equalization to
improve local structural visibility. Discriminative features are then extracted through a multi-
scale bank of two-dimensional Gabor filters, capturing orientation- and frequency-selective tex-
ture information, followed by local binary pattern encoding to model local spatial relationships.
The resulting feature vectors are classified using a support vector machine with a radial basis
function kernel, formulated within a reproducing kernel Hilbert space. To secure remote au-
thentication, the BB84 quantum key distribution protocol is employed to protect biometric data
transmission with information-theoretic security guarantees. Experimental results on a public
palmprint dataset demonstrate high recognition accuracy and robust generalization performance.
The proposed framework offers an interpretable, secure, and theoretically principled solution for
palmprint-based biometric authentication.

1 Introduction

The continued growth of networked information systems and distributed access control infras-
tructures has significantly increased the demand for reliable and secure user authentication mech-
anisms. Modern applications in areas such as physical access control, digital identity manage-
ment, and remote system authorization increasingly rely on authentication processes conducted
over public or semi-trusted communication networks. While these systems improve scalability,
flexibility, and user convenience, they also introduce new security challenges related to unautho-
rized access, interception of sensitive data, and malicious manipulation of authentication mes-
sages [1]. Consequently, ensuring both the reliability and security of authentication mechanisms
has become a fundamental requirement for contemporary information systems [2].
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Biometric authentication has emerged as a compelling alternative to conventional knowledge-
based and possession-based authentication methods due to its intrinsic association with the phys-
iological or behavioral characteristics of an individual [3]. Among the various biometric modal-
ities, palmprint recognition has received considerable attention owing to the richness and stabil-
ity of palmprint patterns, which include principal lines, wrinkles, ridges, and fine-scale texture
structures. These characteristics provide a high degree of distinctiveness while exhibiting rela-
tive robustness to variations in illumination, pose, and short-term physiological changes [4]. As
a result, palmprint-based biometric systems have been widely investigated for high-security ap-
plications requiring reliable personal identification. Nevertheless, practical deployment of such
systems continues to face challenges related to feature representation, classification accuracy,
and protection of biometric data in remote authentication scenarios [6].

One of the most critical concerns in biometric system design is the protection of biometric
templates during storage and transmission. Unlike passwords or cryptographic keys, biometric
traits are inherently sensitive and largely irrevocable. If compromised, biometric templates may
permanently expose individuals to identity theft, cross-system tracking, and privacy violations
[5]. This issue is particularly severe in remote authentication settings, where biometric data must
be transmitted over potentially insecure communication channels. Ensuring confidentiality and
integrity of biometric information throughout the authentication process is therefore essential for
the long-term viability of biometric technologies.

From a signal processing perspective, palmprint images can be modeled as two-dimensional
textured signals whose discriminative information is distributed across multiple spatial scales
and orientations. Effective feature extraction methods must therefore capture both global struc-
tural patterns and local texture variations. Multiscale analysis techniques based on Gabor filter
banks have demonstrated strong capability in representing orientation- and frequency-selective
texture components and have been successfully applied to various biometric recognition tasks
[7]. In addition, local statistical descriptors such as local binary patterns provide compact and
robust representations of local spatial relationships, contributing complementary discriminatory
information that enhances overall recognition performance [8]. However, the successful uti-
lization of these features depends on their integration within a robust and theoretically sound
classification framework.

Kernel-based learning methods, particularly support vector machines, have been extensively
studied for biometric classification due to their strong generalization properties and well-
established theoretical foundations [9]. By formulating the classification problem as a convex
optimization task in a reproducing kernel Hilbert space, support vector machines are able to
effectively handle high-dimensional feature representations while maintaining robustness to
noise and limited training data [10]. Despite their effectiveness, biometric systems that rely
solely on classical cryptographic mechanisms for data protection remain vulnerable to both
current and emerging security threats.

An additional challenge arises from the anticipated impact of large-scale quantum comput-
ing on conventional cryptographic infrastructures. Many widely used cryptographic schemes are
based on computational hardness assumptions that may be compromised by quantum algorithms,
raising concerns about the long-term security of sensitive data [11]. Quantum key distribution
offers a fundamentally different security paradigm by enabling the establishment of symmetric
encryption keys with information-theoretic security guarantees derived from the principles of
quantum mechanics [12]. Protocols such as BB84 allow legitimate parties to detect eavesdrop-
ping attempts and securely distribute cryptographic keys, making quantum key distribution a
promising solution for protecting biometric data in remote authentication environments.

Motivated by these considerations, this paper presents a unified palmprint recognition frame-
work that integrates multiscale signal analysis, kernel-based classification, and quantum-secure
communication. The proposed system employs contrast enhancement to improve palmprint im-
age quality, followed by multiscale feature extraction using two-dimensional Gabor filters and
local binary pattern encoding to capture complementary texture information. Classification is
performed using a support vector machine with a radial basis function kernel, while secure trans-
mission of biometric templates and authentication data is achieved through the BB84 quantum
key distribution protocol. By jointly addressing recognition performance and communication
security, the proposed framework provides a mathematically grounded and forward-looking so-
Iution for palmprint-based biometric authentication.
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This manuscript is an extended and significantly improved version of the paper entitled
“Enhanced Finger-Knuckle-Print Recognition Using Deep Texture Feature Analysis” presented
at ICRAMI 2025 (Tunisia, November 2025). While the conference work focused on finger-
knuckle-print (FKP) recognition, the present study extends the investigation to palmprint bio-
metrics, which provide richer and more stable structural and textural features for reliable iden-
tification. In this extended version, we propose a redesigned framework based on multiscale
signal analysis using Gabor filters combined with Local Binary Patterns for enhanced feature
representation, along with Support Vector Machine classification. Furthermore, the framework
is augmented with quantum-secure communication through the BB84 protocol to ensure secure
transmission of biometric data. The manuscript also includes a more rigorous theoretical formu-
lation, expanded experimental evaluation on a larger public dataset, and a more comprehensive
analysis of the results, thereby significantly enhancing both the methodological depth and prac-
tical relevance of the work. The main contributions of this paper are summarized as follows:

+ A comprehensive palmprint recognition framework based on multiscale signal analysis and
kernel-based learning.

» The combination of Gabor filter—based spectral features and local binary pattern descriptors
to enhance discriminative feature representation.

A robust classification strategy using support vector machines formulated as a convex opti-
mization problem.

« The integration of quantum key distribution to ensure information-theoretic security for
biometric data transmission in remote authentication scenarios.

« An experimental evaluation demonstrating high recognition accuracy, stable generalization
performance, and secure communication.

The remainder of this paper is organized as follows. Section 2 reviews related work on palm-
print biometrics, multiscale feature extraction, and secure biometric authentication. Section 3
presents the proposed methodology, including preprocessing, feature extraction, classification,
and quantum-secure communication. Section 4 describes the experimental setup and evaluation
protocol. Section 5 reports and analyzes the experimental results. Section 6 discusses the secu-
rity properties of the proposed framework. Finally, Section 7 concludes the paper and outlines
directions for future research.

2 Related Work

Palmprint recognition has been extensively investigated as a reliable biometric modality due to
the rich structural and textural information present in palmprint images. Early palmprint recog-
nition systems primarily relied on line-based or appearance-based descriptors; however, recent
research has increasingly focused on texture-driven feature extraction methods that can effec-
tively capture multiscale and orientation-dependent information. These approaches are particu-
larly relevant for contactless acquisition scenarios, where variations in illumination, scale, and
pose introduce additional challenges.

Amrouni et al [13]. proposed a contactless palmprint recognition framework based on bina-
rized statistical image features combined with multiresolution analysis using the discrete wavelet
transform. Their method employs contrast-limited adaptive histogram equalization to enhance
image quality, followed by feature extraction at multiple resolution levels and classification using
a K-nearest neighbors classifier. The reported results demonstrate high recognition accuracy on
benchmark palmprint databases, highlighting the effectiveness of multiresolution texture analy-
sis for palmprint representation.

While the k-nearest neighbors (k-NN) classifier used in this approach yields strong recogni-
tion performance, it requires computing distances to all training samples during inference, lead-
ing to increased computational cost and memory usage. These limitations can hinder scalability
and real-time deployment, particularly for large biometric databases.

Beyond recognition accuracy, recent studies have emphasized the importance of protect-
ing biometric data against evolving security threats. Palma and Montessoro [14] introduced
a privacy-preserving multimodal biometric framework that integrates feature-level fusion with
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post-quantum cryptography. Their approach leverages homomorphic encryption to ensure that
biometric features remain encrypted throughout the recognition process, providing resistance
against both classical and quantum-enabled attacks. Although this work demonstrates the feasi-
bility of combining biometrics with post-quantum cryptographic primitives, it focuses primarily
on encrypted computation and multimodal fusion rather than on the signal-level characteristics
of biometric features or the communication security mechanisms used during biometric trans-
mission.

The emergence of quantum computing has further motivated the exploration of quantum-
secure biometric authentication protocols. Qasim et al. [15] proposed a decentralized biometric
authentication framework that incorporates quantum key distribution to establish secure com-
munication channels between distributed biometric sensors and verification agents. Their pro-
tocol employs post-quantum cryptography to secure the classical channel of QKD while using
quantum-based authentication to protect the quantum channel itself. Simulation results indicate
that such layered security architectures can provide robust protection for decentralized biometric
systems. However, the work concentrates on system-level authentication protocols and does not
address biometric feature extraction or classification methodologies in detail.

Complementary to these efforts, Ramos et al. [16] demonstrated a practical implementa-
tion of secure multi-party biometric verification using quantum oblivious transfer assisted by
quantum key distribution. Their work illustrates how quantum-secure primitives can support
privacy-preserving biometric matching in sensitive applications such as fingerprint verification
against watchlists. While this study highlights the feasibility of integrating quantum communica-
tion technologies with biometric verification, it focuses on fingerprint biometrics and multi-party
computation rather than palmprint recognition or multiscale signal analysis.

In summary, existing research has made substantial progress in both palmprint feature ex-
traction and the secure handling of biometric data. Multiresolution texture analysis methods
have shown strong discriminative capability, while post-quantum cryptography and quantum
key distribution have emerged as promising solutions for long-term biometric security. How-
ever, relatively few works have addressed the joint integration of mathematically interpretable
multiscale feature extraction, kernel-based biometric classification, and quantum-secure com-
munication within a unified palmprint recognition framework. This gap motivates the present
work, which aims to bridge classical signal processing and statistical learning with information-
theoretic security mechanisms for secure remote palmprint authentication.

3 Methodological Foundations

This section presents the theoretical and mathematical foundations of the principal methods em-
ployed in this study. The objective is to provide a formal and self-contained description of the
underlying techniques, independent of their specific application context. These methods orig-
inate from different scientific domains, including image processing, signal analysis, statistical
texture modeling, machine learning, and quantum communication theory. Their rigorous formu-
lation provides the conceptual and mathematical basis required for understanding their role in
biometric recognition and secure communication systems [17]. In particular, each method has
been selected for its ability to extract discriminative information from high-dimensional palm-
print images while ensuring computational tractability and stability under varying acquisition
conditions.

3.1 Contrast-Limited Adaptive Histogram Equalization

Contrast-Limited Adaptive Histogram Equalization (CLAHE) is an image enhancement tech-
nique designed to improve local contrast while preventing noise amplification [18]. Unlike
global histogram equalization, which operates uniformly on the entire image and may over-
amplify intensity variations in homogeneous regions, CLAHE divides the image into non-over-
lapping contextual regions (also called tiles) and applies histogram equalization independently
within each region. Let f(z,y) denote a grayscale image defined over spatial coordinates (z,y).
The CLAHE transformation can be expressed as

F(z,y) = Hevane(f (2, v)), (3.1
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where Hcrane(+) denotes the adaptive histogram equalization operator with contrast limita-
tion. The contrast-limiting mechanism is implemented by clipping the histogram at a predefined
threshold 7. and redistributing the excess counts uniformly across all intensity levels:

RSP — min(h;, T,), A= Z — peliepedy, (3.2)

A
Z ’

where h; represents the histogram count for intensity level i and L is the total number of
intensity levels. This procedure ensures that local contrast is enhanced without introducing ex-
cessive noise amplification, particularly in uniform or low-texture regions. By operating on local
neighborhoods and combining the enhanced tiles with bilinear interpolation, CLAHE preserves
structural and textural details, which is critical for downstream feature extraction in palmprint
recognition.

hfnal = ptieped (33)

3.2 Two-Dimensional Gabor Filters

Gabor filters are linear, orientation- and frequency-selective filters that provide optimal joint lo-
calization in both spatial and frequency domains [19]. They are widely employed for texture and
pattern analysis due to their ability to decompose images into multiscale, orientation-selective
components. A two-dimensional Gabor filter is defined as a sinusoidal plane wave modulated by
a Gaussian envelope:

” 2,12 /
gox(x,y) = exp (m—zi_azy) cos <27ri + ¢> , (3.4)

where the rotated coordinates are

2’ =xcosf+ysind, 3 = —xsind+ ycosd. (3.5)

Here, 6 is the orientation of the filter, A is the wavelength of the sinusoidal component, o
defines the spatial spread of the Gaussian envelope, 7 is the aspect ratio controlling ellipticity, and
¢ is the phase offset. Convolution of an input image f(z,y) with the filter yields the response:

Roa(z,y) = f(x,y) * gox(z,y), (3.6)

where * denotes convolution. By employing a bank of M orientations {6,, }/_, and N scales
{A\n}N_,, one obtains a rich, multiresolution representation of the input image that captures
orientation-selective and frequency-selective texture components:

R(z,y) = {Ro,, r, (T, Y) Y=t .Min=1,..N- (3.7)

These features have been widely reported to exhibit robustness to small spatial variations and
to provide discriminative multiscale texture representations, which can improve class separabil-
ity in biometric recognition tasks [25]. Parameter selection, including the number of orientations
M, scales N, and the Gaussian envelope width o, directly impacts the system’s ability to dis-
criminate subtle line patterns and wrinkles in palmprints.

3.3 Local Binary Patterns

Local Binary Patterns (LBP) are statistical descriptors that encode local spatial structures in
images [20]. The LBP operator thresholds a set of P neighbors of a central pixel relative to its
intensity:

"
L

LBP(z,y) = s(I, — I.)2%, (3.8)

3
Il
o

with
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1, z2>0,
s(z)—{o <0 (3.9)

Here, I. is the intensity of the central pixel, and I, is the intensity of the p-th neighbor. The
resulting binary code compactly represents local micro-patterns such as edges, spots, and flat
regions. LBP features are typically aggregated into histograms over local regions:

H.(k)= Y 6(LBP(x,y) — k), (3.10)

(z,y)er

where §(-) is the Kronecker delta, r is a local region, and % indexes the possible LBP codes.
The histogram H, provides a robust statistical description of local textures, invariant to mono-
tonic intensity changes, and resilient to illumination variations. Here, P denotes the number of
neighboring pixels, and R represents the radius of the circular neighborhood centered at the pixel
(z,y). The neighboring pixels are sampled uniformly along a circle of radius R. When the sam-
pled locations do not coincide with integer pixel coordinates, interpolation is used to estimate
the corresponding intensity values.

3.4 Quantum Key Distribution and the BB84 Protocol

Quantum Key Distribution (QKD) enables two parties to establish a shared secret key with
information-theoretic security guaranteed by the laws of quantum mechanics [21]. The BB84
protocol [22] encodes classical bits into qubits using two mutually unbiased bases, typically the
rectilinear {|0),|1)} and diagonal {|+), |—)} bases:

V2 V2

The sender randomly selects a basis for each qubit and transmits it over a quantum channel.
The receiver measures each incoming qubit using a randomly chosen basis. After transmission,
basis reconciliation is performed via a classical channel, discarding incompatible measurements.
Any eavesdropping introduces detectable errors due to quantum measurement collapse and the
no-cloning theorem. The resulting raw key is further processed with error correction and privacy
amplification to produce a secure symmetric key. Let K4 and K p denote the final keys obtained
by the sender and receiver, respectively. In ideal conditions:

(3.11)

K4 = Kp, withprobability ~ 1, (3.12)

and the eavesdropper’s mutual information /g = 0 after privacy amplification. This ensures
that the key can be used for symmetric encryption of palmprint templates with information-
theoretic security, independent of computational assumptions [23]. BB84’s robustness relies
on fundamental quantum principles, providing a unique advantage for securing biometric data
against adversaries equipped with quantum computational capabilities.

4 Proposed Method

This section presents the proposed palmprint recognition framework, designed to extract dis-
criminative multiscale texture features while maintaining mathematical transparency and struc-
tural interpretability. The overall processing pipeline is illustrated in Figure. 1. The framework
combines adaptive preprocessing, multiscale orientation- and frequency-selective filtering, local
texture encoding, and feature aggregation to construct a compact yet highly descriptive represen-
tation suitable for biometric classification. By integrating multiscale Gabor filtering with Local
Binary Patterns (LBP), the system captures both global directional structures and local micro-
patterns of palmprints, ensuring robustness to illumination, scale, and minor misalignments.
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Figure 1: Block diagram of the proposed palmprint recognition framework.

4.1 Preprocessing and Contrast Enhancement

Let f(z,y) denote an input grayscale palmprint image defined over a discrete spatial domain.
Palmprint images captured under contactless conditions often suffer from non-uniform illumi-
nation, low contrast, and shadowing effects. To enhance local structural visibility, we employ
Contrast-Limited Adaptive Histogram Equalization (CLAHE), producing an enhanced image

Fz,y):

F(z,y) = Hevane(f (2, v)), 4.1

where Hcpang(-) represents the adaptive contrast enhancement operator. CLAHE divides the
image into contextual regions and enhances local contrast while controlling histogram clipping to
prevent noise amplification. This preprocessing ensures that fine palmprint structures, including
principal lines, wrinkles, and creases, are emphasized for subsequent multiscale analysis, while
preserving global intensity distributions.

4.2 Multiscale Gabor Filtering

To extract orientation- and frequency-specific information from the enhanced image f(z,v), we
apply a bank of two-dimensional Gabor filters. Each filter gy, », (x,y) is defined by its scale \j
and orientation 6;, and the filtered response is obtained via convolution:

Rk,l(mvy) = f(l'vy) * 90,k (x,y) 4.2)

Here, * denotes the convolution operator. The set of filtered responses { Ry ;(z,y)} provides
a multiresolution representation of the palmprint:

R(z,y) ={Riu(z,y) |k=1,....,K;1=1,...,L}. 4.3)

Each response emphasizes texture components aligned with a specific orientation and spatial
frequency. The multiscale decomposition ensures that both fine textures and coarse structural
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features are preserved, enabling robust discrimination between individuals. The number of ori-
entations L and scales K are selected to balance computational efficiency and feature richness.

4.3 Local Binary Pattern Feature Encoding

To encode local texture structures within each Gabor-filtered image, the LBP operator is ap-
plied independently to each response Ry ;(z,y). For a pixel at position (x,y), the LBP code is
computed as:

v

—1
LBPy(v,y) = ) s(R}, — Rj,)2", (4.4)

bS]
Il
S

where Ry ; is the intensity of the central pixel, R}, ; represents the intensity of the p-th neigh-
boring pixel, and s(+) is the thresholding function:

1, z2>0,
s(z):{o 2 <0 4.5)

LBP encodes the micro-patterns of each filtered image into a compact, binary representation
that is invariant to monotonic intensity changes and resilient to local illumination variations.
Applying LBP to each Gabor response allows the system to jointly capture directional features
from Gabor filtering and local micro-pattern statistics from LBP, forming a hybrid descriptor that
leverages the complementary strengths of both methods.

4.4 Feature Vector Construction and Concatenation

For each Gabor scale and orientation, the LBP codes are aggregated into region-wise histograms.
Let f},; denote the feature vector corresponding to the k-th scale and [-th orientation:

fi; = histogram(LBPy ;(z,y)), (z,y) €, (4.6)

where r indexes a local image region. The final palmprint representation is obtained by
concatenating all histogram-based feature vectors across scales and orientations:

F=[fifis... fxr]. 4.7

This concatenated vector F integrates multiscale spectral information and local spatial pat-
terns, providing a rich, discriminative, and robust feature representation suitable for biometric
classification. The resulting feature vector is then used as input to kernel-based classifiers or
other downstream recognition modules.

5 Experimental Results

This section assesses the effectiveness and robustness of the proposed biometric recognition
framework through a series of experimental evaluations. All experiments were conducted us-
ing the Tongji Contactless Palmprint Dataset [24], which is a publicly accessible benchmark
dataset widely used in palmprint recognition research. The dataset comprises 12,000 contactless
palmprint images acquired from 600 distinct palms belonging to 300 subjects.

The participant pool includes both male and female volunteers, with 192 males and 108
females. In terms of age distribution, 235 participants fall within the 20-30 year age range,
while the remaining subjects are between 30 and 50 years old. Palmprint acquisition was carried
out over two independent collection sessions to capture both left and right palm images, denoted
as LPM and RPM, respectively. For each session, every participant contributed 10 images per
palm, resulting in a total of 40 palmprint images per individual.

The temporal separation between the two acquisition sessions introduces realistic intra-class
variability. The average interval between sessions is approximately 61 days, with the minimum
and maximum intervals being 21 days and 106 days, respectively. This acquisition protocol
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enables a comprehensive evaluation of the proposed system under natural variations in hand
positioning, illumination conditions, and time-dependent changes.

In this study, a series of experiments is conducted and organized into two main phases. The
first phase aims to assess the baseline performance of the biometric system without multiscale
filtering, where feature extraction is performed using the Local Binary Pattern operator alone.
In this phase, the impact of the LBP parameters, namely the number of neighboring pixels P €
{8,16,24} and the radius R € [1, 3] pixels, is systematically evaluated in order to analyze their
influence on recognition accuracy and system robustness.

For experimental evaluation, the dataset was partitioned into training and testing subsets.
Approximately 60% of the images were used for training, while the remaining 40% were used
for testing. A supervised learning approach was adopted, where the Support Vector Machine
(SVM) classifier was trained on the training set and evaluated on unseen test samples.

The second phase focuses on assessing the contribution of multiscale filtering to the over-
all system performance. Specifically, a Gabor filter bank is introduced prior to LBP encod-
ing, and experiments are conducted to evaluate the effect of the Gabor filter parameters, in-
cluding the number of spatial scales A € {8,12,16} pixels and the set of orientations 6 €
{0,7/3,7/2,2nw/3,w}. This phase aims to quantify the performance gains achieved through
multiscale, orientation-selective texture analysis compared to the baseline LBP-only configura-
tion.

5.1 Baseline Biometric Performance

To further illustrate the baseline recognition capability of the proposed system, a comprehensive
analysis of open-set identification results obtained under various LBP parameter configurations is
presented in Tables 1 and 2. These experiments, conducted without any prior multiscale filtering,
serve as a reference point to evaluate the incremental benefits of introducing Gabor-based feature
decomposition. Using the best-performing configuration, corresponding to a neighborhood size
of P = 24 and a radius of R = 2, the system achieves a minimum equal error rate (EER)
of 0.203% at a decision threshold of Ty = 0.7243 for the left palm, and an EER of 0.198%
at Tp = 0.7296 for the right palm. These remarkably low error rates highlight the inherent
discriminative power of LBP descriptors in capturing the subtle local variations and textural
patterns of palmprints, even in the absence of multiscale orientation-sensitive analysis.

Table 1: Open-Set Biometric System Performance using Left Palm

Radius Neighboring Pixels
8 16 24
Ty EER (%) To EER (%) Ty EER (%)
1 0.6244 0.534 0.6535 0.451 0.6712 0.331
2 0.6675 0.323 0.7046 0.212 0.7243 0.203
3 0.6467 0.384 0.6836 0.273 0.6973 0.238

The results indicate a clear trend: smaller neighborhoods, such as P = 8 and P = 16,
yield higher error rates, particularly when paired with a limited radius. This behavior reflects
the sensitivity of LBP to the spatial support of local texture measurements, the descriptor re-
quires a sufficient neighborhood to accurately capture local micro-patterns without introducing
noise susceptibility. As the neighborhood size increases, the EER consistently decreases, and
the optimal decision thresholds rise, demonstrating that larger neighborhoods provide a more ro-
bust representation of local palm structures while preserving sensitivity to discriminative texture
variations.

A comparative analysis between left and right palms reveals a consistent pattern: the right
palm generally produces slightly lower EER values across all configurations. This marginally
better performance suggests that the right palm images captured under the acquisition conditions
exhibit more stable texture patterns or reduced intra-class variability. Collectively, these base-
line results establish a strong foundation for the proposed system and underscore the potential
gains from incorporating multiscale and orientation-specific filtering to further enhance feature
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Table 2: Open-Set Biometric System Performance using Right Palm

Radius Neighboring Pixels
8 16 24
To EER (%) To EER (%) T EER (%)
1 0.6312 0.528 0.6591 0.446 0.6785 0.326
0.6729 0.318 0.7098 0.207 0.7296 0.198
3 0.6523 0.379 0.6892 0.268 0.7031 0.233
discriminability.

5.2 Biometric Performance with Multiscale Gabor Filtering

The integration of multiscale Gabor filtering prior to LBP encoding provides a critical enhance-
ment in the system’s discriminative capabilities. By introducing orientation- and frequency-
selective analysis, the system can extract complementary spectral information that is not cap-
tured by local binary descriptors alone. Open-set identification results, summarized in Table 3,
demonstrate that increasing the number of scales from 8 to 16 consistently reduces the EER
across all tested orientations. The lowest observed EER of 0.1048% is achieved for § = 7 with
16 scales, corresponding to a decision threshold 7y = 0.7041. This substantial reduction in EER,
roughly 50% lower than the baseline LBP-only configuration, illustrates the significant contribu-
tion of multiscale filtering in enhancing genuine-impostor separability by capturing previously
unexploited frequency components and line orientations.

In addition, performance trends across orientations reveal that higher orientation angles cor-
relate with lower EERs, suggesting that directional components aligned with the primary palm
lines are more effectively emphasized at > 7 /2. This observation underscores the importance
of orientation diversity in texture analysis and validates the design choice of a multi-orientation
Gabor bank for robust palmprint representation.

Table 3: Open-Set Biometric System Performance using Right Palm with Multiscale Gabor
Filtering

Number of Scales

Orientation
8 12 16
To EER (%) To EER (%) To EER (%)
0 0.6284 0.1621 0.6517 0.1435 0.6729 0.1284
/3 0.6349 0.1543 0.6598 0.1362 0.6814 0.1217
/2 0.6418 0.1476 0.6673 0.1294 0.6896 0.1152
27 /3 0.6482 0.1418 0.6749 0.1231 0.6968 0.1096
7r 0.6546 0.1365 0.6824 0.1179 0.7041 0.1048

Closed-set performance, reported in Table 4, corroborates the open-set trends. The rank-
one recognition rate (ROR) steadily increases with the number of scales, attaining a maximum
of 99.74% at § = 7 with 16 scales, alongside a minimal rank penetration (RPR) of 16. This
demonstrates not only high recognition accuracy but also efficient top-rank retrieval, which is
critical in practical biometric verification systems where rapid identification is required. Across
all tested orientations and scales, the ROR consistently exceeds 98%, indicating the reliability
of the proposed multiscale Gabor + LBP framework for both identification and authentication
tasks.

Figure 2 further illustrates the system’s behavior. The open-set DET curve in Figure. 2a con-
firms the minimal overlap between genuine and impostor score distributions, with an EER of just
0.1048%. The closed-set CMC curve in Figure. 2b emphasizes rapid top-rank convergence, high-
lighting the system’s suitability for both verification and identification scenarios. Collectively,
these results validate the synergistic effect of Gabor filtering and LBP encoding, demonstrat-
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Table 4: Closed-Set Biometric System Performance using Right Palm with Multiscale Gabor
Filtering

Number of Scales

Orientation
8 12 16
ROR (%) RPR ROR (%) RPR ROR (%) RPR
0 98.12 28 98.74 24 99.21 20
/3 98.36 27 98.91 23 99.34 19
/2 98.59 26 99.08 22 99.48 18
27 /3 98.81 25 99.22 21 99.61 17
™ 99.03 24 99.36 20 99.74 16

ing that multiscale, orientation-aware preprocessing substantially strengthens the discriminative
capacity of the extracted features.
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Figure 2: Biometric system performance using Gabor filter. (a) Open-set DET curve, (b) Closed
set CMC Curve.

5.3 Evaluation of BB84 Encryption for Secure Template Transmission

Ensuring the confidentiality and integrity of palmprint templates in remote authentication sce-
narios is paramount. To this end, the BB84 quantum key distribution protocol was implemented
to generate symmetric keys for secure template encryption. Key aspects of the protocol were
thoroughly evaluated, including key generation correctness, quantum bit error rate (QBER), and
privacy amplification with error correction. The results demonstrate that the system can integrate
quantum-secure communications without compromising biometric performance.

Figure 3 shows that key generation achieves near-perfect correctness, with Alice and Bob
consistently obtaining identical keys across multiple trials. This confirms that the quantum chan-
nel and associated error correction mechanisms operate reliably, establishing a solid foundation
for secure template encryption.

QBER, presented in Figure. 4, remains below the theoretical BB84 security threshold of 11%,
indicating that channel noise and potential eavesdropping are effectively mitigated. The consis-
tently low QBER reflects the robustness of the system under realistic communication conditions
and guarantees reliable key agreement.

Finally, privacy amplification combined with error correction, shown in Figure. 5, reduces
any residual information potentially accessible to an adversary to near zero. This ensures
information-theoretic security for encrypted palmprint templates, demonstrating that even a
quantum-capable eavesdropper cannot gain meaningful knowledge from the transmitted data.
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Figure 3: Key generation correctness for BB84 QKD demonstrating near-perfect agreement
between sender and receiver.
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Figure 4: Quantum Bit Error Rate (QBER) for the BB84 protocol, remaining below the secure
threshold of 11%.
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Figure 5: Privacy amplification and error correction results showing negligible information leak-
age to a potential eavesdropper.
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Overall, the BB84 evaluation confirms that the proposed system achieves a robust combi-
nation of biometric accuracy and quantum-secure template transmission. The integration of
near-perfect key generation, low QBER, and strong privacy amplification ensures that remote
palmprint authentication can be conducted securely against both classical and quantum-capable
adversaries, without degrading the high recognition performance achieved through multiscale
Gabor and LBP feature extraction.

5.4 Comparative Analysis with Existing Methods

To contextualize the proposed palmprint recognition framework, a comparative analysis is pre-
sented with selected state-of-the-art methods in the literature. Table 5 summarizes key aspects,
including feature extraction strategy, classifier type, security mechanisms, and reported perfor-
mance metrics. The table highlights both methodological differences and the unique contri-
butions of the proposed system in combining multiscale signal analysis with quantum-secure
communication.

Table 5: Comparison of the Proposed System with Recent Palmprint Recognition Methods

Reference Feature Classifier / Security Notes /
Extraction Matching Performance
[13] BSIF + DWT K-NN None High accuracy
[14] Multimodal Feature-level Homomorphic Privacy-
fusion matching encryption preserving
[15] Not specified Not specified BB&84 QKD + Secure
PQC authentication
[16] Fingerprint Multi-party QKD-assisted Privacy-
features matching oT preserving
Proposed Work Gabor + LBP SVM (RBF) BB84 QKD Interpretable
features

The comparative analysis demonstrates several key points. First, while Amrouni et al. [13]
achieve high recognition accuracy using multiresolution texture features, their framework lacks
any mechanism for secure template transmission, which is critical for remote biometric authen-
tication. Second, approaches such as Palma and Montessoro [14] provide strong privacy guaran-
tees via post-quantum cryptography, but focus primarily on multimodal encrypted computation
rather than exploiting the discriminative structure of palmprint features. Similarly, Qasim et
al. [15] and Ramos et al. [16] illustrate the feasibility of quantum-secure protocols, but do not
address multiscale feature extraction or kernel-based classification for palmprint images.

In contrast, the proposed system unifies mathematically interpretable multiscale feature ex-
traction, robust classification using SVM, and quantum-secure key distribution for template pro-
tection. This combination ensures both high recognition performance and information-theoretic
security, addressing limitations in previous works. The integration of Gabor-based spectral fea-
tures with LBP encoding allows the system to capture complementary texture information, while
BB84 QKD guarantees secure remote transmission, making the framework particularly suitable
for distributed and high-security environments.

6 Conclusion and Future Work

This work presented a comprehensive framework for palmprint-based biometric recognition that
integrates multiscale signal analysis with quantum-secure communication. The proposed system
combines mathematically interpretable feature extraction using Gabor filters and Local Binary
Patterns with kernel-based classification via Support Vector Machines, providing robust and dis-
criminative representations of palmprint textures. In parallel, the transmission of biometric tem-
plates and decision data is protected using the BB84 quantum key distribution protocol, ensuring
information-theoretic security against both classical and quantum-capable adversaries.
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Extensive experimental evaluations on the Tongji Contactless Palmprint Dataset demon-
strated the effectiveness of the proposed approach. Baseline experiments confirmed the dis-
criminative power of LBP descriptors, while the introduction of multiscale Gabor filtering sig-
nificantly enhanced open-set and closed-set performance, achieving a minimum equal error rate
of 0.1048% and a maximum rank-one recognition rate of 99.74%. BB84 evaluation further vali-
dated the reliability and security of the system, with near-perfect key generation, a QBER below
the 11% security threshold, and negligible information leakage following privacy amplification
and error correction.

By bridging classical signal processing, statistical learning theory, and quantum-secure com-
munication, this work provides a unified framework that addresses both recognition accuracy
and long-term template security. The results highlight the potential of combining orientation-
and scale-selective multiscale features with information-theoretically secure channels for remote
biometric authentication. Future research directions include the extension of this framework to
multimodal biometrics, real-time deployment in distributed systems, and the exploration of ad-
ditional quantum-resistant cryptographic primitives to further enhance security and operational
efficiency.
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