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Abstract: Modern cryptography is developing methods naturally for giving data confidently,
and also for preserving integrity, authenticity, security with non-repudiation and signature. In
this paper, we will show how Young tableaux can be used as a modern cryptosystem by its
principles of row-insertion (Schensted algorithm) and the inverse of that operation.

To decrypt a given cipher text following a key K, many semi-standard Young tableaux are
used, and for that, we found a remarkable upper bound on number of semi-standard Young
tableaux one must not go over.

1 Introduction

Alfred Young introduced the Young tableau in 1900, thing whereby he became well-known. F.
G. Frobenius used Young tableaux for the first time in representations of the symmetric group in
1903 and H. Weil also used them in his book “Theory of groups and quantum mechanics ™.

In this paper, we explore a connection between Young tableaux and cryptography.

After the first section and the second which are dedicated to introduction and presentation
of Young diagrams and Young tableaux, we tackle in the third section the main problem of this
paper. We define the word (column word) associated to a given semi-standard Young tableau
(SSYT) and present the insertion and expelling operations on semi-standard Young tableaux.

In the fourth section, we recall the basic property in cryptography and describe RSA cryp-
tosystem principle.

Finally, in the fifth section, we introduce the use of semi-standard Young tableaux as cryp-
tosystem. We show how any word from an alphabet S = {sy,s,...,s,} containing n letters,
can be written in one and only one sequence of semi-standard Young tableaux 77,75, ..., Tk
by constructing a bijective application between that alphabet and the sub-set {1,2,...,n} of
integers. Indeed, for a given clear text M of p letters, we used its associated sequence of semi-
standard Young tableaux 71,75, ..., 7Ty and do the product T" = T,.73 ... T}, using Schensted
algorithm in [6]. Therefore, the cipher text is given by C = w(7") where T has shape ), a parti-
tion of p and w(T') is the word of T' (cf. Definition 3.1). The decryption key is generated by the
ciphering and that decryption uses expelling routes (the opposite of bumping routes) to obtain
M, the clear text. The key obtained during ciphering is tranferred by using RSA cryptosystem.
But, for encryption, there is one and only one bumping route for a given non-zero positive integer
z in a SSYT. For decryption, there can be many expelling routes for that inserted x. So, many
SSYT would be used for decryption, but how many?

Nearly, we found a bound N, for the number of SSY T used to decrypt C = w(T') and gave
an algorithm computing this Vy.

For our future works, we expect to get a better bound or even the accurate number and also
we will try to measure the security of that cryptosystem.
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2 Young diagrams and Young tableaux

2.1 Partition of an integer

Definition 2.1. Let n be a non-zero positive integer. A partition of n is a sequence A = (Aq, Az, ..., Ag)
of integers such that

M2 > >2X:>0and M+ X+ ...+ As =n.

For a partition A = (A1, Ay, ..., Ay ), we defined its length by : [(\) = card{)\; : i € 1, s}.
The )\;’s are the parts of the partition .

Notation 2.2. If ) is a partition of n, it’s denoted by A - n. The multiplicity of the i*" part of
is m; = card{j : \; = i}. Xis often denoted as: A = (A]"', A\J"?, \{", ...).

Let P, be the number of partitions of the integer n, with convention Py = 1 and P, = 0
for all £ < 0. By the Hardy-Ramanujan asymptotic partition formula, the value of P, is given
asymptotically by

Pa ~ phreontr [(3)).

Theorem 2.3. ([3], page 15)
The P,’s satisfy the following recurrence formula:

Vn>1, P, =5 (_1>k71(Pn_k(3k—l) +Pn_k(3k+l)).
k>0 z 2

Example 2.4. The first twenty non-zero P,’s are :

n 01234 |5]6 |7 |8]| 9|10/ 11
P, |11 |2|3|5]7|11]15]22]30 |42 | 56
n |12 | 13 14 | 15 16 | 17 18 19
P, | 77 | 101 | 135 | 176 | 231 | 297 | 385 | 490

2.2 Young diagrams

Definition 2.5. A Young diagram Y is a collection of boxes, or cells, arranged in left-justified
rows, with weakly decreasing number of boxes from top to bottom. The number of cells in Y
denoted |Y'|, is the weight of Y.

Remark 2.6. Every partition of n corresponds to one and only one Young diagram which weight
isn.

Example 2.7. The partition A = (7,5,4,2) of 18 corresponds to the following Young diagram

[ ]

Y(A) =

Definition 2.8. Let Y ()\) be a Young diagram. An outside corner is a box in Y'(\) such that
neither box below or to the right is in Y(\).

2.3 Young tableaux

Definition 2.9. A Young tableau (or simply tableau) is a Young diagram filled with non-zero
positives integers.

A semi-standard Young tableau (SSYT) is a tableau in which the numbers used are weakly
increasing in rows from left to right, and strictly increasing in columns from top to bottom.
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Example 2.10. Let A - 18, with A = (7,5,4,2).

11[5[37]25]4]17]5] 1[2]3[3]4]5]5]
2 1|15 5 |7 213 7
141619 1 4161919
518 518

Young tableau Semi-standard Young tableau

3 Some operations on tableaux

3.1 Word of a tableau

Definition 3.1. Let 7" be a SSYT with & columns cy, ¢z, ..., ¢; such that, on each column c;, we
have the numbers a; ;, a3 j, ..., an; ; from top to bottom, where n; is the number of boxes in the

column ¢;, forall j = 1,..., k. The word (column word) of T denoted w(T’) is given by
U)(T) = a1,kA2 k---Any, kAl k—1---Any_y k—1---A1,102,1---Qpy 1 -
1[1]2]3]
Example 3.2.ForT=| 2 | 3 | 3 we have w(T) = 32313124.
4

Remark 3.3. It is possible to find 7" when we have w(T') by subdividing the word into blocks as
follows:

a) From left to right, when an entry is greater than the next, then we have the end of a block (a
column);

b) With the next entry (the least one) we continue the process and so on.

3.2 Row-insertion principle

Let T'be a SSYT. To insert a non-zero positive integer x in 7', we construct a new SSYT, denoted
T < z, using the following principle:

i) Starting to the first row of 7', if z is at least as large as all the entries, add « in a new box to
the end of the row;

11) If there exists an entry on the first row that is strictly larger than x, then put x in the box of
the smaller entry that is strictly larger than = and continue the process as previously with
this entry removed (bumped), starting to the second row;

11i) Continue the process with the bumped entries and so on;

iv) Keep going until the bumped entry can be put at the end of the row below, it is bumped into,
or until it is bumped out at the bottom. In the last case it forms a new row with one entry.

The bumping route of x is the set of boxes used to insert = in 7'. Its cardinal is denoted by
T + x).

1122|134
. . . 213|144
Example 3.4. Consider A = (5,4, 3,2) and let insert 2 in T'(\) = AR
516
We have
122703 4«2 1121224 1|2 214
213144 213144 3 2131314
4157 41517 4 'S +—4
5|6 516 516
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112121214 ]2 2|4
21313 |4
21313 |4
44
4 1417 55
516 5 —
< 6 +— 6.

The bumping route of 2 is a set of five boxes as shown in the following tableau.

1]2]2 2N 4]

2131314

4 N 7 T +2) =5.
516

o

Remark 3.5. Given T' <+ z, it’s easy to obtain 7" knowing z and its bumping route.
For row-insertion of an integer  in T there exists one and only one bumping route.

Theorem 3.6. ([6], Row Bumping Lemma)

Let T be a SSYT, x and x' two integers. Consider R the bumping route of x in T and R’ that
of ' in T < x. For this two successive row- insertions, we obtain two new cells B and B’
respectively for x and x'.

(i) If x < 2/, then R is strictly left of R'and B is strictly left of and weakly below B'.
(ii) If x > 2/, then R’ is weakly left of R and B’ is weakly left of and strictly below B.

v
B’ is here

Tz >a

B’ is here

Corollary 3.7. Let T be a SSYT, x and x' two integers. Then we have:
i) ifx <, then (T + ) > (T + 2'),
i) if v > a/, then (T + z) < (T + ).

Remark 3.8. Let 7" be a SSYT of shape A = (A1, \2,...,An) and = be a non-zero positive
integer.

a) For row-insertion of z in T, we have: 1 < [(T < z) <m + 1.

b) Suppose I(T < z) = n. The semi-standard Young tableau 7" < z have the shape ;1 such
that:

(1) if n < m, then 1= (A Azs oo Anets A+ 1 At 1«03 Am)s
(2) if n=m,then 1= (A, sy v s Aty A+ 1),
B) ifn=m+1,then p = (A, A2, ..., A, 1).

3.3 An algorithm using in python

» An algorithm to insert a positive integer in a SSYT

m = int(input("The number of rows is: "))

N=[]

for i in range (0, m) :
n = int(input("The number of cells in the next row is : "))
N.append (n)

print (" The corresponded partition is : ", N)

Tablo =[]
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print(”Enter the tableau”)
for i in range (0,m) :
lists =[]
for j in range (0, N[i]) :
Num = int(input(”Enter the next integer in the row : ))
lists.append (Num)
print (lists)
Tablo.append (lists)
print ("The tableau is : ")
for ¢ in range (0,m):
print (Tabloli])
Tab = int(input("The integer to be inserted : 7))
if Tablo[0][N]0] — 1] <= Tab :
Tablo[0] = Tablo|0] 4 [T'ab]
c=NI[0] +1
elif T'ab < Tablo [0][0] :
for i in range (0,m) :
Tab, Tablo[i][0] = Tablol[i][0], Tab
Tablo = Tablo + [[Tab]]
c=1
else :
k=1
b=0
=1
while k < N[0] and T'ablo[0][k] <= Tab :
E=k+1
Tablo|0][k], Tab = Tab, Tablo[0][k]
c=k+1
for j in range (1,m):
whileb==0:
if Tablo[j][N[j] — 1] <=Tab:
Tablo[j] = Tablo[j] + [Tab]
b=1
elif Tab < Tablo[4][0] :
Tab, Tablo[4][0] = Tablo[4][0], Tab
il =m— 1:
b=0
j=j+1
else :
Tablo = Tablo + [[Tab]]
b=1
else :
p=1
while p < N[j] and Tablo[j|[p] <= Tab :
p=p+1
Tablolj][p], Tab = Tab, Tablo[j][p]
W il—m—1:
b=0
J=j+1
else :
Tablo = Tablo + [[Tab]]
b=1
print (" The obtain tableau is : )
for i in range (0, len(T'ablo)) :
print(7'ablo|i])
print("The component of the keyis:”, c)
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3.4 Product of semi-standard Young tableaux

Definition 3.9. Let 7" and U be two SSYT. The product of 7" by U, denoted T.U, is defined by
row inserting the elements (entries) of U in T starting from bottom to top and left to right.

1j1(22|2]3
1{2(2
Example 3.10. Consider 7' = 2|2]3]4]4 and U = ‘ We obtain:
414|5 213
6|7
1]1 2[2]2]2]2]
21212133
T.U:((((T<—2)<—3)<—1)<—2)<—2:Z ;‘ 414
5
6

It follows from [6] Claim 1, page 12, that for all semi-standard Young tableaux 7', U and V,
we have (T.U).V =T.(U.V).

4 Basic principle in cryptography

Modern cryptography is based on public key algorithms, used either directly for encryption or
to encrypt the key in a conventional system. The security of such systems is based on computa-
tional problems.

Let M be the clear text, C the cipher text and X the keys’ space (for encryption and decryp-
tion). Let denote Ex the encryption function and Dy the decryption function. Thus, the basic
property in cryptography is

M = D}c(C) S C = ch(./\/l)

RSA cryptosystem (Rivest — Shamir — Adleman)
Principle

» Choose p and g two big prime numbers and compute n = pg;

[P 1]

+ Choose an integer “e”, coprime with ¢(n) = (p — 1)(¢ — 1). The public key is given by
(e;m);
« Compute “d” the inverse of “e” modulo p(n), that is
d.e=1 mod ¢(n).
The secret key is given by (d;n).

The encryption is given by: C = M° mod n
and the decryption by: M =C?% mod n.

However, M must be divided by blocs sometimes (when M > n) and each bloc is encrypted
(also for the decryption of C) with the same process explained above.
S Young tableaux in cryptography
5.1 Writing a text in SSYT

We consider a finite alphabet S of n elements: S = {s1, $2,...,8n}.
A word of S is a finite sequence of elements of .S.

Let consider the following bijective correspondence 6:
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X S1 S2 Sn—1 Sn

Oz)| 1 |2 | ..|n=1]|n

For a given clear text M in S containing p letters (p > 2) and for each letter x of M, we use
0(z).

Let ; = 6(x;) where x; is the i*" letter of M. We construct semi- standard Young Tableaux
as follows:

i) There exists an integer k; such that r; < r, < ... <ry, and ry, > 4. Then we put

g

T1:’r1 ‘rz ‘ ...‘rkl

i1) If k; = p, then stop the process;

i13) If k1 # p, then there exist an integer k, such that r, 41 < rg42 < ... <7rg, and rg, > T4
We put

g

T2:’ Tki+1 ‘ Tki+2 ‘ ‘ Tk,

- if k; = p, then stop the process;

- if k; # p, continue the process.

So, we obtain a sequence 11,73, ...,T; of SSYT such that, for all ¢ from 1 to k, T; has one
row. The sequence 77, 73,...,T) of SSYT obtained is called the sequence of tableaux associ-
ated with M.

NB : For all the examples in this paper, we will use the following alphabet
S={A,B,...,Z2,0,1,...,9}

and the bijective function f from S to {1,2,...,36} respecting this table below:

x A/ B|..|Y|Z|0]1/|..]81]9
f(z) |01 [ 02| ...|25|26[27|28|..[35|36]

By abuse, we will sometimes write

x |A|B|..|TI|J|..|Z]|.|8]09
fl)y | 12 ]..]9]10]..[26]..]35[36]

Example 5.1. Consider the following clear text: M =YOUNG TABLEAUX.
Its associated sequence of tableaux is:

(25| [1s]2t] [14] [7]20] [t]2]12] [5] [1]21]24}

Remark 5.2. Each clear text corresponds to one and only one finite sequence of semi-standard
Young tableaux (all with one row).

5.2 Encryption principle

Let 11,7, ..., Ty be the sequence of tableaux associated with a clear text M. To encrypt M,
we proceed like this:

- find the product: T =T1,.15 ... T};
- write w(T") the word of T (cf. Definition 3.1).
The cipher textis C = w(T).
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5.3 Decryption key

Let p be the number of cellsin T = T}.73 . .. T}, and ¢ be that of cells in 7). Let put r = p—gq, then
r is the number of integers which have been inserted to obtain 7. Let us call them zy, 25, ..., z,
and suppose that they are inserted in this order.

(a) If T =T, then r = 0 and no ciphering has been done.

(b) IfT # Ty, forifrom 1 to r, let denote k; the position of the cell that contain z; on the first
row, from left to right, in the semi-standard Young tableau (... (T} < z;) < -+ ) < x;.

By definition, the » — tuple K = (k;, k,—1, ..., k1) is the key for decryption and r its length.

Example 5.3. Let’s concider the following message: STREET 12 DOOR 8.
Its associated sequence of tableaux is:

[19]20] [18] [5]5]20]28 29| [4]15]15]18]35]

4[5 |15][15]18][35]
5 120]20]28]29
18
19

and the key is K = (6,5,4,3,1,5,4,3,2,1,1).

The encryption gives T' =

The encrypted text is therefore
C = 35182915281520052004051819 or C = 8R2010TETDERS,

using the correspondence table (cf. Subsection 5.1).

Remark 5.4. If the shape of the semi-standard Young tableau 7" is A = (Af, A2, ..., Ay ), then

=2 =1

5.4 Decryption algorithm

In this section, we give an algorithm for decryption of a message knowing the key K.

Let K = (kr,kyr—1,...,k1) be the key to decrypt the cipher text C = w(7"). Then the
procedure is as follows:

e Construct T";

« Remove in T the k" entry n; on the first row, always from left to right. We obtain SSY T
of type U; = T — n; . Note that, this kind of tableau is not unique in general. We easily
check that n; = x,., that is the last integer inserted during ciphering process;

« Remove in all tableaux of type U, the k,_; entries on the first rows. We obtain tableaux of
type U, = U; — ny. But ny is not necessarily the same integer for all tableaux of type U
obtain;

» Keep going until the last component k; of K.

So the clear text is obtained by its associated sequence of SSYT.

Remark 5.5. Some tableaux will not be used in the decryption process. Indeed, for the it"
component k,_;; of the key K, let a; ; be the entry to be expelled and I, (k = 1,...,m) be the
row containning the outside corner eliminated. Removing operation (expulsion) is possible if
and only if the SSYT of type U;_; (with Uy = T') used satisfy one of the following conditions:

(i) a;, is in the last cell of the first row and no cell below. That is equivalente to k = 1.

th

(1) if k # 1, for j from 2 to k, there exist a; ; on the j*" row of U;_; such that
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aij—1 < aij < Bij—1,
where §; ;1 is the entry rigth of a; ;_; or oo if there is no cell rigth of a; j_1.

Proposition 5.6. The previous decryption principle allows to get the clear text in one and only
one sequence of SSY T, each tableau having one row.

Proof. Let T be a SSYT of a word to be decrypt and K = (k,., k._1, ..., k1) the decryption key.
For each component of K, there exists at least one tableau for continuing the expulsion process.
Indeed:

« For the first component k,. of K, we expel z,. the last integer inserted during the encryption.
The set of the different SSY T obtained necessarily contains the tableau

T(l):(...(TI%x1)<—---)<—xr,1

relatively to the bumping route of ..

« For the second component k,._; of K, the integer x,_; is expelled from T, Of course
there are possibly other SSYT and other integers to be expelled. The set of the different
SSYT obtained contains the tableau

T<2):(...(T1(*LZJ])(*'“)(*‘IT_Q_

« Thus, for the i*" component k,_; 1 of K,i € {1,...,r — 1}, we expel z,_; | from T0~1),
with 7(® = T'. The set of the different SSY T obtained contains the tableau

T“):((T] <—$1)<—"')(—IT_Z'

for which it is sure to be able to continue the process relatively to the bumping route of
Tp_jy1 N 7).

« For the last component k; of K, the integer x; is expelled from 7"V, The set of SSYT
obtained necessarily contains the tableau

T =T,

which is indeed a SSY T with one row.

We obtain the clear text by arrangement of all the expelled integers, ordered from right to left as
follows:

’Tl‘ml‘mz‘...’xr ‘

We note that we obtain the sequence (75), 17 of SSYT used for encryption (cf. Subsection 5.2).

Unicity: The uniqueness of the bumping route (Remark 3.5) ensures the uniqueness of the
sequence of row SSYT resulting in the clear text. Indeed, let V' and U be two SSY T such that
U =V <« z. For the expulsion of z in U, there may be several routes in which the bumping
route of x in V' (which is unique) makes it possible to find V. Necessarily any other route leads
to another SSYT different from V. O

Example 5.7. Let’s encrypt the message: M = AN EXAMPLE.
The writing in row SSY T is given by:

(o114 [os]24] [o1[13]16] [12] [05].

1[5]16]
5112
The ciphering gives: 7' =
e ciphering gives TREN
14
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The cipher text is thus: ¢ = 160501122401051314 = PEALXAEMN (Remember that if a
cell contains a digit, it is preceded by a zero) and the key is: K = (3,3,4,3,2,3,2).

For the decryption following the key, we construct the semi-standard Young tableau 7" starting
from the cipher text C.

« For k7 = 3, the integer to be expelled from 7" is 5. We obtain two SSYT":

TS ‘ % ‘ 1 ]12]16 |
Vii=| 5 | 13 Wip= 153 24 and z7 = 5.
14 | 24 o

« For kg = 3 the integer to be expelled from Vi ; and V> is 12.

- For V1 1 there is only one SSY T

1 [13]16]
Voi=| 5 |24 and zg = 12.
14

- For V) » the operation is impossible.

« For ks = 4, the integer to be expelled from V5 ; is 16. We obtain two SSY T

11713 1|1 \ 13 \ 24 \
Vi3i=| 5 | 24 ,V3p=| 5 and zs = 16.
14 14

* For k4 = 3, the integer to be expelled from V3 ; and V35 is 13.

- For V3 | there are two SSYT™:

1 1|1 \ 24 \
Vai=| 5 (24|, Var=|5 and x4 = 13.
14 14

- For V3, the operation is impossible.
* For k3 = 2, the integer to be expelled from V4 ; and V, , is 1. We obtain three SSYT™:

- For Vj 1 there are two SSY'T":

1 5 1 | 24
Vs = , Vso = and =1.
e 24 2= 5 3
14
- For Vj » there is only one SSY T
1[5]24]

Vez = and 23 = 1.

53 m 3

« For k, = 3, the integer to be expelled from V5 3 is 24 and the operation is impossible for
the others. There is only one SSYT™:

Vo1 = 7114 zl and x, = 24.

« For k; = 2, the integer to be expelled from Vs ; is 5. We obtain two SSYT":
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Vit Via=[1]14] and =5

After using the last component of the key, we obtain an unique row SSYT'. The clear text is read

as follows:
Tl Ty X3 T4 T5 T X7.

0114|0524 |01 |13 |16]| 12|05
A|N|IE|X|A| M|P|L/|E

Definition 5.8. The size of a non-zero positive integer is the number of digits that compose it
taking into account their multiplicities.

For example, 245002 is an integer of size 6.

5.5 Transferring the key
To transfer the key, the RSA system can be used.

Principle
Let K = (ky, kr_1,- .., k1) be the key to be transferred. The transfer takes place in two steps:
Step1:

- Ifk; € {1,...,9}foralli = 1,...,r, then the key is arranged as follows k,.k,_1 ... ki;

- If there exists k; > 9, then we consider k, = sup k; and m its size. Now we express all the
1<i<r

other components of K with m digits (taking into account their multiplicities) by preceding

the number of one or more zero if its size is less than m. Consequently, the components

obtained are arranged as above.
Step2:
RSA cryptosystem is used to encrypt the obtained text.

Example 5.9. Let us transfer the key K = (3,3,4,3,2,3,2) from Example 5.7. Then the clear
text is My = 3343232. Let p = 41 and ¢ = 71. Then n = pq = 2911 and (n) = 2800.
Let e = 13. We have gcd(e, o(n)) = 1 and the public key is (13;2911). Let us determine

[TPR1]

“d” the inverse of “e” modulo ¢p(n).
d=e?@m)=1 mod p(n) = 13°° mod 2800 = 1077.

Then (1077;2911) is the secret key.
For encryption, the clear text is subdivided into blocks of size smaller than n. We have
My = 3343232 = 003 343 232 and

0033 mod 2911 = 2006,
34313 mod 2911 = 1646,
23213 mod 2911 = 1449.

The cipher text is: C = 2006 1646 1449.
For decryption, the receiver computes

2006'°77 mod 2911 = 003,
16461977 mod 2911 = 343,
14491977 mod 2911 = 232.

The clear text is therefore M = 003343232 and we have the key K = (3,3,4,3,2,3,2).

Remark 5.10. Let 7" be a SSYT of shape A = (A1, X2, ..., Ap) and K = (ky, kyr_1,..., k) the
decryption key. Then there exists i € {1,...,r} such that k; > X,. Indeed, all cells from I, to I,
must be deleted and in particular the last cell on /5.
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5.6 An upper bound for decryption

Proposition 5.11. Let T be a SSYT of shape A = (A1, X2, ..., Am), m > 1 and x be a non-zero
positive integer to be expelled from T. We suppose that x is in the first row and the j*" column
of T. Then the number of possible expelling routes (that is of SSYT) is less than the following
integer M:

i) ifm=1, then M =1,
i1) if m =2, then M =2,

NE

iii) if m > 3, then M = P,.1.m) —
k

3

i =min (A, 7),Vi€{2;...;m},

m—1

IT (i = pm + 1), ifk <m -2,
Plikm)y = =kt ,and
1 otherwise
n(Mk): /’Lk‘_,um_L lfﬂk#/’&m
0 otherwise
Proof.
i) m=1.

- If j = Ay, only one outside corner is eliminated, that means there is at most one
possible expelling route;

- If j # Ay, no outside corner can be eliminated (the expulsion of x is impossible): no
possible expelling route.

Therefore, M = 1.
1) m=2.

- If j = Ay, then two outside corners can be eliminated: the one on the first row /; and
the one on the second row I,.

- If A\ < j < Ay, only the outside corner on [/, can be eliminated.

- If j < Az, no outside corner can be eliminated (the expulsion of x is impossible).

Therefore, M = 2.

i13) m > 3. It should be noted that the number of possible expelling routes for expulsion is
maximal if the outside corner considered (and therefore eliminated) is on the last row of 7.

There are two cases: Ay < j or Ay > j.

. Suppose that A\, < j. Then pu; = A\;,Vi € {2;...;m}.

ll x

1 Cells which can be used

” The outside corner eliminated

Im

On eachrow Iy, k € {2,...,m — 1}, the maximum number of cells that can be used is
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A= = 1) = A — A + 1.

Let N be the number of impossible expelling routes for x, for m > 3. Considering the cells
that can be used on [, from left to right, we have:

- For the first cell, that is the A*" cell on [,, the number of impossible expelling routes
using this cell is

Nouiy = (A3 = M) Paaim)

because movements from left to right are impossible.

h EXNN
l
! Cells used by an impossible
route
! The outside corner eliminated
lm

- For the 2" cell : N(/\z;z) = ()\3 — (/\m + 1))P()\;3;m).
- For the j®* cell, j € {1,..., A3 — A }:
NO\” <>‘3 (>‘m +7- 1))P(>\;3;m)'

It will be noted that the last cell on ,, for which there are impossible paths is reached
for

J :)\2—()\m—1) — ()\2 — A3+ 1) =\ — A\,
because for each of the last A, — A3+ 1 cells on b, there are no cells on / that is strictly

right.

— (o + D) Poegenm, if 0 <1 ~ i
Let Q(ur;l) = (bt = gt + ) Py 1O < L < Pk =

0 otherwise
teger. It is checked that Q(A3;1) = N(y,.;), forl = j —landas j € {1,. —Am}s
then ! € {0,...,n(\3)}.

, where [ is an in-

More generally, considering the cells liable to be used on [;, from left to right with
k=2,...,A\m_1, we have for the j*" cell, j € {1,..., \ss1 — Am }

Noy) = QAkr1:7 — 1).

Therefore
=85 Q00 = 35 (e = O+ 0) i
It is clear that for m = 3, we have N = 0. So
N= §3P(,\;k;m)nl(§§)(>\k —Am — 1) = g (kem) (RO) + D)k = Ay — 2580).
Then
3 = (L Ok =+ D) =N = Pt = 35 Povtam (1) + 1) = = 2380)

. Suppose now that \, > j and let us put igp = maz{i € {2,...,m} : \; > j}.
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Iy

” Cells which can be used

” The outside corner eliminated

Im

For each row [, with 2 < k < ip, the maximum number of cells that can be used is
j — Am + 1. And, for k£ > i, this number is equal to A\, — A\,,, + 1. Then considering the
tableau U of shape v = (u1, pi2, - - - , ftm) Such that

ViG{l,...,io}, Wi =73 andeE{io—f—l,...,m},,uk:)\k,

we obtain
N = 3 Py (i) + 1) (k= pim = nlye)) and
. m—1
M=(G-Xp+ 1) TT A —=Am+1))—N.
k=ip+1
Then

O

Theorem 5.12. Let T be a SSY T of shape A = (A1, Ao, . .., A ). We assume that T is the tableau
of a cipher text to be decrypted and K = (ky,k,_1, ..., k) the decryption key.
m

Letp = (>_\;) —r,and

i=1
Um,p - {(il,iZa'-'aim) e N™: im < Z’mfl <. < il,p— 1 < il < )\1 and 0 < ij < )\jforall
j=2,...,m}.
Then the number of SSYT used for the decryption of the cipher text is less than or equal to the
following integer N.
i) Form=1, Ny =0;
1) Form > 2,

(a) ifp# 1, then Ny = card (Up, ) — 1;

)

(b) ifp=1, then Ny = card (Up, 1) — 2.

Proof.
1) If m = 1, then r = 0 and the cipher text is equal to the clear text. There is no expulsion to do.

1) Suppose m > 2. Then for each of the components of K, an outside corner in 7 is eliminated
with T =T(A\), A= (A, A, .., Am) and K = (k. kpq,. .., k).

m m
It is remembered that: > X\, <7r < > ;.
i=2 i=1

At the end of the decryption, we obtain a row SSYT having p cells (p > 1).
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(a) Suppose p # 1. Then, at each step of the decryption following the key, we obtain
SSYT of shape T}, ;... (i1,12,....im) being in Uy, ,,, Where i; denotes the number
of cells on the j** row of the tableau obtained, for all j in {1,2,...,m}. Therefore,
determining all SSYT for deciphering is equivalent to finding all the SSY T of shape
T,,....im» €Xcept of course the case ¢; = A;, forall j = 1,2,...,m. Indeed, the pro-
cess of expulsion is impossible for SSY T of shape T},_ ;,....;,,. Now the number of
SSYT of shape T, ... 4,, is exactly card Up, p.

,,,,

Consequently, we obtain: Ny = cardU,, , — 1.
(b) For p = 1, let consider the following set: V,,, | = {(i1,%2, .., im) € Up1 = i, 7# 0}.
By a similar reasoning to the previous one: Ny = card V,,, 1 — 1.

On the other hand: card(V,, 1) = card(U,,,1) — 1. Then: Ny = card(U,,,1) — 2.

+ Algorithm computing Ny for T'=T(N\), A = (A1, A2, ..., Am)

def Number (b, n1,n2,...,1m) :
c=0
for iy from bton; :
for j from 2 tom :
for i; from 0 to n; :
ifzmgszl SS'LI
c=c+1
else :
c=c
print(c — 1)
def Number_of_SSYTab (B, A1, X2,..., A\m) :
Number(B, A, A2y -+, Am)
#B=p—1ifp#land B=1 forp=1.

Example 5.13. Let encrypt the message:
"The multiplication of Young tableaux is an internal operation'
The ciphering gives the following tableau:

1] 1]1 11 ]9ol14a]a]14]15]18][20]
255599 f12]15]24
36 7]91a]14]16]20
5199121515/ 18
T=[8 [12]12]14]21
13]15]19]20
16 | 20 | 20
20 | 21
21 | 25

T =T(X\) with A = (13,9,8,7,5,4,3,2,2) a partition of 53 (the number of letters in the clear
text).

The cipher text is

C =20181514142414152009121618010914150109141521010509121420010 5070912192
0010506091215202125010203050813162021.

For the decryption, there is at most Ny = 56613 SSYT used. But, to find the message by
permutations on the cipher text, we have

N = oo = 9589132174696838212341086950193663266203402240000000
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possible results, therefore considerably greater than V.

Corollary 5.14. Let T be a SSY T of shape A = (A, \2) and K (K € N*7) the decryption key.
Then:

i) ifp> X, then Ny = (A 4+ 1)(r— X +2)—1;

i) if2<p< A, then Ny = (Mg + 1) (A — Ay + 1) — 1 4 QoptlQotn),

iii) if p =1, then Ny = (A + 1)(Aj = Ag + 1) — 1 4 Qe=lRet2),

Proof.

Wehave: p=XA + X —rand U, = {(4,7)/p— 1 <i<A,0<j<Xandj<i}.

i) For p > ),, the condition j < i being verified, then
Upp ={(4,7)/p—1<i<A,0< 5 < X}

and card(U, ) = card{p — 1, ..., A1 }.card{0,..., 22} = (A —p+2) (M2 + 1)
=(r—X+2)M+1).
Then Ny = (Ao + 1)(r = Ao +2) — 1.
i) For2 < p < A Usy = AUBwith A = {(i,j)/ p—1<i < —1,0<j<i}and
B={(i,4)/ 2 <i<A\,0< 5 < A}
Since AN B = () then card(U,,,) = card(A) + card(B). We have:
=1 i A—1

card(A) = 5 (D)= 3 (i+1) = Yi = Lazll0ain) gng

i=p—1 5=0 i=p—1 i=p

card(B) = card{Az, ..., \1 }.card{0, ..., 02} = (A1 = X2+ 1) (A2 + 1).
So card(Uzp) = (Mo + 1)(A1 — Ao+ 1) + w and then

iii) Forp=1,U, = FUBwith E = {(i,j)/ 0<i< X\ —1,0<j <i}and
B=A{(i,j)/ 2 <i <AL, 0< < A}

Since E N B = ( then card(U,,,) = card(E) + card(B). We have:
Ar—1

cord(£) = 5 (531) = 5 (1 1) = i = 20,

i=0
and card(Uz ) = (A2 + 1)(A — A2 + 1 ) (/\fﬁl)

Hence Ny = card(Us,) —2 = (Ao + 1)(A] — A + 1) — 1 4 La=lat3),

It should be noted that the case p = 1 corresponds exactly to the case p = 2 in the previous
situation (2 < p < Ap). O

Remark 5.15. For m = 2, if the components of K are all strictly less than A;, then » = X, and
Ny =2\ +1.

More precisely, the number of possible SSY T is exactly A, and A\, < N,. Indeed, no outside
corner is eliminated on /;. Then 77 = T'()\;). Hence r = A, and for each of the components of
K, one and only one SSYT is obtained.

Corollary 5.16. Let T be a SSY T of shape X\ = (A1, M2, X3) and K (K € N*") the decryption
key. Then:

(Z) if p > \a, then N = (>\3+1)(A1—PJ;2)(2>\2—>\3+2> 1

(i3) if A3 < p < Ay, then
Na= B[00 —p+ D0 +p = A3) + (A = Ao+ DA = A3 +2)] — I



YOUNG TABLEAUX IN CRYPTOGRAPHY 17

(#91) if 1 < p < A3, then
Ny = (>\3*;D+1>(j>\3+317*2)+ 2= D@ =)= (p=1)(p=2)(2p=3) | (>\32+1) [+ D — X)) +

12
M =X+ D20 A3 +2)] -
(iv) ifp=1, then
Ny = 2amtfEml) g BBt L Bl (0 4 1) (o = M) + (M = Do+ 1)(20 = A +
2)] - 1.

Proof. Wehave: p= XA+ X\, + A3 —rand
Usp=1{(i,4,k) eEN>:p—1<i<A,0<5< X, 0<k<Xandk <j<i}.
LetI={p—1,....M},J={0,1,..., 0} and L = {0, 1,..., \s}.

(i) Forp > X\, Uz, = V1 UV, with
Vi={(i,5,k) €Usp /p—1<i<A,0<5 <A —1,0< k< j}
ande:{(’L',j,k‘)EU&p/p—]§i§)\1,)\3 <F< A, 0<k< A3}

Since Vi NV, = 0, then card(Ug p) = card(Vy) + card(V2). We have

card(V1) = card(I). Z (Zl) = - p+2)(>\32_1(j 1) = p+2)(§j)

Jj=0 7=0
card(Vi) = A\ —p+ 2)(>\3 +1), and
card(V) = card(l ) card{X\z, ... 2 }.card(L) = (M —p+2)( X — M+ DA+ 1).
Then CaTd(U3 p) ()\1 p+ 2) ()\3 + 1)(2)\2 - A3+ 2).

Therefore Ny = QoD PZZ)(ZAZ_)“H) -1

(12) For A3 < p < Ay, Us,, is a disjoint union of four sets below:

V3 ={(i.J, )/p—lgz‘gxz—l}yogj@s—l,ogkgj};
V- {@L)/MSiSMﬂSJSM*LOSkSﬂ;
Ve = {(Z],)/Azgig)\l,)qﬁjgx\z,kelz}.
=1
card(V3) = card{p—1,..., 0 — 1}. Z (Zl) =M+ D) —p+1);
-l i ’ ,\271 A= A3
card(Vy) =card(L). Y (X 1)=s+1) Y (—XM+1)=0N\+1) > i
i=p—1 j=MX3 i=p—1 i=p—A3
card(Vy) = (X + )()\gfp+l)()\2—0—p72)\3);
card(Vs) = card{\, ..., \i }. Z (21) M+ DA = A+ 1);
J=0 k=0
card(Vs) = card{,, ..., M\ }.card{Xs,..., \a}.card(L)
card( 6) ()\3+ )( )\2+1)()\2—)\3+1)

6
Hence we have: card(Us ) = > card(V;);
i=3

card(Usp) = (A3 + D[ —p+ DA +p = A3) + (A1 — Ao + 1)(2A — A3 +2)]

and then

Ny =200 —p+ DOu+p—23) + (i =X+ )20 — Ay +2)] — 1.
(m) For 1 < p < A3, U3, is a disjoint union of five sets: Vs, Vs and

{(i,5,k) Jp—1<i<A—1,0<7<4,0<k<j}
{(6,4,k) /M <i< XA —-1,0<7<A\-1,0<k<j}
{(i,4,k) / As <i<X—1,M <j<ikeL}

=1 g j A—1 4 A—1 4+l Az — 1)(i42
card(V)) = ¥ (R(21) = 71(223(]4'1)) 2 ()= :z S

: A= A1
card(Vq) = 3 (i2+3i+2):% zz—l—g i: i+ > 1

i=p—1 i=p—1 i=p—1 i=p—1
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card(V;) = >\3(>\3—1)(2)\3—I)Tép—l)(P—Z)(ZP—ﬂ + (>\3—P+1)(j>\3+3p—2).

card(Vy) = card {)\s, ., Aa — 1}. le( iol) = (- A3)A§1(j 1)

card(Vy) = ()\2—)\3)2} L+ D) — Xs).

[

Ao—1

card(V) = card(L). 5 (3 1) = O + 1) Z(i—)\3+1)=()\3+1)A2;Asi

i=A3 j=A3 i=\3
card(Vo) = (X3 + 1)(Ma — A3) (X + 1).

m

9
Hence we have: card(Us ) = Y card(V;)
i=5

card(Us ) = /\3(>\3—1)(2>\3—I)Tz(p—l)(p—Z)(Zp%) + (As—p+1)(:/\3+3p—2)+

D910 + 1) (A — As) + (A1 — Ao+ D)(2A — As +2)]

and then

Ny = /\3()\371)(2)\371);2(;071)(}772)(21773) + (>\3*P+1)(3>\3+3P*2)+

QD100+ 1) = A3) + (A = A+ 1) (20 — A +2)] — 1.

(iv) For p = 1, it suffices to replace p by 2 in the relationship obtained for 1 < p < A3. Then

we get:
év;? — 2lazDEh=D) | QamDBA) | Qo iy, 4 1) (g — Ag) 4+ (A — Ao+ 1) (20 — As +
O
1l1]1]2]
Example 5.17.LetT =| 2 | 3 and K = (4,3,4,3) be the decryption key.
3

It is verified with the aid of the previous formula that N, = 14.
Let decrypt the message.

a) For ky = 4, we expel 2 from T. Two SSY T are obtained:

111 1]1]1]3]
h=|2|3 and T» =
3 3

b) For k3 = 3, we expel 1 from the preceeding tableaux. Four SSYT are obtained:
- For T, we have three SSYT :

1]1]3] 1
11112
T3= ,T4= 2 and T5: 2 3
313
3 3
- For 75, we have only one SSYT :
1[2]3]

Ts =

3

c) For ky = 4, we expel 3 from Tg. A single SSYT is obtained. For the tableaux T3, Ty and
T5 the operation is impossible.
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1]1]2]
3 .
d) For k; = 3, we expel 2 from T5. Two SSY T are obtained:

n-[1[1]3] awa 51

We get the clear message after 9 tableaux.

T, =

Corollary 5.18. Let T = T'(\), A = (1) and K = (k,,ky_1, ..., k1) the decryption key. Then
the number N of SSY T used for decryption is:

N:N,\:m—l.

Proof. T =T(\) with A = (1™). Thenr =m — 1land K = (1,1,...,1).
At each step with the key K, exactly one SSY T is obtained because there is only one possible
bumping route. So

.
N=>1=rand Ny =card({Un,)—-2=(m+1)—2=m—1.
=1

3

Young tableaux are well used as cryptosystem. They permit to encrypt and decrypt texts.
The number N found for the number of semi-standard Young tableaux used for decryption of a
given cipher text is just a bound, the aim being to find exactly the number of SSYT used, or a
better bound for this number.
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